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Abstract. Middleware layers placed between user clients and application servers have been used to perform a variety of functions to support
the vision of nomadic computing across varying platforms. In previous work we have used middleware to perform a new capability, applica-
tion session handoff, using a single Middleware Server to provide all functionality. However, to improve the scalability of our architecture,
we have designed an efficient distributed Middleware Service layer that properly maintains application session handoff semantics while
being able to service a large number of clients. We show that this service layer improves the scalability of general client-to-application
server interaction as well as the specific case of application session handoff. We detail protocols involved in performing handoff and analyse
an implementation of the architecture that supports the use of a real medical teaching tool. From experimental results it can be seen that our
Middleware Service effectively provides scalability as a response to increased workload.

Keywords: distributed middleware, nomadic computing, ubiquitous computing, load balancing, application session handoff

1. Introduction

Middleware has previously been used to perform a variety of
functions on behalf of applications running on mobile and
fixed Internet-connected clients, such as performing content
transcoding and providing quality-of-service. Such function-
ality will become increasingly more crucial due to the pro-
liferation of wirelessly connected mobile computing devices.
We are investigating the importance of middleware in the
Interactive Mobile Application Support for Heterogeneous
Clients (iMASH) project [3] at UCLA. In our research we
are designing a hardware/software architecture utilising a key
middleware tier to support heterogeneous mobile and fixed
clients interacting with an application server that provides a
repository for data. The goal of iMASH is to research and
develop the architecture and protocols to support a wireless
computing infrastructure for the new state-of-the-art hospital
being built on this campus.

In iMASH we are supporting a particular vision of no-
madic computing [26] that allows users to have access to data
stored at an application server from mobile and fixed clients
regardless of time, location, or platform. In this model, the
network acts as a conduit through which application session
state migrates from device to device to provide continuity to
the user experience. In our work a Middleware Server (MWS)
will enable this vision and provide such capabilities as pre-
sentation transcoding, enforcement of quality-of-service, and
security on behalf of client machines ranging from a wire-
lessly connected handheld device to an ethernet-connected
workstation. Within the past year we have focused on a par-
ticular functionality hitherto unresearched: the handoff of an
application’s session state from one client device to another
with the aid of a MWS. This Application Session Handoff,
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or ASH, facility allows the user to have a seamless, unin-
terrupted computing experience across client machines. We
envision this capability will have increased importance as
wirelessly-connected mobile computing behaviour becomes
more prevalent among users. In previous work we have shown
that this functionality is viable by implementing it within a
real-world pedagogical tool called the Teaching File used in
the medical school.

However, from our research we have seen that the iMASH-
enabled Teaching File application and our initial Middleware
design are subject to a number of bottlenecks that limit the
scalability of the iMASH architecture. In particular, we have
isolated regions of operation in the MWS designed to support
the Teaching File that are computationally-bound and hence
perform poorly with an increasing number of service requests.
Additionally, we have seen that the ASH facility also per-
forms poorly when the workload at the MWS increases.

To counter these effects and to provide more scalable
service, we have redesigned our single Middleware Server
layer into a multi-server distributed Middleware Service that
is more capable of handling increased traffic and workload.
Our Middleware Service is designed such that all individ-
ual servers within it make policy decisions autonomously,
thereby avoiding the need for Service-wide global state be-
ing maintained and lessening the danger of having any single
server cause a bottleneck. We have designed an accompany-
ing protocol that we have streamlined to provide an efficient
means to transfer data only when needed to support both nor-
mal client-to-Application Server interactions as well as Ap-
plication Session Handoff.

This paper is organised as follows. Initially we will de-
fine our research space and give examples of the utility of
nomadic applications in section 2. We then describe the ar-
eas of scalability concern in the current iMASH architecture
and the Teaching File application in section 3 followed by our



312 BAGRODIA, PHAN AND GUY

proposed resolution to these matters in section 4. Our dis-
cussion of an implementation with related experiments and
results proceeds in section 5. In section 6 we discuss work
related to our own. We conclude the paper with section 7.

2. Nomadic computing

A nomadic computing application is a program that allows the
user to leverage network connectivity, provided by a wired or
wireless infrastructure, to access and utilise his data produc-
tively from any location, on any platform, and at any time.
Research in this area is driven by a number of compelling sce-
narios that enable users to utilise computing services across
a number of boundaries. In this section we describe several
contexts in which nomadicity is appealing and explain how
this style of computing can be realised with the support of a
middleware layer.

Consider a typical graphical image application that allows
the user to interact with a set of pictures stored at a server
on one of several client platforms. The application allows the
user to manipulate these images by painting on it and apply-
ing image processing filters. When this application is enabled
to provide nomadic interaction, the user will be able to run
the program across a variety of platforms, including a desk-
top running on an Ethernet LAN, a laptop connected via an
802.11 wireless card, and a PDA using a cellular data mo-
dem. In our research we augment the notion of nomadicity by
considering applications that can encapsulate a session, repre-
sented by the principal data structures and run-time values as-
sociated with the application’s current state. This session state
can follow the user from device to device, allowing the user to
access his data regardless of geographic location, device, or
time. Furthermore, for this graphics program, changes made
to an image would be available when the user moves to an-
other device due to the mobility of the state.

We can generalise the preceding graphical application to a
number of different applications. More importantly, it is easy
to see why this type of application behaviour is compelling: it
allows users to concentrate on the content of their work rather
than making them aware of limitations of their computing de-
vice. With mobile session states, the user is presented with
a familiar set of data that can be adapted, or transcoded, to
fit the device limitations of his current platform while still
allowing him interactivity with the data. In order to enable
this vision, the applications are supported by a middleware
software and hardware layer placed between the clients and
the application servers. Such middlware provides the func-
tionality to enable location-awareness, transcoding, security,
and other characteristics. We now look at two programs that
are reprentative of the types of emerging applications that can
leverage this capability. Additionally, we will suggest how
these applications can be supported by a middleware tier.

2.1. A nomadic medical teaching tool

A medical teaching program, enabled to provide nomadic in-
teractive access to stored data, provides a demonstration of

the promise shown by this research. Consider such a medical
application that displays multimedia data downloaded from
an application server to a fixed or mobile client device. This
application would present medical data, such as images and
annotations, with a well-formed interface. We have been
working with such a teaching tool called the Teaching File,
which has been developed in-house for radiological profes-
sors at UCLA. The Teaching File is a Java applet that retrieves
medical data from an application server via HTTP, displays
images, and allows users to add textual annotations to form
instructional files. This program is intended to be used on any
fixed or mobile client capable of executing Java applets over
the Internet.

Enabling this application to support nomadic interactivity
brings to the table two exciting benefits for the user. First, the
user will be able to access his data (stored at an appliation)
regardless of his current platform or physical location when
he operates this application on varying platforms. A runtime
system supports this nomadic computing model by transpar-
ently tracking his location and transferring the application’s
session state across devices. In order to efficiently and seam-
lessly provide this service, a tier of middleware is introduced
between the application server and clients. Second, the mid-
dleware provides the means for content transcoding and intel-
ligent data updates so that the user’s view of data is consistent
across all devices.

2.2. A shared collaborative multimedia space

We now turn out attention to see how users of collaborative
interactive software can gain the advantages of nomadic ap-
plications with middleware assistance. Multi-user interactive
software has become increasingly more common. Groupware
applications provide a means for geographically dispersed
users to show, manipulate, and emphasise ideas using a soft-
ware architecture that disseminates multimedia information
in real-time to other participating users. A wide variety of
products have emerged, including research and open source
projects, such as Network Text Editor [11], Multicast Multi-
media Conference Recorder [14], and phpGroupware [21], as
well as commercial software, such as Novell Groupwise [18],
IBM/Lotus Notes [12], and Microsoft Exchange [16].

The integration of nomadic computing capabilities into
such applications enables a number of enhancements. As
before, the principal benefit is that heterogeneity is hidden
from the users: the multimedia space is shared even if users
are utilising platforms as diverse as desktops and PDAs. By
abstracting the shared space as a session state, we can envi-
sion that this state will be distributed across the collabora-
tion participants. Users can contribute to the shared space by
adding multimedia or manipulating items, and the resultant
changes will be made available to other users after the content
is appropriately transcoded for each device. Additionally, if
a user moves from one platform to another, he can continue
the collaborative session automatically regardless of the de-
vice’s location or display characteristics. Again, the middle-
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ware would provide the means to support location migration,
user tracking, and data transcoding.

3. Scalability issues for iMASH Middleware Servers

The envisioned freedom granted to nomadic applications in
the previous section is provided by middleware support. In
our research, a Middleware Server serves a prominent role in
the deployment and execution of nomadic programs by sup-
porting a number of different functionalities needed by the
clients. The distributed iMASH Middleware tier has evolved
out of necessity from performance and scalability concerns
with our original single Middleware Server design. In this
section we describe the initial architecture using a single Mid-
dleware Server and its natural progression toward a distrib-
uted Middleware Service layer. The arguments leading into
the next section are specific to our own Middleware design
but can be applied to middleware servers in general.

3.1. The iMASH Middleware architecture

The primary goal of the iMASH research project is to fa-
cilitate the network interconnectivity between an application
server (AS) and users working on heterogeneous mobile and
fixed clients. In the traditional context, the AS acts a data
repository for the clients and must shoulder the load of pro-
viding service for a possibly large number of simultaneous
transactions. Clearly, such an approach is not scalable under
a variety of conditions: increased number of simultaneous
clients needing service, increased frequency of transactions,
increased size of transaction payload, or increased service at
the AS needed by clients.

In the iMASH architecture, shown in figure 1, we have in-
terpositioned a Middleware Server (MWS) layer between the
clients and the AS to provide a number of benefits. The even-
tual design goal called for this layer to contain a number of
strategically placed servers that would best service the clients.

Figure 1. A high-granularity view the iMASH hardware architecture.

We posited that such a design would increase scalability of
the original client-server interactions. From this architecture
it is clear that a given MWS acts as the sole client for the
AS, thereby allowing the AS to better serve its role as a data
provider rather than as a manager for heterogeneous clients.
In a related vein, the MWS also acts as the service manager
for all the clients.

In addition to easing the burden on the AS, the iMASH
Middleware is designed to perform (1) user authentication
and profiling, (2) presentation transcoding, (3) location track-
ing and network quality-of-service adaptation, (4) computa-
tional off-loading from client to middleware, and (5) applica-
tion session handoff. In the first year of iMASH research, we
have concentrated our efforts in providing the session handoff
capability and to a lesser extent computational off-loading,
both of which we will discuss in this paper. Even with this
subset of capabilities, we have already identified scalability
problems with a single MWS configuration. By identifying
such areas now and adjusting our hardware/software archi-
tecture to meet this challenge, we will lay a foundation for
future developmental needs.

3.2. Application Session Handoff

In previous work, we showed a novel use for Middleware to
support clients: the Application Session Handoff. We briefly
describe this capability and a specific implementation before
identifying areas of performance degradation in the next sub-
section.

Application Session Handoff (ASH) [19,20] allows for
users to move the current session state of an application run-
ning on one client to another (likely heterogeneous) client
with little to no interruption in usage continuity. For exam-
ple, a user may be working with an iMASH-enabled appli-
cation on a desktop workstation, and upon deciding that he
needs to continue his work on his mobile personal digital as-
sistant (PDA), he activates the ASH capability to seamlessly
transfer all existing and relevant session state, such as ren-
dered images, text, or user preferences, from the desktop to
the PDA. As part of this transfer, the data’s content may un-
dergo filtration to fit the bandwidth, display, and computation
limitations of the PDA (for example, a colour image may be
reduced to black and white to fit monochrome PDAs). The
iMASH runtime system performs all actions required to per-
form this handoff, thus alleviating the user of any need to ex-
plicitly save data to an intermediary medium (such as a disk)
and then to reinstantiate the data on the target machine. In
the iMASH system the network serves as a conduit between
the Middleware Servers providing this capability to iMASH-
ready applications on mobile and fixed hosts.

Among the programs we have enabled with this handoff
capability is the Teaching File application previously men-
tioned. We have augmented this multimedia teaching tool
with a specific form of session handoff which we have identi-
fied as a Two-Way Interactive Session Transfer (TWIST) [19].
Users are allowed to make modifications to the instructional
files at the client after retrieving them from the AS; upon an
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Application Session Handoff to another client machine, these
same modifications are visible to the user, thus making the
transfer “interactive”. Furthermore, the user retains any capa-
bilities to interact with the AS, including the ability to save
the data back to the AS, making the experience “two-way”,
even in the face of content-adaptation changes made for the
benefit of limited clients. In order to implement this capabil-
ity, some source code modifications were needed. Although
our design does not require any modification to the AS or its
software, we do assume that the client applications that partic-
ipate in the iMASH environment can be modified via source
code changes. This requirement allows us to add a portion
of code which we call the Middleware-Aware Remote Code,
or MARC, into the application to provide a client-side proxy
that acts on behalf of the user and the application. In our work
we have been able to move sessions between wired desktops
running Solaris 7 or Windows NT 4.0 SP5 as well as wire-
lessly connected (via Lucent WaveLAN) devices, such as mo-
bile laptops running Windows 2000, an Aqcess Technologies
QBE graphical tablet running Windows 98, and a Compaq
IPAQ PDA running Windows CE.

In figure 2 we diagram a typical flow of events to illustrate
an application session handoff for the Teaching File. We de-
note C1, C2, . . . , Cn to be the set of client machines available
to a user. Initially a user on client C1 requests a data object o

from the AS.

(1) The AS returns the object o to the MWS, which is imme-
diately cached.

(2) The MWS filters o to suit the limitations of C1 by apply-
ing a filter function f1 to o; client 1 thus receives f1(o)

from the MWS.

Figure 2. Handoff of an application session.

(3) The user at C1 proceeds to modify the data by applying
an operation g1 to the object, resulting in g1 ◦ f1(o).

(4) At this point the user wishes to perform application ses-
sion handoff to another machine. Because this is a two-
way interactive transfer, the result of the operation g1 at
C1 must be made visible to the user at C2 when the ses-
sion is reinstantiated. The modified form of the data must
thus made available at the MWS so that it can be sent
to C2. Note though that upon handoff, only the opera-
tion g1 is sent back to the MWS. This is an optimisation
we have devised that allows us to send back the much
smaller g1 instead of the entire data object g1 ◦f1(o). We
assume that the operation g1 can be sent in isolation from
C1 back to the MWS. In our research we have seen that
many types of operations can be represented in XML [9]
and can be thus orders of magnitude smaller than a binary
object [19].

(5) The MWS needs to assemble a user-modified data object
to C2, but as another optimisation, we have stated that the
first content filter f1 may be contextually irrelevant to C2,
so we may simply need the o that was cached and the g1
that was delivered from C1.

(6) The result is passed through f2, the content filter for C2.

(7) Finally, f2 ◦ g1 is delivered to C2.

3.3. Areas of scalability concern

Our initial implementation of session handoff with one MWS
successfully allowed us to move Teaching File sessions from
one machine to another. We have been working with the ini-
tial assumption that the MWS machine would have enough
bandwidth and computational power to support a reasonable
number of clients during our initial phase of iMASH research.
However, we have come to a stage of development where we
have seen that this architecture will not suffice. We now enu-
merate and discuss issues that pose scalability problems.

The middleware layer’s purpose within the iMASH archi-
tecture is to reduce the load on the AS and to provide a vari-
ety of services for the clients. However, in moving the burden
of workload from the AS to the MWS, we have also moved
the potential for a computational and bandwidth bottleneck
to the MWS as well. Just as we discussed in section 3.1 re-
garding how a sole AS lacks scalability, a sole MWS is not
scalable under several conditions: (1) increased number of si-
multaneous clients needing service, (2) increased frequency
of transactions, (3) increased size of transaction payload, and
(4) increased service needed by clients at the MWS. We must
also address the problems specific to the Application Session
Handoff capability itself. We do so by evaluating the potential
bottlenecks incurred with the Teaching File application.

In figure 2 we showed the sequence of actions needed for
the Teaching File application to retrieve data from the AS and
then handoff the session to another client. Bottlenecks can
occur at two primary locations. First, when the user requests
data from the AS, the MWS retrieves the data on his behalf.
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Graphical images are stored at the AS in a special proprietary
medical format called PACS [24] and must be processed to
form a Java Image object. The original Teaching File appli-
cation performed this processing at the client, but we have
moved this workload to the MWS. An increase in the number
of simultaneous clients, frequency of requests, or size of re-
quest data would cause a bottleneck at the MWS because this
image processing is a CPU-intensive task that cannot take ad-
vantage of multi-threading on a uniprocessor MWS. In the
future, we may need to process unforeseen proprietarily for-
matted data, which would increase the service time being per-
formed at the MWS. Additionally, although we do not per-
form it for the case of the Teaching File, content adaptation to
fit the characteristics of the client machines will place further
load on the MWS.

Second, a bottleneck may occur during the course of an
Application Session Handoff. We noted in the previous sec-
tion that when an ASH occurs, we minimise the amount of
data sent from a client C1 to the MWS because we send only
the user operation g1 instead of the data object g1 ◦ f1(o).
However, when the MWS receives g1, it must still create the
object f2 ◦ g1(o) that must be shipped to client C2. The for-
mation of f2 ◦ g1(o) involves the application of g1 to object
o as well as the application of the content filter f2 to the re-
sultant object g1(o). These steps may be non-trivial in nature,
and under the conditions expressed in the previous case, may
produce a bottleneck in system.

We attempt to solve these problems by implementing a
Middleware Service (MWService) layer that contains a dis-
tributed set of individual servers. We discuss this architecture
next.

4. A Middleware Service

In this section we develop an architectural solution that ad-
dresses the scalability issues in the last section. Our design
involves the use of several servers acting as an aggregate Mid-
dleware Service (MWService) to provide the scalable func-
tionality intended by the iMASH environment. In addition,
our MWService is governed by a functionally-driven but effi-
cient protocol that aids in Application Session Handoff.

A broad view of this architecture is shown in figure 3. Such
an architecture involving the aggregation of separate comput-
ing stations is not novel and is well-known as a Network of
Workstations. Our MWService is formed from such a net-
work of individual Middleware Servers that can be distrib-
uted over either a local or a wide area. This service is guided
by the following tenets: (1) no one MWS causes a bottle-
neck across the entire system, (2) no one MWS maintains any
global state of system, (3) each MWS autonomously decides
if it is capable of providing service for the clients and if so, au-
tonomously registers itself as an available MWS, and (4) par-
ticipation between two Middleware Servers to exchange ses-
sion state does not add significant computational complexity
to the Application Session Handoff. If properly designed, our
distributed MWService will show scalability under increased

Figure 3. A broad view of the Middleware Service.

load conditions (as mentioned in section 3.3) by limiting the
maximum service time experienced by clients to not grow
without bound. We next provide a scalable MWService de-
sign followed by a discussion of its use to facilitate specific
actions between the client and the MWService.

4.1. A scalable Middleware Service protocol

The driving motivation for our MWService design is to make
available to clients an entity that is capable of providing ser-
vice upon request. We now explain the details of the protocol
that drives this facility. Initially each Middleware Server in
the distributed MWService determines autonomously if it is
capable of providing service. Such a decision can be based
on comparing a representative value, such as the well-known
metrics of proximity to mobile clients, CPU load, service
queue length, and available bandwidth, against a threshold
quantity. The selection of an appropriate MWS availability
metric is beyond the scope of this paper; our architecture as-
sumes that the MWS has access to a policy and means to
make such a decision. In our experiments we have imple-
mented a simple policy based on CPU load, as will be shown
in section 5. If the MWS determines that it is available, it
registers itself with a lookup service that will list all capable
MWSes for clients to utilise. This lookup service, or registry,
allows clients to discover a MWS within the MWService that
can perform work on the client’s behalf. Such a discovery is
possible because the iMASH-aware MARC code within the
application, acting on behalf of the client, interacts with the
registry. If, over its course of operation, the MWS determines
that it can no longer adequately provide service, it deregisters
itself from the lookup registry. When the MWS is again capa-
ble of operating sufficiently, it registers itself again. If more
than one MWS is capable of fulfilling the client’s request, a
MWS is chosen randomly. If no MWSes are registered, sev-
eral courses of actions are possible, such as having the lookup
registry attempt to poll the MWSes for availability or having
the client’s service request be dropped with an appropriate er-
ror returned.

Note that this registration immediately offers a scalable
and distributed means of load distribution and admission con-
trol for the MWService. Each MWS determines its availabil-
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ity autonomously by evaluating its own metric. By deregister-
ing itself from the MWService lookup registry, the MWS pre-
vents itself from entering a state with an unstably increasing
workload. Additionally, the registry itself can be a scalable
service that is not subject to a bottleneck; approaches such as
the Service Location Protocol [10] and Jini [25] are available.

The MWService continues to maintain scalability even af-
ter a client has gained admittance to a particular MWS. Sup-
pose a client Ci has been given service by a MWS, resulting
in a portion of the client’s session state being cached at the
MWS. At some point the MWS may become unavailable and
thus deregister itself to avoid any new service requests. How-
ever, the MWS should still provide service for Ci and any
other clients that were already admitted. For these clients the
MWS may need to perform an action such as an Application
Session Handoff or to enforce a load-balancing policy. In re-
sponse to such events, the MWS will perform a middleware-
to-middleware handoff of the client’s session state to another
available MWS. This target MWS can be found by the first
MWS through the registry. At this point the client Ci should
be informed that it must now interact with the target MWS.
The client can attain this information through two means.
The registry can give the address of the target MWS, but this
would require that the client be able to asynchronously re-
ceive such updates from the registry as well as maintain its
normal communication channel with the MWS. There is a
better alternative: at the next instance when the client requests
service from the initial MWS, this MWS will give the address
of the target MWS. This on-demand updating can be done
through the regular client–MWS API.

4.2. Scalability for client-to-AS interaction in the Teaching
File

We now discuss how our scalable protocol affects our Teach-
ing File application. Although our goal for the distributed
MWService architecture is to provide scalability in the spe-
cific case of Application Session Handoff, we must first dis-
cuss its scalability properties in the general case of normal
client-to-AS interaction. When the Teaching File initially re-
quests the retrieval of data from the AS, the request travels
through the MWService layer as before. If the individual
servers in the layer are geographically distributed across a
wide area, it naturally follows that the clients should be ser-
viced by the nearest possible MWS; the lookup registry will
return a result that reflects this approach. Immediately we
posit that our distributed MWService architecture provides
a natural load distribution if we assume that the clients are
themselves geographically clustered across a wide area and
can be logically associated with a MWS.

We now consider the case where the servers in the MWSer-
vice layer provide functionality in a local area environment.
We note that the requests issued by the Teaching File have the
property of being discrete and connectionless, thereby mak-
ing each request independent of all previous requests. Also,
the MWService actions are completely transparent to the user,
who is only aware of his requests to the AS. The intermediate

Figure 4. A middleware-to-middleware handoff.

transactions to the MWService layer is handled by the Teach-
ing File’s MARC code.

Suppose that after a client C1 has been associated with
(and received initial service from) a particular MWS1, that
MWS may become unable to provide further service. In fig-
ure 4 we depict the situation at large. In step 1 MWS1 has
provided service C1 in the form of delivering a piece of data
to the client. At some point the MWS decides it can no longer
provide service and redirects future requests from this client
to MWS2. In this situation the application’s session state has
no reason to evacuate C1; the data object g1◦f1(o) can stay on
the client. However, because C1 is now serviced by MWS2,
MWS1 must send its cached object o to MWS2 in step 2 (in
anticipation of an Application Session Handoff). Note that
we must prohibit MWS2 from attaining object o from the AS
instead of MWS1 for two reasons: (1) we do not wish to un-
necessarily burden the AS with another data fetch because the
ASH is a concern to the iMASH MWService, not to the AS,
and (2) the data fetches may have nonidempotent effects at
the AS.

4.3. Scalability for Application Session Handoff in the
Teaching File

We now discuss the use of the distributed MWService layer
to provide scalability for Application Session Handoff. Re-
call that ASH is a functionality that allows the user to transfer
an application’s session state from one client machine to an-
other device with little to no interruption in service with the
aid of a Middleware Server. The protocol needed to perform
these actions was shown in section 3.2. In this section we
describe an efficient MWService protocol that provides the
handoff capability across multiple Middleware Servers.

In [20] we showed that within a controlled local area envi-
ronment, a single MWS can provide the ASH capability with
a sufficiently low latency. It is natural to question why we
would want to change our existing ASH protocol to handle
the case of the new multiple MWS architecture since a sin-
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Figure 5. An Application Session Handoff utilising two Middleware Servers.

gle MWS seems capable of facilitating the ASH. Previously
in this section we presented an argument in favour of using
the aggregate MWService layer to provide scalability for the
general case of client-to-AS interactions. In this argument
we stated an approach that led to having clients being ser-
viced by multiple MWSes in response to some policy, such
as load-balancing or client mobility. Such a conclusion is not
novel but does affect the ASH facility in the following way.
Consider the situation where a user is working on a client C1
being serviced by a middleware server MWS1. When the
user wishes to handoff the application session to a second
client C2, it may be the case that C2 is being serviced by a
different server MWS2. Clearly, the single-MWS approach to
ASH is insufficient to handle such a situation because there
exists session state that must be conveyed from C1 through
the MWService layer between MWS1 to MWS2 and then fi-
nally to C2. It cannot be the case that MWS1 can facilitate the
ASH between C1 and C2 by itself; MWS2 was chosen as C2’s
server in the first place because MWS1 was unavailable.

We now proceed through the series of events, depicted in
figure 5, of the protocol that enables ASH across two mid-
dleware servers. Initially a middleware server MWS1 has re-
trieved a data object o from the AS on behalf of client C1.
The MWS caches object o and also applies a content adap-
tation filter f1 on o to match the characteristics of C1, al-
lowing the client to receive f1(o). The user at C1 applies
a modification g1, resulting in an object g1 ◦ f1(o). At this
point the user wishes to perform ASH from C1 to another
client C2 being serviced by MWS2. Upon ASH activation,
(1) client C1 sends the user modification g1 to MWS1 instead
of the entire data object g1 ◦ f1(o) (recall from section 3.2
that sending solely the user modification is an optimisation
we had derived). (2) When MWS1 receives g1, it is clear
that it has all the pieces required to send the session state
to C2; to send f2 ◦ g1(o) to C2, it has the original data ob-
ject o which was cached, the f2 data filter which is known
for C2, and the user modification g1. However, MWS1 can-
not directly service C2 for the same reason that prevented C2

Figure 6. Average latency incurred by clients to read a data object from the
AS, with admission-control load distribution.

from being assigned to it initially. Instead, MWS1 can de-
termine through an intra-MWService facility that MWS2 is
servicing C2. Hence, (3) MWS1, with low cost, sends data
object o and the user modification g1 to MWS2, which in turn
(4) assembles f2 ◦ g1(o) to send to C2.

5. Implementation and analysis

We now discuss experiments with our distributed MWService
to shows its effectiveness with the Teaching File application.
In our experiments we have utilised a heterogeneous work-
station cluster of Sun Ultra-2 (at 200 MHz) and Ultra-5 (at
270 MHz) Solaris machines as our MWService, while our
Application Server providing a data repository for our Teach-
ing File was run on an Red Hat Linux 6.2 500 MHz Intel
box. The client application was executed on a Sun Ultra-5 for
these specific experiments, but it has been run previously on
wirelessly connected laptops. A prototype version has also
worked on a wireless Compaq IPAQ PDA. All the desktop
machines were connected via high-speed ethernet. The spe-
cific platforms in this testbed were chosen due to availability
and convenience factors. The Teaching File application and
the MWService code are written entirely in Java using Sun’s
JDK 1.3. The Application Server is operated as an Apache
webserver.

In our first set of experiments, we demonstrate the scal-
ability of our MWService by showing its effect on normal
AS-to-client data transfers. In 6 we graph the average latency
experienced by clients to read a data object (with a fixed size
of 250 kbytes) as a function of an increasing number of clients
requesting service. We launch a new Teaching File client at
random intervals based on a Poisson distribution with a mean
of 15 seconds. Upon launching, each client requests the data
object from the AS via the MWS and continues to make such
requests at random intervals using a Poisson distribution with
a mean of 30 seconds. For each value on the x-axis, we ran
an experiment that lasted 5 request iterations past the time
needed to launch the needed number of clients. The data plot
for the 1-middleware server shows that the latency seen by the
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Figure 7. Latency incurred by a single client (out of 40) to read a data object
from the AS, with dynamic load balancing.

clients grows without bound as more clients are introduced
into the system. This growth is due to the fact that the MWS
must perform the computationally-bound task of converting
the PACS-formatted image object from the AS into a Java
Image object.

For the 4-middleware server case, we implemented a very
simple admission-control load distribution system. We had
noted that for the 1-MWS experiments, the client latency be-
gan to grow significantly after 10 clients were launched. We
then used this value to implement a control scheme in the
4-MWS system where at most 10 clients can be initially as-
sociated with a MWS; once the MWS is full, it will redirect
further initial requests to another MWS in a sequential chain.
We see that even for this simple admission control policy, the
latency experienced by the clients for the 4-MWS case is kept
at or below the relatively constant value of 3.5 seconds.

We have additionally implemented a simple load-balancing
scheme to demonstrate our middleware-to-middleware de-
sign. It is important to note that load-balancing is but one
policy that will trigger the MWS-to-MWS response. As men-
tioned in section 4.1, other reasons can include client mobil-
ity and bandwidth considerations. In figure 7 we show the
effect of providing the MWS-to-MWS service for the Teach-
ing File client by plotting the latency seen by a particular
client to complete a data object read from the AS through
the MWS with an increasing number of read transactions by
that client as the independent variable. As the client con-
tinues to issue read requests over time, other clients are in-
troduced into the system and make their own data requests
using the random intervals discussed in the previous experi-
ment. This client’s time to completion increases as a result of
this increased computational load at the MWS. In this exper-
iment we implement a load distribution policy of having the
MWS monitor its current CPU load by checking the average
process queue length as returned by the Unix C library call
getloadavg(3C). When its load passes an arbitrarily cho-
sen threshold, the MWS refuses further service. In the case of
the client under observation in this experiment, it continues to
request service from the MWS, but when the server becomes

Figure 8. Results of synthetic experiment to perform a transfer of session
state from MWS1 to MWS2 followed by a write of the session state to disk.
The disk access accounts for 94% of the total time on average. The Teaching
File data object being fetched in our experiments is about 250 kbytes.

full, it is redirected for service at another MWS. With this
easily implemented scheme, we see that the client’s comple-
tion latency grows and then falls off, showing that the self-
regulating load-balancing scheme provides scalability. The
overhead of the middleware-to-middleware handoff is not di-
rectly visible in this graph, so we have provided a separate
synthetic experiment to measure this cost. In figure 8 we show
the results of a MWS-to-MWS transfer of state followed by
a write to disk of the state by the second MWS. This figure
shows the intuitive result that an increasing state size results in
a higher MWS-to-MWS latency. We point out that disk access
(over NFS) accounts for 94% of the times shown on average.
It is important to note while the latency scales with the state
size, even at the largest size of over 1 Mbyte, the absolute to-
tal latency is under 350 milliseconds, which is considerably
smaller than the average latency of 3.5 seconds shown in fig-
ure 6 for the 4-MWS case. In the specific case of the Teaching
File application, the state size was approximately 250 kbytes,
which contributes only about 100 milliseconds to the over-
head due to the MWS handoff.

In figure 9 we show the results from an experiment that
shows the latency involved with a particular client perform-
ing a series of operations over time. Here, the client contin-
ually requests a data object from the AS and then performs
an Application Session Handoff to another client. The sec-
ond client in turn writes the data back to the AS. Again, other
clients issuing read requests to the MWS are introduced into
the experiment as previously described. Initially the clients
perform the ASH using one MWS. However, as the load on
the MWS increases past a threshold, the clients are again
redirected to other MWSes, which corresponds to point 11
in the graph. In this case, each client is redirected to a dif-
ferent MWS. Although this particular policy is simplistic, it
shows the beneficial result of an ASH using two intermedi-
ate MWSes. Clearly, once the clients have been sent off the
initial MWS, the time needed to perform the operations falls
off despite the overhead associated with the load-balancing.
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Figure 9. Total latency incurred by client C1 to read data from the AS, C1
to perform an Application Session Handoff to client C2, and C2 to save data
back to AS, with dynamic load-balancing.

This result again shows the scalable, self-regulating behav-
iour we saw in figure 7, allowing for the overall performance
to improve.

6. Related work

Our work builds upon a foundation of other research in the
area of middleware architectures to support end clients. The
Rover toolkit [13] aids applications in dealing with mobility
and bandwidth issues. In Odyssey [17] feedback from the op-
erating system level aided user applications to adapt to chang-
ing network conditions. A set of managers at the middleware
layer designed to handle client problems was shown in [4].
In [5] researchers in the BARWARN effort developed a mid-
dleware tier that provides services such as content transcod-
ing. The Ajanta research work [23] includes the use of mobile
agents to aid in collaboration and coordination among users.

The architecture of our Middleware Service is similar in
form to that of a Network of Workstations [1] cluster, but our
service can be distributed over a wide or local area. In this
paper we also discussed load balancing among a distributed
set of computers. Load balancing [2,6,15,22] has been an ac-
tive area of research and is a subject into which we do not
delve. Its use in this paper is as a driving impetus and pol-
icy to trigger our various scalable mechanisms, such as the
middleware-to-middleware session state transfer.

7. Conclusion and future work

In this paper we have developed a distributed Middleware Ser-
vice architecture that provides reasonable performance when
subjected to high workloads. We now revisit the basic tenets
we stated in section 4 to further discuss the architecture’s
characteristics. (1) No one MWS causes a bottleneck across
the entire system. As was shown in section 4, only two
MWSes are involved in this handoff, and their actions do not
have any effect on the rest of the MWService. Furthermore,

actions performed at another MWS will not cause interfer-
ence with these two MWSes. (2) No one MWS maintains
any global state of system. From our design it can be seen
that a given MWS is concerned with only the client(s) it is
servicing and the second MWS to which it may need to hand-
off. (3) Each MWS acts autonomously. A given MWS makes
decisions on its own regarding its availability. (4) Finally,
the participation between two MWSes to perform the Appli-
cation Session Handoff follows an efficient protocol. From
our design it can be seen that we do not require any con-
sistency management protocol because we assert that at any
given time, the session state of an application exists either
at the client, at a MWS, or is in transit. When session state
is transferred from one MWS to another, we do not leave be-
hind any residual state that is relevant to correctness, thus pre-
cluding the possibility of a distributed state. An application’s
state cannot simultaneously exist on two MWSes at any in-
stance in time. Additionally, during the course of the handoff,
the MWSes simply send data among themselves without any
additional unnecessary computation or I/O. It is clear that la-
tency will be incurred in these three steps, however, we have
minimised the number of requisite actions that need to be per-
form to the preceding steps such that the overall handoff la-
tency is low.

We will extend our work in the following manner. We will
look into situations with more hardware heterogeneity, such
as having less bandwidth, to see its effect on increased ASH
frequency. We shall also investigate the properties of stream-
ing data and its effect on the Middleware Service. As we
noted earlier, the data used by the Teaching File have a dis-
crete, connectionless characteristic that we leveraged. How-
ever, we plan to provide more research via implementation of
our Service that aids continuous data. Additionally, we plan
to investigate very wide area situations to study further scal-
ability concerns using the with the GloMoSim [8] simulation
package. Finally, we plan to utilise more advanced and inter-
esting applications to serve as benchmarks.
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