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Abstract. Among the main activities involved in COTS-based development there are
identification, evaluation, and selection of COTS products. Several techniques have
been developed for these activities; all of them are based on measurement of attributes.
The effort devoted to these activities is more valuable if the attributes can be reused.
Since the evaluation of COTS is a very project-specific activity, the definition of
reusable attributes is difficult. Several studies show that it is possible and convenient to
develop a reusable attribute framework. We propose a set of simple and generic criteria
can be used to validate the set of attributes and improve them.

1 Introduction

The software development process using COTS (Commercial-Off-The-Shelf)
products has been studied in a few works such as [10] and [5]. Even if no general
agreement has been reached, a group of key practices that has been identified in these
studies are related to the identification, characterization, evaluation, and selection of
the products.

The common feature in these approaches is the use of a set of attributes to identify,
characterize, evaluate and select COTS products. In some studies the attributes are
designed to be reusable. The advantage of reusing attributes is to capitalize the effort
spent to measure them by reusing the collected information across projects and
organization units. The main critic to the reuse of attributes is that each project has
different requirements that demand for completely different attributes and criteria. An
intermediate solution is to have a core of reusable attributes, which are intended to be
extended by project dependent specific attributes.

We assume that reusing evaluation attributes is possible. We address such research
questions as: how can we understand how good are the attributes? What are the
common problems? How can they be improved, both in terms of selection of attributes
and their measurements?

The goal of this paper is to propose a set of assessment criteria for reusable
attributes. The problems discovered will be tracked to their causes, enabling a process
of continuous improvement.

This work was conducted in the context of a research and educational project (see
[7] and [14] for more information). Here we present a set of classification and
characterization attributes together with their measurement scale.
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There were 36 students participating the project, they evaluated a total of 36
products; each student evaluated four different products and each product received
four evaluations. The attributes measured by the students have been collected in a
database, which served as a means to record and share the knowledge about the
products.

This paper is organized a follows. Section 2 describes related works and provides
the motivations for this paper. Section 3 describes the attributes we used the software
evaluation course. Section 4 describes the attribute assessment criteria, the results of
their application to our attribute framework, and discusses how they can be
generalized. Finally section 5 draws some conclusions and describes future work.

2 Background and Motivation

In the literature there is a wide range of works about COTS attributes in terms of how
the attributes should be defined and how they can be reused.

We try to resume the most representative positions within this spectrum.

At one end there are the Tusware [12], RCPEP [9] and OTSO [8] approaches, which
advocate redefining the attribute framework every time based on the requirements.
Their motivations are:

e cvaluation is different from simple measurement since it is driven by a well-

defined goal,

e the factors that influence the choice of attributes depend on the requirements

therefore they vary at each project.

At the other end we find CAP[13], the approach proposed by Boloix et al.[4], and
the proposal of the eCOTS[3] and CLARIFi[2] projects. They define a set of generic
attributes that can be reused across projects and possibly organizations. Their
motivations are:

e COTS evaluation is cost effective only if its outcomes can be reused,

e using a fixed framework allows evaluating a wider set of products and

continuous improvement.

We have so fare considered attributes that are aimed at selection of products.
Several recent works characterize COTS products by means of attributes with a
different purpose. Carney and Long [6] and Morisio and Torchiano [11] used
attributes to identify relationship between characteristics of products and their impact
on COTS based development. The use of a fixed set of attributes is a key requirement
in this case.

3  The attribute framework

The attributes framework was defined and used in a software evaluation course[1]
of the fifth year in the computer science master degree at Norwegian University of
Science and Technology (NTNU), Norway.
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We wanted the student to reflect on new software technologies in generals. In
particular we decided to use the term “software item” to be as inclusive as possible.
Thus the attributes were used to investigate a field much larger than only COTS
products.

Since the student started from a large set of items they were invited to reflect on
questions such as “What is the difference between ‘software technology’ and ‘COTS
product’?”

We defined an attribute framework that is made up of classification attributes and
characterization attributes. The classification attributes can be used to identify
products and organize them into groups of homogenous items; the characterization
attributes provide a more detailed description of the COTS products and form the
basis for their evaluation and comparison.

The attribute framework makes use of both qualitative and quantitative attributes.
Several attributes have both kinds of values. The rationale for this duality is that in
such an indefinite areas as COTS products, qualitative evaluations bring a useful
richness of information that is easily lost when coded into quantitative attributes.

Classification attributes are all quantitative, while characterization attributes can be
both. But all the qualitative attributes have been coded into quantitative values.

As shown in Fig. 1 it is possible to look at a software item both from a qualitative
and a quantitative point of view. Estimation provides an imprecise but reach in
content qualitative value; it is possible to measure some feature of an item into a
quantitative attribute. A qualitative value can be coded into a quantitative value.

Qualitative
Value

coding

estimation

Software

Item
A
\ Qua ntitative
measurement

Value

=

Fig. 1. Quantitative and qualitative attributes.

3.1 Classification Attributes

We identified three attributes that are useful in order to classify products: architectural
level, artifact kind, and life-cycle phase. Each combination of values of these
attributes defines a class.

The possible values of the architectural level attribute consist of a pair composed
of an architectural pattern and a role defined in that pattern. For the course, we choose
to adopt 3-tier architectural style. Thus each software item can play the role of either
the client, server, or data.

It is important to find out the kind of software. We identified three possible kinds
of items: executable, standard, service. Executable items include both source and
binary pieces of software. A standard is a prescriptive document publicly available
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and approved in some forum. A service item consists of a set of functionality
provided by a third party, usually through the network; for instance web-based
development services (such as project hosting, version control, bug and issue
tracking, project management, backups and archives, and communication and
collaboration resources).

Another distinction can be found when looking at when, during the life cycle of a
system, a given item can be used. We identified two possible values of the life cycle
phase attribute: development and execution. Development items are tools used to
build a software system. Execution items are components used as parts of the system.

3.2 Characterization Attributes

Here we present 16 attributes to characterize COTS products. Only a few attributes
have a quantitative scale, most of the attributes were estimated qualitatively, and later
on coded into quantitative values. The coding for the qualitative attributes took place
when the values were entered into a product database.

Table 1 shows the characterization attributes with their description and how they
were originally evaluated. The qualitative column tells whether the attribute has been
estimated qualitatively. The quantitative column explains how the quantitative value
has been obtained, either by coding the qualitative value or measuring it on the
product.

Table 1. Characterization attributes.

Attribute Description Qualitative | Quantitative
Product described by means of a story yes coded
maturity related to the maturity of the

product, e.g. in terms of years on

the market and features stability.

Market Share the ratio/part of the market of no measured
similar products that is covered by (ratio)
this COTS product

Scalability measured as the number of users it | no measured
can scale to without sensible (ordinal)
decrease in response time

Safety/Security | the support offered by the product | yes coded
for developing secure or safety
critical systems

Reliability a story describing how fault- yes coded
tolerant the product is

Hardware a list of the hardware yes coded

requirements characteristics required to use the
product

Product support | a summary of the facilities offered | yes coded
to support software development
using the product
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Documentation | what kind (web, on-line, etc.) of yes coded
documentation is provided
together with the product and what
is its size (e.g. num of manual
pages)

Usability the degree of satisfaction on a yes measured
scale from 1 to 5 and a story (ordinal)
describing it in more detail

Modifiability how easy it is to modify this yes coded
product

Change how many releases/versions in the | no measured

frequency last year (ordinal)

License Type the type of license of the product no quantitative

(nominal)

Cost the cost for acquiring the product yes coded
and deploying it

Software list of required software to run the | yes coded

requirements component

Standard list of standard to which the yes coded

Conformance products conforms

Since the purpose of evaluation attributes is to provide information to select the
COTS products and the more trusty the information the better the selection, we collect
four independent evaluations for the same product.

4  Assessment

The assessment of the attribute framework aims at finding out whether the attributes
are good enough, and how they can be improved for future iterations.

First we describe the assessment criteria and a checklist, then we present the results
we obtained on our attribute framework and try to generalize them.

4.1 Criteria

We analyzed the products evaluations gathered using the attribute framework,
described in section 3 above, to identify the main problems. We focused on generic
issues without taking into consideration the specific semantic of each attribute.
The problems we identified are:
e a characterization attribute could not be evaluated because of lack of
information,
e it was not possible to assign a quantitative value to an attribute,
e inconsistent values of an attribute were provided by different people for the
same product,
e there are no products in some classes.

-5/10-




Based on these problems we defined a checklist to identify them systematically and
possibly track them to their causes. Each item of the list consists of the problem to be
revealed and of the method to discover it.

C1: Characterization attribute not evaluated: sometimes it is not possible to find
enough information to assign a value to an evaluation attribute for a given product.
This problem can be spotted looking at the percentage of not evaluated attribute
entries for each product and to the percentage of not evaluated entries for each
attribute.

C2: Characterization attribute not quantified: it is possible that even though a
qualitative evaluation for an attribute is given, it cannot be coded into a quantitative
value. A measure of the gravity of this problem can be found looking, for each
attribute, at the percentage of entries that have are not codified.

C3: Classification attribute not quantified: a similar problem can occur when an
evaluator is not able to decide which value to assign to a classification attribute. A
measure of this problem can be found looking at the percentage of the combinations
of classification attributes that include at least one “not classified” value over the
whole number of entries.

C4: Inconsistent characterization: since several independent evaluations are
provided for the same product it is possible to have different people to provide
different values for the same characterization attribute. This effect can be revealed
looking at the dispersion of the values in the value range. One of the possibilities is to
look at the standard deviation of the evaluations.

C5: Inconsistent classification: similarly it is possible that different people classify
COTS products in different ways. Since the classification is usually performed by
means of nominal attributes, we can measure this issue in a simpler way than the
previous one. A simple measure is the number of different classification assigned to a
given COTS product.

C6: Empty class: classification of COTS products assigns each product to a specific
class. When no product is assigned to a predefined class we have an empty class.
Empty classes can be easily found by looking at the number of products assigned to
each class.

4.2 Results

We have identified five main possible causes for the problems:
1. the scenario the attributes were designed for does not fit the one that the
product is intended for,
2. evaluation or measurement of attributes are affected by the experience or
skill of the evaluator,
the source of information is scarce,
4. the attribute is not well defined for the following reasons
a. the semantic is not well defined
b. the coding schema is not well defined
5. the wrong products have been selected.
We applied the checklist defined in the previous subsection and tried to map the
problems to previous list of possible causes.

bt
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4.2.1 Cl: Characterization attribute not evaluated

This problem is mostly related to a specific product. The main cause can be bad or
missing documentation or lack of information on the product web site (3). An
alternative cause may be an evaluator not skilled enough to find the information (2).

It is also possible that the kind of information required by an attribute is not easily
accessible, not only for a specific product but for a full range of products. In this case
either the attribute is not well defined (4.a) or the products being evaluated are off the
scope of the attribute framework (1). If a single product has a high percentage of
attributes not evaluated probably the product should not be evaluated (5).

In some cases the problem can be solved improving the definition of the attribute.

CI1 revealed problems both in getting information about specific products and
generic problems regarding attributes. For instance in 39% of the cases the market
share of the products could not been determined. This can be explained because
product web sites rarely report this kind of information, which on the other end can be
found from market research firms.

As a general rule, it is important to use several information sources whenever they
are available. Otherwise we should be aware that certain attributes cannot be
measured and avoid basing our judgment on them.

4.2.2  C2: Characterization attribute not quantified.

This is a major problem can be caused by a misinterpretation of the definition of
the attribute, due to either a bad definition of the attributed (4.a) or to an unskilled
evaluator (2). It is also possible that the coding scheme for the attribute is not well
designed (4.b).

The solution for this problem lies in a better coding schema and a more precise
description of the attribute.

C2 revealed that certain attributes could be applied to products of a limited set of
classes. For instance 19% of the values of attribute maintainability were not
quantified. This can be explained by the dependency that it has on other
characteristics of the product, for instance maintainability cannot easily be measured
for a product from a third party.

As a general rule it is important to understand and anticipate the dependencies
between attributes to avoid this kind of problems.

4.2.3  C3: Classification attribute non quantified

This problem can be due to a limited set of possible values for an attribute (4.b) or
an attribute not well defined (4.a). Another possible cause is the presence of a product
category that was not considered when defining the attribute (1) or the wrong
products are being evaluated (5).

The solution is either to modify the attribute and its coding schema or to filter the
set of candidate products.

C3 emphasized the dependency between different classification attributes. For
instance 8% of the classifications were Not Classified, Executable, Development, i.e.
tools used to develop code for an undetermined architectural level. The explanation is
that development tools do not address a specific level, the exception being represented
by user interface editors, which are clearly client-level tools. In the case study at first
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we focused on web-based three-tier systems and then included a wider range of
products.

As a general rule it is important to carefully choose the classification attributes,
stating the type of products they can be applied to.

4.2.4  C4: Inconsistent characterization

One possible cause is an imprecise definition of the attribute (4.a) or a bad
designed codification schema (4.b) leading to different interpretations.

It is also possible that the information provided by the COTS vendor be scarce or
misleading (3).

The solution is to minimize the ambiguity in the definition of the characterization
attribute and its coding schema.

C4 revealed several problems with the definition of attributes. On the average each
product has two different evaluations per attribute. Several cases of inconsistent
evaluations were due to imprecise definitions; for instance attribute reliability, which
has 2.8 different evaluations per product suffered of both an imprecise definition and
inapplicability to certain categories of products.

As a general rule it is important to provide a precise and operational definition for
the attributes.

4.2.5 C5: Inconsistent classification

The most likely cause for this problem is the imprecise definition of the attribute
(4.a) or a bad designed codification schema (4.b). It is also possible that the product
being evaluated is wrong (5). The scarcity of information (3) can also cause this
problem.

The solution is to minimize the ambiguity in the definition of the classification
attribute and its coding schema.

C5 discovered a problem with products that also embody a standard. This
ambiguity was partly due to the choice of very generic classification attributes and
served the purpose of make the student reason about the multiple meanings of
products names.

In general it is important to identify precisely the products and avoid buzzwords.

4.2.6 C6: Empty class

A give combination of values of classification attributes may be impossible, for
instance because the attributes are dependent on each other due to a bad design (4.a).

More likely the presence of empty, or even scarcely populated class, may indicate
a bias in the selection of the initial set of COTS products (5).

The solutions to this problem are a better selection of the candidate products and
improved attributes.

C6 revealed that several classes are empty. Even if this may be due to the limited
number of products, it can also highlight the scarce number of products belonging to a
given class on the marketplace.

The relationships between the problem and the possible causes are summarized in
Table 2.
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Table 2. Problems and causes.

Problem Attribute Causes
1) scenario
atiribute not evaluated characterization | 2) §Valuato?
C1 3) information
4.a) attribute semantics
1) scenario
characterization | 2) evaluator
C2 4.a) attribute semantics
attribute not quantified 4.0) attrll?ute coding
1) scenario
classification 4.a) attribute semantics
c3 4.b) attribute coding
5) wrong products
. 3) information
characterization . .
C4 4.a) attribute semantics
4.b) attribute coding
. . 2) evaluator
inconsistent values ) .
. . 3) information
classification . .
Cs 4.a) attribute semantics
4.b) attribute coding
5) wrong products
empty class classification 4.a) attribute semantics
Pty C6 5) wrong products

5 Conclusions

Our opinion is that in a COTS product evaluation initiative in a large enterprise
should be based on reusable attributes in order to be cost effective and gain
commitment from all levels in the organization.

If we accept the possibility of reusing COTS-related attributes, it becomes then
important to assess the “quality” of the attributes, their measurements criteria, and the
collected information. This is the first step in a continuous improvement approach.

Based on our experience we proposed a checklist to perform the assessment of an
attribute framework. Each problem can be mapped to a set of possible causes, thus
enabling both the evaluation of the quality and the improvement of the attribute
framework.

The application of the proposed approach to the case study provided useful insight
into the attributes and the collected data.

We found several problems caused by the coding schemas of the quantitative
attributes. The main motivation is the educational context in which the attribute
framework was defined, one of its main purposes was pedagogical: make the student
reflect about COTS products.

In the next version of the attribute framework we emphasize the pedagogical role
of the qualitative evaluations and its imprecise feature. Instead we will improve the
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quantitative attributes to make them more precise and focused, this will enable
collecting more precise data.

As COTS product evaluation becomes a common practice, its assessment gains

importance. A lot of work can be done in this area; we foresee two main focus areas:

e development of new and more sophisticate assessment criteria,
e empirical validation of both existing and new criteria.
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