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                                        Abstract 
 
 
J2ME ( Java 2 Micro Edition ) is a Java platform targeted specifically at applications 
running on small devices with limited horsepower such as cellular telephones, pagers, 
PDAs, set-top boxes, and the like.  
 
The intention of this project is to investigate how J2ME ( Java 2 Micro Edition ) or other 
technologies can be use to develop and deploy mobile agents  which can be used from 
mobile wireless handheld devices . The task is about studying how J2ME platform works , 
investigating of it advantages and limitations  , and finally recommend a solution for how  
to develop and deploy mobile agents which can be use from micro mobile wireless 
handheld devices ( such as cellular phones , PDAs etc  ) .  
 
This project also include a development of a prototype .   
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Abbreviation 
 
ACL     ( Agent Communication Language ) 
AMS     ( Application Management Software) 
AWT    (Abstract Window Toolkit) 
CLDC   (Connected Limited Device Configuration) 
CDC     (Connected Device Configuration) 
CORBA ( Common Object Request Broker ) 
CVM    (C Virtual Machine)  
FIPA ( Foundation for Intelligent Physical Agent)  
HTTP   ( Hypertext Transfer Protocol)  
KVM    ( Kilo Virtual Machine) 
J2ME     ( Java 2 Micro Edition ) 
J2SE      ( Java 2 Standard Edition ) 
J2EE      ( Java 2 Enterprise Edition ) 
JVM      ( Java Virtual Machine) 
J2ME WTK ( Java 2 Micro Edition Wireless Toolkit ) 
i-Mode        ( NTT DoCoMo Mobile Internett Access System ) 
PDA          ( Personal Digital Assistant ) 
MIDP   ( Mobile Information Device Profile) 
WAP         ( Wireless Application Protocol) 
XML         ( eXtensible Markup Language) 
XML/ACL  ( eXtensible Markup Language as the representation format of    
                    the agent communication language) 
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The Reade Guide 
 
 
Chapter 1     
Introduction to MOWAHS  
 
Chapter 2     
Present the goal of this project  
 
Chapter 3     
An introduction to J2ME ( Java 2Micro Edition )   
 
Chapter 4     
Presentation of the programming basic of J2ME , this chapter show limitations on J2ME 
platform and some issues about  security on J2ME platform ;  
 
Chapter 5     
Presentation of the Architecture of UI API and network programming in J2ME , also 
present XML technology in J2ME  
 
Chapter 6     
Present and discusse the Middleman Architecture , an advance network programming 
technique achieving  by combinate different Java skills     
 
Chapter 7     
Introduction to mobile agent technology 
 
Chapter 8    
The elements of mobile agent technology 
 
Chapter 9     
Mobile agent in Java platform  
 
Chapter 10     
Overview to Java Virtual Machine , Java Socket , the Custom Classloader in Java   
 
Chapter 11   
Present the suggest solution 
 
Chapter 12  
Presentation of  The Prototype , after reading this chapter you will see more clearly the 
suggest solution , The figures in section 12.2 ( The scenarios of the Prototype) are very 
important , I had draw these figures very clearly . These figures will help you to get the 
picture (overview) of how thing works .  
 
When you read the explaination of the Java source codes for the different agents in Bee-
gent  ( for example , AgentWrapper AW1 ( Mother) , AgentWrapper AW2 ( bidder1) , 
AgentWrapper AW3 (bidder2) , AgentWrapper 4 (bidder3), Mediation Agent BEE1( Kid). 
 
If  you feel any difficulties to understand the codes , just take a lot at these figures in 
section 12.2 ( The Scenarious of the prototype) , these will help you see the point easy . 
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The explaination of the Java code will be like this : The regular text are comments , 
explainations , the bold text are Java Codes .             
 
 
Chapter 13  
The conclution and the remain work  
 
 
References 
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The conventions used I  
n this project : 
 
Text in bold emphasizing the importance , for example , a sentence like this : 
 
The KVM  in J2ME  ; this emphase the expression KVM 
 
And Text in bold usually present the Java source code ;  
 
[6.1]    mean a reference name 1 for chapter 6 
 
References to one presice chapter shall start with the munber of that chapter .  
 
For example :  references to chapter 10 shall start with number 10 , like this [10.n] , n is 
the number of one of the reference in chapter 10  , if you see [4.1] that mean you should 
look on reference for chapter 4 name  [4.1] and that is written as follow : 
 
[4.1]  Wireless Java Programing with J2ME , Yu Feng and Jun Zhu , Chapter 3  
It  mean this is a reference to chapter number three in the book Wireless Java Programing 
with J2ME  by the authors  Yu Feng and Jun Zhu   
 
Somes references are link to articles dowload from the Internet . The links address will be 
state .   
 
Chapter 1 and 2 and 11  and chapter 13 don’ t have references .   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 14 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 15 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 16 

 
 

Chapter  1   
 

Introduction to MOWAHS 
 
MOWAHS is a basic research project supported by the Norwegian Research Council in its 
IKT-2010 program. The project is carried out jointly by the IDI©s groups for software 
engineering (prof. Reidar Conradi, coordinator) and database technology (prof. Mads 
Nygård).  
 
The project will, respectively, have two parts: process support for mobile users using 
heterogeneous devices (PC, PDA, mobile phones) and support for cooperating 
transactions/workspaces holding work documents. The project will build upon CAGIS 
(Cooperativ Agents In Global Information Space ) technology and an industrial 
cooperation is planned. 
 
Budget: 5 MNOK in total over four years, two postdocs and two PhD students. 

 

1.1  Introduction to the project 
 
The Internet now has 350 million users. It is expected to be 3 billion mobile phones world-
wide in 2004, and 1/10 of these will have Internet access and be attached to powerful 
computers (source: IDC). More and more companies are therefore working as virtual 
organizations, where people are distributed over several locations and time zones. That is, 
distributed, mobile and partly asynchronous technology enables sharing of documents and 
work plans. However, the infrastructure and tools for carrying out projects in virtual 
organizations are immature. We must deal with a heterogeneity of tools, equipments 
(laptops, PDAs, mobile phones) and work models. In addition, mobility of devices and 
partial lack of connectivity require regular synchronization of such devices against 
stationary servers and PCs.  
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A research challenge is therefore to provide an efficient and user-friendly environment for 
helping people in virtual organizations to perform and coordinate their work at their 
current location, time and device configurations.  

The support technologies for the above is in an enormous flux of development. Thus, a 
research project with 5-6 researchers must pursue a limited set of achievable subtasks. By 
building on local research in the EPOS (Expert System for Program and System 
Development ) and CAGIS (Cooperativ Agents In Global Information Space )  projects 
over the last 10 years and on recent middleware technologies (XML and mobile agents), 
we mean that we have a head start in establishing a functional, innovative, cheap and 
flexible technology platform, that quickly can lead to validatable and useful results.  

 

Goals: The MOWAHS goals are threefold:  

 
G1) Helping to understand and to continuously assess and improve workprocesses in 
virtual organizations. 

 
G2) Providing a flexible, common work environment to execute and share real 
workprocesses and their artifacts, applicable on a variety of electronic devices (from big 
servers to small PDAs). 

 
G3) Disseminating the results to colleagues, students, companies, and the community at 
large.  

 

Par tners: the software engineering and database research groups at IDI, NTNU. These 
have together 8 teachers, 12 PhD students and 25 MSc students. The groups will exploit 
and enhance their competence in process support, workspace management, agent 
technology and cooperative transactions -- e.g., from the national EPOS and CAGIS 
projects, and from the ESPRIT projects PROMOTER and PROMOTER2..  

Approach: to iteratively:  

 
-- Define a flexible work environment for virtual organizations using heterogeneous 
devices, with support for processes and their artifacts and transactions. 

 
-- Implement a testbed for process support for virtual organizations, using XML-based and 
mobile agents. 

 
-- Use real scenarios to evaluate the environment, e.g., for software development and 
remote education. 25% of the work will be spent on formulating requirements and success 
criteria, and to perform empirical studies. In all this, own MSc students will be actively 
used for implementation and evaluation.  
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1.2  Focus of the project  
 

Goals: The MOWAHS goals are threefold:  

 
G1)  Helping to understand and to continuously assess and improve workprocesses in 
virtual organizations. 

 
G2)  Providing a flexible, common work environment to execute and share real 
workprocesses and their artifacts, applicable on a variety of electronic devices (from big 
servers to small PDAs). 

 
G3)  Disseminating the results to colleagues, students, companies, and the community at 
large.  

 

Approach: to iteratively:  

 
-- Define a flexible work environment for virtual organizations using heterogeneous 
devices, with support for processes and their artifacts and transactions. 

 
-- Implement a testbed for process support for virtual organizations, using XML-based and 
mobile agents. 

 
-- Use real scenarios to evaluate the environment, e.g., for software development and 
remote education. 25% of the work will be spent on formulating requirements and success 
criteria, and to perform empirical studies. In all this, own MSc students will be actively 
used for implementation and evaluation.  

Results mainly as PhD theses, papers, reports, software, and Web material and covering 
the following: 

 
R1) A formalism to define and execute federated and heterogeneous processes, establish 
and control workspaces and cooperating transactions, based on XML. 

R2) A simple set of tools to support the above, based on agent technology. 

 
R3) A set of scenarios with defined work models, using the above formalisms. 

 
R4) A body of experiences from empirical studies of such technologies, as articles, reports 
etc. 
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R5) General presentation material and courses/seminars.  

Keywords: Virtual organizations,process models, mobile agents, heterogeneous systems, 
federated and distributed systems, distributed workspaces, cooperative transactions, XML.  

You can read more about MOWAHS at :  www.mowahs.com 
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Chapter2   
 

Introduction  
 
For the last couple of years , the wireless industry had been experiencing tremendous 
growth . According to the recent study , the total number of wireless subscribers reached 
200 million worldwide in the year 2000 , and will reach around 2-3 billion by late 2004 . 
As the wireless market matures , people will demand more advanced reliable applications . 
Sun and a group of wireless industry leaders such as Nokia , Motorola , and Palm defined 
a new set of standards called Java 2 Micro Edition ( J2ME ) to help develop and deploy 
the next generation wireless applications that can change the way people live and the way 
they do business .  
 
Today , people enjoy the convenience of accessing real-time information such as news , 
stock quotes , and weather on the Internet right from their cell phones or PDAs. But in 
today information society , users are overwhelmed by the information with which they are 
confronted on a daily basis . For subscribers of mobile wireless data services , however , 
this may present a problem . Wireless handheld devices , such as cellular telephones are 
connected via wireless networks that suffer from low bandwidth and have a greater 
tendency for network errors . In addition , wireless connection can be lost or degraded by 
mobility .  
 
Therefore , by using mobileagents technology from mobile wireless handheld devices  will 
benefit greatly because it will overcome wireless network limitations such as low 
bandwidth  and disconnection .  
 

2.1    J2ME ( Java 2 Micro Edition )  
 

WAP ( Wireless Application Protocol ) and  i-Mode  ( NTT  DoCoMo’s mobile internet 
access system ) are the two dominant technologies that allow users to access to the 
Internet from their cell phones . WAP technology had been widely adopted by wireless 
carriers in Europe and the US , whereas  i-Mode is very popular in Asia ( Japan and Korea 
) . Both the WAP technology and the i-Mode technology are comparable to HTML and 
Web browers on desktop computers . They provide the platform for delivering information 
content to wireless devices .  
 
However , WAP and i-Mode are limited in some ways , including lack of security , poor 
user interfaces , and the requirement of constant airtime for standalone or offline 
operations . As the wireless industry matures , users demand more secure wireless 
applications for mobile commerce transactions , more interactive applications such as 
video games , and more sophisticated applications for client / server enterprise 
applications .  
 
Java 2 Micro Edition (J2ME) is designed to meet these challenges .     
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2.2   J2ME for  Wireless Devices 
 
J2ME makes a new generation of wireless applications , such as multi-user Internet games 
, mobile commerce and enterprise client / server applications , possible on cell phones and 
two –way pages .  
 
MIDP ( Mobile Information Device Profile )  , CLDC ( Connected Limited Device 
Configuration ) , and KVM ( Kilo Virtual Machine ) form the foundation for developing 
wireless Java applications . J2ME is a lean Java platform targeted specifically at 
applications running on small devices such as mobile phones , PDAs , Internet 
screenphones , digital television set-top boxes , automotive entertaiment and navigation 
systems , network switches , home automation components , and so on .  
 
But Even thought  J2ME  brings all these benefits to wireless application development  , it 
is not going to replace the WAP and i-Mode technologies . They are complementary 
technologies , very much like the Web browsing technology that coexits with desktop Java 
applications . In the future , the WAP and i-Mode technologies will continue to enjoy their 
success in content delivery.  
 
J2ME for wireless applications is still in its infancy , but it will play an increasingly 
important role in wireless application development as the technology matures . 
Intergration with other exiting technologies such as J2EE ( Java 2 Enterprise Edition ) , 
RMI ( Remote Methode Invocation ) , and Jini will enable Java developers to take full 
advantage of Java in the wireless world .  
 
That why I ‘m going to investigate J2ME and see how this Java platform can be utilize to 
develop and deploy mobile agents  which can be use from mobile wireless handheld 
devices such as cell phones and PDAs .         
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Chapter  3    
 

Introduction to  J2ME ( Java 2 Micro Edition )                                                
 
 
 
This chapter give you an overview introduction to Java 2 Micro Edition (J2ME) platform .  
The chapter describes the overview architecture of J2ME platform .  
 
The chapter present   : what is J2ME ? ,  J2ME’s architecture  , and also why J2ME is  
state-of-the-ar t to develop and deploy the next generation wireless applications        
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3.1 Overview  
 
The Java 2 Micro Edition ( J2ME ) is a new member of the Java 2 Platform . J2ME’s 
Connected Limited Device Configuration ( CLDC ) and Mobile Information Device 
Profile ( MIDP ) provide a portable and extensible platform for developing wireless 
applications for small mobile devices , mainly cellular phones and PDAs . 
 
It all started with one version of Java . Now known as Java 2 Standard Edition (J2SE) and 
the tagline “  Write Once , Run everywhere “  . The idea was to develop a language in 
which you wourld write your code once , and then it will run on any platform supporting a 
Java Virtual Machine . Since it lauch in 1995 , the landscape has changed significantly . 
Java has extended its reach far beyond desktop machines . Two years after the 
introduction of Java , a new edition was released , Java 2 Enterprise Edition , providing 
support for large-scale , enterprise-wide applications . The most recent addition to the 
family is the Micro Edition , targeting  “  information appliances , “  ranging  from Internet 
–enabled TV set-top boxes to cellular phones .  
 
The current release of the Java 2 platform is defined in three editions , with each edition 
target to a particular group of applications . These three Java editions are : 

 
 
·  Java 2 Standard Edition ( J2SE ) : Designed for traditional and well–

established desktop applications . 
    
·  Java 2 Enterpr ise Edition ( J2EE ) : Designed for heavyweight and scalable 

business server applications . 
 

·  Java 2 Micro Edition ( J2ME ) : Designed for the new generation of 
applications that target consumer electronics and embedded devices . 

 
 
 
Figure  3.1  [3.1]  illustrates the three editions of the current releases of the Java 2 platform  
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   Figure 3.1   The Java platforms and Target Markets 
 
 
 
 
3.2 What is J2ME ? 
 
J2ME is a  Java platform targeted specifically at applications running on consumer devices 
with limited horsepower (for exempel cell phones or pager ) . To support the wide variety 
of devices types ( such as cell phones , PDAs , digital television set-top boxes , Internet 
screenphones , navigation systems and so on ) J2ME adopts a modular and scalable 
architecture , J2ME defines three layers of software built upon the native operating system 
of the device [3.2]: 
 

·  Java Vir tual Machine Layer  : This layer is an implementation of a Java  
            virtual machine that is customized for a particular device’s host operating   
            system and supports a particular J2ME configuration .  

 
·  Configuration layer  : A configuration specifies the : 

                     1)   Java programming language features supported  

� � � � � � � � � � � � � � � �2 )  Java virtual machine features supported  

3) Java libraries and APIs supported 
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·  Profile layer   : The J2ME platform makes it possible to define different  Java 
platforms for various vertical markets by introducing profiles . At the 
implementation level , a profile is a set of vertical APIs that reside on top of a 
configuration to provide domain specific capabilities   

     

3.2.1 J2ME’s Configuration  
 
A Configuration defines a Java Platform for a broad rang of devices . A configuration is 
closely tied to a Java Virtual Machine ( JVM ) . In fact , a Configuration defines the Java 
language features and the core Java libraries of the JVM for that particular Configuration .  
 
Configuration and profiles are the two main building blocks in J2ME . The overall 
purpose of configuration and profile is to have virtual machines and class libraries 
optimized for each group of target devices .  
 
The configurations define the minimum set of Java virtual machine features and Java class 
libraries avaiable on a particular category of devices representing a particular  horizontal 
market . In a way , a configuration defines the lowest common denominator of Java 
platform features and libraries that developers can assume to be avaiable on all devices . 
The class libraries defined in a configuration will be avaiable on all devices of the same 
category .  
 
Currently , two configurations are identified in J2ME : the Connected Device 
Configuration ( CDC ) and the Connected Limited Device Configuration ( CLDC ) . 
These two  configurations target two categories of devices with similar total  memory 
budgets and processing power .  
 
 
Connected Device Configuration ( CDC )  
 
Require at leat : 

 
·  512 kilobytes ( minimum ) memory for running Java  
·  256 kilobytes ( Minimum ) for runtime memory allocation 
·  Network connectivity , possibly persistent and high bandwidth 

 
 
Connected L imited Device Configuration ( CLDC )  
 
Require at least : 
 

·  128 kilobytes memory for running Java 
·   32 kilobytes memory for runtime memory allocation 
·  Restricted user interface 
·  Low power , typical battery powered 
·  Network connectivity , typical wireless , with low bandwidth and intermittent 

access . 
 

CDC devices can be described as shared , fixed , connected information devices . These 
devices typically have a large range of user interface capabilities , memory budgets in the 
range of 2 to 16 megabytes , a 32-bit or bether CPU , and persistent , high bandwidth 
network connections , most often using TCP/IP. 
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Typical examples of CDC devices include TV set-top boxes , Internet TVs , Internet 
enabled screenphones , high-end communicators , and automobile entertainment / 
navigation systems .  
 
CLDC devices can be described as personal , mobile , connected information devices . 
These devices typically have very simple user interfaces ( compared to desktop computer 
systems ) , memory budgets in the range of 128 kilobytes to 1 megabyte , a 16 - bit  or 32-
bit CPU , and low bandwidth , intermittent network , which generally don’ t use TCP/IP . 
 
Typical examples of CLDC devices include low-end cell phones , two-way pagers , and 
Palm OS handhelds . 
 
Two types of classes are defined in the configuration level : classes inherited from J2SE 
and classes designed specifically for the needs of small-footprint devices . The classes 
inherited from J2SE are precisely the same or a subset of the corresponding classes , such 
as the java.lang , java.io , and java.util packages . Figure 3.2 illustrates  the relationship 
between J2SE , CDC , and CLDC class libraries . As you can see in figure 3.2 , the 
inherited classes in CLDC are upward compatible with those in CDC , and the inherited 
classes in CDC are upward compatible with J2SE .  
 
 
 
   
 
 
 

   
 
 
Figure 3.2   The realationships between J2SE , CDC ,  and CLDC class libraries .  
 
 
The non-inherited , configuration –specific classes are not upward compatible with J2SE . 
In CLDC , these classes belong to the Generic Connection framework ; they are defined in 
the javax.microedition.io package [3.2] .  
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3.2.2  J2ME’s  Vir tual Machines  
 
The engine behind any Java application ( or applet , servlet , etc ) is the Java Virtual 
Machine ( JVM ) . 
 
The configurations also specify the features of their underlying Java virtual machines. In 
the current architecture , the CDC and CLDC each come with their own optimized virtual 
machine .     
 
The underlying virtual machine for CDC is the C Virtual Machine ( CVM ) , which is a 
full-featured , small-footprint  Java 2 Blue Print virtual machine specifically designed for 
high-end consumer devices . The CVM has a static footprint of 256 KB . The ROMized 
footprint of CDC is about 1 MB [3.2].  
 
The underlying virtual machine for CLDC is the virtual K Virtual Machine ( KVM ) , 
which is a very small, yet very functional , Java virtual machine specifically designed for 
resource-constrained devices . The K in KVM stands for kilo . It was so named because its 
memory budget is measured in kilobytes ( whereas desktop system’s are measured in 
megabytes ) . KVM is suitable for 16/32-bit RISC/CISC microprocessors with a total 
memory budget of no more than a few hundred kilobytes ( potentially around 128 
kilobytes ) . The current KVM has a static footprint in the range of 40 kilobytes to 80 
kilobytes . 
 
The KVM is compact portable Java Virtual Machine designed from the bottom up for 
small , resource-contrained devices  . Currently , the CLDC runs on the KVM . The KVM 
is designed to be the smallest possible complete Java virtual machine that maitains all 
central aspects of the Java programming language , but runs in a resource –contrained 
device with only a few hundred kilobytes total memory . The J2ME specification 
describes  that the KVM is designed to be : 
 

·  Small with a static memory footprint ( 40-80 KB ) 
·  Clean and highly portable  
·  Modular and customizable 
·  As complete and fast as possible  

 
The KVM is derived from a reseach system called Spotless at Sun Microsystems 
Laboraties . The aim of the Spotless was to implement a Java system for the Palm 
Connected Organizer .   
 
Both CVM and KVM support the JavaCodeCompact utility ( also known as the class pre-
linker , preloader , or ROMizer ) . This utility allows Java classes to be linked directly in 
the virtual machine , reducing VM startup time considerably . For example , when KVM 
and CLDC are preloaded to the ROM on devices , the CLDC classes are linked directly in 
the KVM to improve performance . This process is called being ROMized [3.2]  
     

3.2.3 J2ME’s profile 
 
Based on the configuration , a profile defines additional sets of APIs and features for a 
particular vertical market , device category , or industry . The class libraries in a profile 
allow developers to access device-specific functionality such as the graphical user 
interface , network communications , persistent storage and so on . Generally , the class 
libraries defined in one profile are not compatible with other profilers .  
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Several profiles have been defined or are in the process of being defined . As of this 
writing , these profile are as followed [3.2] : 
 

·  The foundation profile in CDC is intended to be used by devices requiring a 
complete implementation of the Java virtual machine up to and including the 
entire Java 2 platform , Standard Edition API . 

·  The RMI profile is a CDC profile that defines the minimal subset of the J2SE 1.3 
RMI API . 

·  The personal profile is a CDC profile that is extended from Sun ‘s PersonalJava 
enviroment . It provides compability with application develop for version 1.1.x 
and 1.2.x of the PersonalJava Application Enviroment Specification .  

·  PDAP is a CLDC profile that provides user interface and data storage APIs for 
small , resource limited handheld devices .  

·  MIDP is a CLDC profile that provides the user interface , persistent storage , 
networking and application model APIs for wireless devices such as low-end cell 
phones and two-way pagers .    

 
It is possible for a single device to have more than one profile . Some of these profile 
will be devices specific , wheres others wil be more application specific  
 

 
 
3.3 Big Picture View of the Architecture  
 
You have read an assorment of information about J2ME . Let’s put all this together  
 
Figure 3-3  [ 3.1]  show the High –level Architecture of a typical CLCD enviroment , at 
the heart of the CLDC is the Java Virtual machine ( KVM ) , which run on top of host 
operating system .  
 
  
 

  

Figure  3.3  CLDC High-Level Architecture [3.1] 

 

3.3.1 Compatibility between Java Edition  
 
Will J2SE application run on J2ME ?   
 
J2ME is basically a slimmed down version of J2SE , many component have been remove 
to keep  the platform small and efficient . An obvious example is that the Abstract 
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Window Toolkit – Many mobile devices do not have the screen capabilites to provide 
advanced user interface components such as overlapping windows and drop-down menus . 
 
On the other hand , if you write J2SE code that adheres only to the classes that are 
avaiable within the J2ME Configuration you are targeting , then your programs will run on 
both platforms  . Keep in mind , such application will most likely be very constrainned , 
with little to no user interface , as J2ME and J2SE offer completely different APIs for 
handling the display [3.3].  
 
Will J2ME applications run on J2SE ?   
 
The same rules apply here. If you limit the code to what is common on both platforms , 
the answer is yes . However , the majority of software you write for a J2ME device will 
require special interface and event handling code . Thus , you are greatly limited to what 
types of programs will be appropriate for both platforms [3.3].  

3.3.2 Putting all the pieces together  
 
The J2ME was created to allow development of Java application for devices with limited 
processing power and memory . Products such as cellular phones , PDAs , pagers , 
navigation systems and so on .  
 
J2ME is divied into two broad categories , known as Configurations , CDC is a set of APIs 
to support “  fixed ”  devices such as a television set-top box . CLDC is a set of APIs 
targeted at devices that have limited processing power , display and memory .  
 
A Configuration is closely tied to a Java virtual Machine . For CDC , the virtual machine 
is compatible with the virtual machine of the Java 2 standard Edition . The KVM , a 
virtual machine that takes into consideration the limited resources avaiable on devices that 
fit this configuration , was developed for the CLDC .  
 
On top of Configurations are device profiles . Here you will find the APIs for user 
interface design , networking support and persistent storage .     
 
Figure 3.4 show the Generic J2ME architecture and Figure 3.5 show the MIDP achitecture 
[3.3] 
 
 

 
                                      Figure 3.4  Generic J2ME architecture 
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                               Figure 3.5   MID  Profile architecture  

 
 
3.4   J2ME  for  wireless devices     
 
MIDP , CLDC , KVM form the foundation for developing wireless Java applications . 
Let’s take a look at how these three components work together to provide the platform for 
wireless applications 
 
The architecture can be categorized into five layers [3.2]  . From bottom up , as follows  
 

·  MID hardware layer : Refers to cell phones 
·  Native system software layer : Contains the native operating system and system 

libraries provided by the devices manufacturer . 
·  KVM layer – Provides the runtime enviroment for Java applications 
·  CLDC layer-Provides core Java APIs for wireless applications . 
·  MIDP layer –Provides the GUI libraries , persistent storage libraries , networking 

libraries , and timer classes .  
 
In addition to the MIDP class libraries , manufactures can also provide their own device 
specific class libraries to allow developers to take advantage of native functionality , such 
as telephony , sharing data with native application ( as built-in calendar and address book , 
) and querying device information ( as battery life , signal strength , and so on ) . Using 
these vendor –specific classes will greatly enchance the capabilities of your wireless 
aplications , but because they are beyond MIDP scope , applications developed using these 
classes are not portable across different MIDP devices .  
 
Figure 3.6  show the overall architecture of the J2ME platform for wireless applications .   
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                  Figure 3.4    MIDP architecture  
 
 

3.4.1 Hardware Requirement 
 
Wireless devices have to meet certain criteria to be able to supoort J2ME . To run the 
KVM  efficiently with the CLDC libraries , devices must have at least [3.2] :  
 

·  160 KB to 512 KB of total memory budget avaiable for the Java platform . 
·  A 16-bit or 32 –bit  processor with 25 MHz speed 
·  Low power consumption , often operating with battery power .  
·  Connectivity to some kind of network , often with a wireless , intermittent  

connection and with limited ( often 9600bps or less ) bandwidth .  
·  128 kilobytes of non-volatile memory avaiable for the Java virtual machine and 

CLDC libraries .  
·  32 kilobytes of volatile memory avaiable for the Java runtime and object memory  
 
 
The MIDP impose the following requirements on hardware: 
 
Display : 
 
·  Screen-size : 96 x 54 
·  Display depth : 1 bit . 
·  Pixel shape ( aspect ratio ) : aproximately 1:1 

 
      Input : 
 

·  One or more of the following user-input mechanisme : one handed keyboard , two 
handed keyboard , or touch screen .  

 
 
 
 
 
Memory : 
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·  128 kilobytes of non-volatile memory for MIDP components . 
·  8 kilobytes of non-volatile memory for application –created persistent data . 
·  32 kilobytes of volatile memory for Java runtime ( for example , the Java heap) . 
 
Networking : 
 
·  Two-way , wireless , possibly intermittent , with limited bandwidth .  

 

 

3.5  The CLDC Libar ies  
 
The Java libraries in CLDC and MIDP provide the foundation for application 
programming for wireless devices . 
 
The CLDC libraries provide device –independent and high-level system and network 
libraries . The two categories of classes are defined with the CLDC ‘s generic Connection 
framework .  
 
I )  Classes That are a subset of the J2SE APIs [3.3] 
 
I I ) Classes specific to the CLDC [3.1] 
 
 

3.5.1 Classes That are a subset of the J2SE APIs  :  
 
These classes are located in the java.lang , java.io and java.util packages and are 
der ived from JDK1.3 APIs 
 
Following is a list of these classes ( J2SE Inher ited Classes ) [3.3] :  
 
System Classes :  
 
java.lang.Class 
java.lang.Object 
java.lang.Runnable ( interface ) 
java.lang.Runtime 
java.lang.String 
java.lang.StringBuffer 
java.lang.System 
java.lang.Thread 
java.lang.Throwable 
 
Data Type Classes 
 
java.lang.Boolean 
java.lang.Byte 
java.lang.Character 
java.lang.Integer 
java.lang.Long 
java.lang.Short 
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Collection Classes 
 
java.util.Enummeration ( interface ) 
java.util.Hashtable 
java.util.Stack 
java.util.Vector 
 
Input / Output Classes 
 
java.io.ByteArrayInputStream 
java.io.ByteArrayOutputStream 
java.io.DataInput ( interface ) 
java.io.DataInputStream 
java.io.DataOutput ( interface ) 
java.io.DataOutputStream  
java.io.InputStream 
java.io.InputStreamReader 
java.io.OutputStream 
java.io.OutputStreamWriter 
java.io.PrintStream 
java.io.Reader 
java.io.Writer 
 
Calender  and Time Classes 
 
java.util.Calendar 
java.util.Date 
java.util.TimeZone 
 
Utility Classes 
 
java.lang.Math 
java.util.Random 
 
Exception Classes 
 
java.io.EOFException 
java.io.InterruptedIOException 
java.io.IOException 
java.io.UnsupportedEncodingException 
java.io.UTFDataFormatException 
java.lang.ArithmeticException 
java.lang.ArrayIndexOutOfBoundsException 
java.lang.ArrayStoreException 
java.lang.ClassCastException 
java.lang.ClassNotFoundException 
java.lang.Exception 
java.lang.IllegalAccessException 
java.lang.IllegalArgumentException 
java.lang.IllegalMonitorStateException 
java.lang.IllegalThreadStateException 
java.lang.IndexOutOfBoundException 
java.lang.InstantiationException 



 34 

java.lang.InterruptedException 
java.lang.NegativeArraySizeException 
java.lang.NullPointerException 
java.lang.NumberFormatException 
java.lang.RuntimeException 
java.lang.SecurityException 
java.lang.StringIndexOutOfBoundsException 
java.util.EmptyStackException 
java.util.NoSuchElementException 
 
 
Er ror  Classes 
 
java.lang.Error 
java.lang.OutOfMemoryError 
java.lang.VirtualMachineError 
 
Internationalization 
 
java.io.InputStreamReader 
java.io.OutputStreamWriter 
 
InputStreamReader and OutputStreamWriter can be used to convert ( read/writer) 
sequences of bytes to/from Unicode .  
 
Proper ty Suppor t 
 
There is a very limited set of properties you can query about the systems. Below is a list of 
the properties avaiable [3.3], and a sample method call for each . 
 

·  Get the host platform / device 
System.getProperty( “  microedition.platform “  )  

·  Get the default character encoding 
System.getProperty( “  microedition.encoding “  )  

·  Get the support configuration name and version  
System.getProperty( “  microedition.configuration “  ) 

·  Get the support profile(s) names 
System.getPropety( “  microedition.profiles “  )  

 
   

 3.5.2   CLDC  Specific Classes  
 
Mobile devices may span the gamut as far as support ( or lack of thereof ) for file system 
and networking . The Generic Connection Framework ( GCF ) is a set of classes and 
interface designed to faciliate access to storage and network systems , without specifying 
hardware and software requirements [3.1].  
 
The classes that are associated with the CLDC’s GCF are defined in the 
java.microedition.io.*  ;    package . These classes are CLDC specific and are not upward 
compatible with the J2SE libraries . They are a high level generalization of the networking 
–related classes in the java.io  and  java.net   packages . 
 
These classes provide an abstract network communication framework for the J2ME 
devices . This framework is formally referred to as Geneic Connection Framework  



 35 

( GCF ) . Mos of the classes in GCF are interfaces representing different types of 
communication such as socket , datagram , ser ial , and http .  
 
I t is up to the device manufacturers and network car r iers to implement either  a full 
set or  a subset of these connection inter faces based on the capability of their  devices 
and networks .        
 
 
 
 
Following is a list of interfaces , classes that are part of the  javax.microedition.io  
Packages [3.1] : 
 
 
Packages Classes 
 
Javax.microedition.io 

 
Connection , ConnectionNotFoundException , Connector , 
ContentConnector , Datagram , DatagramConnection , 
InputConnection , OutputConnection , StreamConnection ,  
StreamConnectionNotifier  
 

 
 
 

3.5.3   The basic Data Types  
 
The CLDC support only a subset of the primitives data types of J2SE . These primitives 
data types are byte , short , int , long , char , and boolean , . The float and double data 
types are not supported for two reasons : the majority of the CLDC target devices do not 
have hardware floating –point support , and the cost of supporting floating –point in 
software is too high . 
 
CLDC also defined a type wrapper classes for every primitive data types [3.2]: 
 
java.lang.Boolean 
java.lang.Byte 
java.lang.Character 
java.lang.Integer 
java.lang.Long 
java.lang.Short 
 
These type wrapper classes are defined in Java because Java contains many subsystems 
that can work only with objects . In these cases , you can create an object based on the 
wrapper class that enscapsulates a primitive datatype .  

 
 
3.6 The MIDP Libar ies 
 
Whereas the CLDC libraries provide device-independent functionality , the MIDP 
libraries provide device-specific functionality . This functionality includes on -device 
application management , low –level and high-level graphical user interfaces , persistent 
storage , and extended network capability .     
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3.6.1 Application Manager  Classes 
 
The classes associated with on-device application management are defined in the 
javax.microedition.midlet package . 
 
All MIDP applications must extend the Midlet classes in this package and implement its 
three abstract methods : star tApp() , pauseApp() , and destroyApp() [3.2]. 
 
   

3.6.2  GUI  Classes 
 
The Abstract Window Toolkit ( AWT ) in J2SE is designed for desktop applications . It is 
too memory intensive for resource-constrained wireless devices . The MIDP takes a 
different approach to define its graphical user inteface librariesand event handling .  Two 
sets of APIs are defined in the GUI package : a high-level API that focus on cross-device 
portability , and a low-level API that focuses on device-dependent graphic elements and 
low-level input events [3.2]. 
 
The classes associated with the GUI and event handling are defined in the 
javax.microedition.lcdui package . 
 
The Screen class is the superclass for all user interface components of the high-level API . 
These UI components include Alert , Form , List , TextBox , and so on . 
 
The Canvas class and Graphics class are the two main classes in the low-level API. Game 
applications will most likely make heavy use of the GUI classes in the low-level API .  
 

3.6.3 Persistent Storage Classes 
 
MIDP applications sometimes need to store persistent data on a device . The classes 
defined in the javax.microedition.rms   package offer a persistent storage mechanism 
called RecordStore that alow application to add , delete , and update data records to the 
persitent storage on a device [3.2] .  
 

3.6.4 Network Classes 
 
The Generic Connection framework defined in the CLDC contains a set of connection 
interfaces , but CLDC doesn’ t implement the actual protocols behind the connection 
interfaces . The implementations are left to the MIDP .  
 
Ammong all the connection interface , the HttpConnection interface is mandatory for all 
MIDP implementation . Therefore , http communication is guaranteed to be avaiable on all 
MIDP devices .  
 
The implementation classes of these interfaces can be found in the javax.microedition.io  
package [3.2].    
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3.7 J2ME  Devices 
 
 
This section show you two tables that desribe the current world of Java-enable devices . 
The tables are as follow [3.4] :  
 
1.   Table 1   Lists Java-enable devices  
2.   Table 2   Lists wireless technologies . It is a companion to table 1 .     
 
Please do note this : This list is being update all the time . As of this writing , here are the 
latest release .  
 
 
The columns in Table 1 are as follows: Wireless Technology and Frequency  refer to the 
wireless networks with which the device can communicate. See Table 2 for additional 
details on these networks, including a sampling of carrier and brand names. Manufacturer 
and Model are self-explanatory.  
Java Software lists the standard software specifications and packages that the device 
supports. Devices may support additional, nonstandard APIs, but these are not listed here.  
Screen describes the device©s screen, both its resolution in pixels and its color depth. Color 
depth refers to the number of bits per pixel that are used for color information. One bit 
implies straight black and white, while two bits or four bits usually refers to four or 
sixteen levels of gray, respectively. 
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The columns in Table 1 are as follows: Wireless Technology and Frequency  refer to the 
wireless networks with which the device can communicate. See Table 2 for additional 
details on these networks, including a sampling of carrier and brand names. Manufacturer 
and Model are self-explanatory.  
Java Software lists the standard software specifications and packages that the device 
supports. Devices may support additional, nonstandard APIs, but these are not listed here.  
Screen describes the device©s screen, both its resolution in pixels and its color depth. Color 
depth refers to the number of bits per pixel that are used for color information. One bit 
implies straight black and white, while two bits or four bits usually refers to four or 
sixteen levels of gray, respectively.  
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3.8   Why J2ME ? 
 
The use of wireless devices such as cellular phones and two way pagers has undergone 
tremendous growth over the past few years . According to a recent study , there will be 
two billion wireless subcribes worldwide by 2004 . WAP ( Wireless Application Protocol 
)  and i-Mode ( NTT  DoCoMo’s mobile internet access system ) are the two dominant 
technologies that allow users to access to the Internet from their cell phones . But WAP 
and i-Mode are limited in some ways , including lack of security , poor user interfaces , 
and the requirement of constant air time for standalone or offline operations . As the 
wireless market matures , people will demand more advanced reliable and secure wireless 
applications for commerce transactions , more interactive applications such as video 
games , and more sophisticated applications for client / server enterprise applications  .  
 
Java 2 Micro Edition (J2ME) is designed to meet these challenges [3.2].  
 
J2ME is  State-of-the-art to create wireless applications . 
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Important : Even thought J2ME brings all these benefits to wireless application 
development , it is not going to replace the WAP and i-Mode technologies . They are 
complementary technologies , very much like the Web browsing technology that coexits 
with desktop Java applications .  
 

 
3.9     Summary        
 
This chapter gice you an introduction to J2ME ( Java 2 Micro Edition ) , the chapter 
present the overview architecture of J2ME and tell you why J2ME is State-of-the-art to 
create wireless applications . The chapter also show you a list of some J2ME –enable 
devices .    
 
In the next chapter ( chapter 4 ) , you will read about the programming basic in J2ME 
platform .  
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Chapter  4  
 
Java 2 Micro Edition ( J2ME ) Programming Basics  
 
 
In the last chapter you read about an introduction to J2ME and its achitecture , now , here 
in this chapter , you will read about an overview of the basics of application development 
with J2ME  MIDP . This chapter show you the MIDlet’s life cycle , how the class 
verification process in KVM work .   
  
The chapter will also show you about the limitations of  KVM and CLDC and some issues 
concerning J2ME’s security . 
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4.1   MIDlet 
 
A MIDP application is known as a MIDlet . A MIDlet is very much like Java applet. 
It does not have a main() method ; instead , a MIDlet must extend the 
javax.microediton.midlet.MIDlet  class and implement its three abstract methods :  
Star tApp() , pauseApp() , and destroyApp() . A MIDlet also has to defined a public no-
argument constructor . 
 
The follwing is the definition of the javax.microedition.midlet.MIDlet  class [4.1] : 
 
 
public  abstract  class  MIDlet  extends  Object  {  
      protected  MIDlet( ) 
      protected  abstract  void  startApp( )  throws  MIDletStateChangeException  
      protected  abstract  void  pauseApp( ) 
      protected  abstract  void  destroyApp(  boolean  unconditional )   
                                                                 throws MIDletStateChangeException 
 
      public  final   String  getAppProperty( String  key ) 
      public  final   void   notifyDestroyed( ) 
      public  final   void   notifyPaused( )   
      public  final   String getAppProperty( String  key )  
      public  final   void  resumeRequest( )                          
}  
 
The MIDlet class defines methods that can be invoked by the Application Management 
Software ( AMS ) to start and stop a MIDlet application .  

 

4.1.1   MIDlet’s  L ife Cycle   
 
A MIDlet’s excution includes three valid states : Active , Paused , and Destroyed . The 
transitions between the different states are controlled by the AMS through the startApp( ) , 
pauseApp( ) , and destroyApp( ) methods implement by the MIDlet .  
 
Figure 4.1  show the MIDlet’s  life cycle  
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              Figure  4.1   MIDlet’s life cycle [4.1] 
 
 
When a MIDlet is ready to be executed , the AMS first creates an instance of the MIDlet 
by using its public no-argument constructor . The MIDlet enters the Paused state . 
 
Then the AMS invokes startApp( ) method . The MIDlet enters the Active state , acquires 
resources it needs , and begin to perform its services . In this state , the MIDlet is running 
and holding the resources it needs .  
 
When the AMS has determined that it no longer needs the MIDlet to be active and 
perfome its services , it invokes the pauseApp( ) method . The MIDlet is stopped to enter 
the Paused state . When in this state , the Midlet must release any resources it has 
accquired and become inactive . The MIDlet can re-enter the Active state when the AMS 
calls its startApp( ) method .  
 
Finally , when AMS has decided that is no longer needs the MIDlet or it wants to make 
room for a higher priority program in memory , it signal the MIDlet that it is a candidate 
to be destroyed by calling the destroyeApp( ) method . The MIDlet enters the Destroyed 
state . In this state , the MIDlet should clean itself up by releasing all the resources and 
saving any persistent data , and then terminate . 
 
When the MIDlet is in the middle of an important process , it can request not to enter the 
Destroyed state by throwing a MIDletStateChangeException . However , this request may 
or may not be granted by the AMS . The boolean variable unconditional in the signature of 
the flag is set to true , the request will be ignored . If the unconditional flag is set to false , 
the request may be honored . If the request is granted , the destroyApp( ) method will be 
called again at a later time .  
 
If the MIDlet itself wants to enter the Paused state or the Destroyed state , it can call the 
notifyPause( ) method or the notifyDetroy( ) method , respectively . Both methods notify 
AMS that the MIDlet has entered the Paused state or the Destroyed state . In this case , 
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AMS will not call the pauseApp( ) method or the destroyApp( ) method . The MIDlet 
should have performed clean-up actions before notifying the AMS .  
 
MiDlets can only enter the Active state from the Paused state , but they can enter the 
Destroyed state from both the Paused state and the Active state . MIDlets can enter the 
Paused state either from the Active state or when activated initially by the AMS [4.1]. 

 
Following is one example : the source code of the HellWor ld  MIDlet  [4.1] 
 
 
// include the MIDlet supper  class 
import javax.microedition.midlet.MIDlet; 
 
// include the GUI  librar ies of MIDP 
import javax.microedition.lcdui.* ; 
 
/*  
 *  1. All MIDlet applications must extend the MIDlet class. 
 *  2. CommandListener  is the event-handling inter face of the 
 *  high-level GUI  API . 
 * / 
 
public class HelloWorld extends MIDlet implements CommandListener{  
 
  // define the GUI  components of HelloWor ld  
  private Display display; 
  private TextBox mainScreen = null; 
  private Command exit = new Command("exit", Command.EXIT, 2); 
  
  // define the no-argument constructor  
  public HelloWorld() {  
    display = Display.getDisplay(this); 
    mainScreen = new TextBox("HelloWorld", "Hello World", 512,0); 
    mainScreen.addCommand(exit); 
    /*  
     *  register  the MIDlet itself as a event listener  
     *  of the mainScreen. 
     * / 
    mainScreen.setCommandListener(this); 
  }  
 
  // implement the star tApp() method 
  public void startApp() {  
    display.setCurrent(mainScreen); 
  }  
 
  // implemente the pauseApp() method 
  public void pauseApp() {  
  }  
 
  // implement the destroyApp() method 
  public void destroyApp(boolean unconditional) {  
  }  
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  /*   
   *  implement the event handling method defined in 
   *  the CommandListener  inter face. 
   * / 
  public void commandAction(Command c, Displayable s) {  
     // if the EXIT menu is clicked, exit the program 
     if(c == exit) {  
       destroyApp(false); 
       notifyDestroyed(); 
    }  
  }  
}  
 
 

  4.1.2    Application Manager  Software 

 
Application Management Software is basically a software application that comes with 
the MIDP implementation that controls the installation , execution , and removal of 
MIDlets . Sometimes the AMS is also referred to as the MIDlet Management Software 
or the Java Application Manager  . 
 
The actual implementation of the AMS may vary from device to device , but the basic 
services it must provide are the same : 
 

·   AMS provides ways for users to install and uninstall MIDlets from their wireless 
devices , either through a serial cable connected to a PC , or remotely via the 
Internet . 

·  AMS provides an execution environment for a MIDlet . After a MIDlet is 
initializied , the AMS makes system resources such as CLDC classes , MIDP 
classes , and the KVM available to the MIDlet . It also makes all the classes , 
resource files , and application descriptor files avaiable to the MIDlet at runtime . 

·  AMS gracefully handles all the errors that occur during the installation and 
execution of applications without crashing the system .  

 

 
4.2   Prever ification  
 
Before the MIDlet can be executed , it has to go through a process referred to as 
prever ification . Traditionally in J2SE , the verification process is performed at runtime 
by the Java Virtual Machine ( JVM ) . But due to the resource constraints on wireless 
devices , the class verification of KVM is perfomed partially off-device and partially on-
device to improve run-time perfomance . The off-device verification process is referred to 
as prever ification .    
 
Figure 4.2 show the class verification process in KVM  
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                      Figure 4.2  Class verification process in KVM [4.1] 
 
 
The preverified inserts the so-called stack map atrributes into the classes files to help the 
in-device verifier quickly  scan  through the bytecodes without costly operations . These 
attributes in the preverified class files are automatically ignored by the JVM’s verifier to 
guarantee upward compability with J2SE .  
 
The preverfied class files cointaning the extra attributes are approximately 5 % bigger than 
the original , unmodified class files .  
 
The following is the preverifier’s command-line syntax :  
 
preverify  -check  -classpath  <CLASSPATH>  -d  <DEST_DIR>  <SRC_DIR> 
 
 
<CLASSPATH>  is the location of all classes , <DEST_DIR>  is the directory in which 
the preverified classes are stored , and <SRC_DIR> is the directory in which the 
unverified classes are stored . The option  -check checks against the use of floating-point 
and finalize methods in the classes .  

 
 
4.3    Internationalization in MIDlets  
 
Internationlization is the process of designing an application so that it can be adapted to 
various languages and regions without engineering changes [4.1] . This process usually 
requires that applications  not contain hard-coded messages , text labels and so on . 
 
The J2SE provides a variety of classes to deal with internationalization . CLDC defines 
the InputStreamReader   and  OutputStreamWr iter  classes in the java.io.package to 
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support internationalization . These two classes provide the necessary functionality to 
handle 16-bit  Unicode characters [4.1]. 
 

4.3.1 Using Unicode in J2ME  
 
To support foreign languages , your MIDlet programs must deal with Unicode characters . 
These two classes are designed for reading and writing the 16-bit Unicode characters : 
 
InputStreamReader  and OutputStreamWr iter  .       
 
They are used to bridge the gap between the byte stream and the character stream . 
 
The following are the constructor  of the two classes [4.1]:  
 
InputStreamReader(InputStream is) ; 
InputStreamReader(InputStream is , String enc) ; 
OutputStreamWriter(OutputStream is); 
OutputStreamWriter(OutputStream is , String enc); 
 
 
The InputStreamReader class is used to convert an input byte stream into an input 
Unicode charcter stream based on the encoding specified by the parameter enc . If the 
parameter enc is missing from the constructor , the system default encoding ( 
microedition.encoding ) will be used . 
 
 
The OutputstreamWriter class is used to convert an output byte stream to an output 
Unicode character stream based on the encoding specified by the parameter enc . If the 
parameter enc is missing from the constructor , the system default encoding (  
microedition.encoding ) will be used . If the character encoding specified by enc is not 
supported  , an UnsupportedEncodingException will be thrown from the constructors .   

 
 
4.4 Cross  Device  MIDlet  Development 
 
MIDP devices usually fall into two categories : cell phones and two way pagers . The size 
and shapes of these devices sometimes are very different . Cabilities such as storage , 
network , and input device may vary from device to device as well .  
 
J2ME is designed to support a variety of small devices . The goal of the J2ME CLDC is to 
provide a “  common denominator “  development platform for mobile devices across 
different profiles such as MIDP and the  PDA profile (PDAP) , whereas MIDP provides 
such a platform across different devices . This layered design makes the  wr ite once , run 
every where Paradigm possible across different devices .  
 
But portability is not a given . It is still very challenging for you to achive cross device 
portability while taking full advantage of device-specific functionality . It’s your 
responsibility to understand the boundaries of the cross-device common denominators so 
that you can judge whether to compromise portability in exchange for device –specific 
functionality .  
 
CLDC is one of the natural boundaries of portability . It is a set of class libraries that are 
upward compability with the Connected Device Configuration ( CDC ) and J2SE and 
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portable across different profiles built on top of CLDC . Therefore , programs developed 
using CLDC classes are portable among all the CLDC devices . In MIDP , things such as 
high-level GUI elements , persistent storage , and http communication are portable across 
different wireless devices , but low-level GUI elements , datagrams , and socket 
communication are not [4.1].           

 
 
4.5   CLDC   L imitations  
 
CLDC and KVM are designed for devices with limited resources . It is impossible for 
them to support the features and functionality that the J2SE offers . Some of the features in 
J2SE are removed from the CLDC and KVM to reduce their footprints and to improve 
runtime performance [4.1].  
 
You must be aware of cer tain limitations on J2ME before you begin to developing 
and designing  J2ME applications . 
 

4.5.1   No Floating –Point Suppor t  
 
CLDC doesn’ t include floating-point support . As a result , the primitive data types float 
and double are not allowed in your J2ME programs . The same thing is true of the two 
type wrapper classes java.lang.Float and java.lang.Double . 
 
If you have to use floating-point computations in your J2ME programs , the alternative 
solution is to use a software package such as MathFP to simulate floating-point 
calculations with fixed-point integers [4.1].  
 

4.5.2  No Finalization  
 
Finalization is a process in which the garbage collector gives an object an opportunity to 
clean itself up before being garbage collected .  More specifically , the cleanup code is put 
in the finalize( ) method , which is called by the garbage collector . CLDC libraries do not 
include the methode finalize( ) from the Object class . The reason that finalization is not 
supported in CLDC is to simplify the garbage collection of KVM [4.1].  
   

4.5.3  L imited Internalization Suppor t  
 
CLDC provides only very basic internalization support with its java.io.InputStreamReader 
and java.io.OutputStreamWriter classes . These classes allow applications to convert a 
byte stream to a Unicode character stream and back . Other localization-related classes 
such as Locate , ResourceBundle , and DataFormat are not defined in J2ME [4.1].  
 

4.5.4  Er ror- Handling  L imitations  
 
The Java language includes two categories of exceptions : java.lang.Error and 
java.lang.Exception . Both derive from the class java.lang.Throwable  . The Error 
exceptions ( class derived from class Error ) are unrecoverable . On the other hand , the 
Exceptions ( class derived from class Exception ) are recovered . CLDC generally 
supports recoverable exception handling [4.1]. 
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Only limited support is available for error handling in CLDC . There are only two eror 
classes defined in CLDC : java.lang.VirtualMachineError and 
java.lang.OutOfMemoryError . 
 
Most of the error classes are removed , for two reasons [4.1]: 
 

·  In embedded systems , recovery from error conditions is usually highly device-
specified . Application programmers should not be expected to handle these 
device-specific errors .  

·  The Error execeptions are usually unrecoverable . Implementing full error-
handling capabilities is rather expensive , and also imposes significant overhead 
on the resource-contrained CLDC devices . 

 
 
4.6  KVM  L imitations  
 
Because the KVM is the underlying Java Virtual Machine that supports the CLDC 
libraries , features that are not supported in CLDC are also removed from the KVM . 
These unsupported features include floating-point support , finalization support , and 
device specific error handling  
 
Because J2ME provides a limited version of the Java security model , certain features that 
may pose security problems are eliminated from the KVM as well [4.1] .  
 

4.6.1 No Java Native Inter face ( JNI  )  
 
KVM doesn’ t support JNI for two reasons . First , according to the security model of the 
CLDC  , the application programmer can’ t download any new libraries containing native 
functionality , or access any native functions that are not part of the Java libraries . Second 
, implementing JNI is considered too memory intensive on CLDC devices [4.1].  
 

4.6.2 No User-Defined Class Loaders 
 
The KVM doesn’ t support user-defined class loaders due to security concerns . The built –
in class loader in KVM cannot be overridden , replaced , or reconfigured by the user [4.1] 
.  
 

4.6.3 No Reflection , RMI , or  Object Ser ialization  
 
There is no reflection features in KVM , which mean that CLDC programs cannot inspect 
the contents of classes , objects , methods , and so on . Consequently , all the features that 
depend on reflection are also not supported ; they include Remote Method Invocation ( 
RMI ) and object serialization [4.1].  
 

4.6.4 No Thread Groups or  Daemon Threads  
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KVM fully supports multi-threaded applications , but does not support thread groups or 
daemon threads . You must use explicit collection objects to store the thread objects for 
performing group operations [4.1] .  
 

4.6.5 Week Reference 
 
Week reference allows a program to be notified when the collector has determined that an 
object has become eligible for reclamation . The KVM does not support this feature [4.1] .  
 

 
4.7 Secur ity in J2ME  
 
The foundamental purpose of the security of a computer system is to protect system 
resources from malicious or unintentional access . Dynamically downloading content and 
applications required by the CLDC specification makes network security even more 
crucial . J2SE comes with rich security features such as byte code verification and a 
security manager . Unfortunately , the size of J2SE code devoted to security is far beyond 
the memory budget of a resource –constrained wireless devices . J2ME security have to be 
tailored to meet the requirements of wireless devices  .  
 

4.7.1 Class Ver ification and Prever ification 
 
When each Java class is loaded , the class file has to be checked for validity. Traditionally 
, in J2SE , the verification is performed by the Java Virtual Machine (JVM) . However , 
due to the resource constraints on wireless devices , the class verification of KVM is 
perfomed partially off-device and partially on-device to improve runtime perfomance . 
The off-device verification process is referred to as prever ification [4.1].        
 
The preverified class file can be loaded to the virtual machine for futher in-device 
verification . The off-device preverifier together with the in-device preverifier guarantee 
language safety and integrity at runtime . 
 

4.7.2   Sandbox  Model 
 
J2ME borrowed  the Sandbox  secur ity model from J2SE . The essence of the sandbox 
model in J2ME is that Java application must run in a closed environment in which the 
application can only access those APIs that have been defined by the configuration , 
profiles and licensee open classes supported by the devive . More specifically , the 
sandbox model means that [4.1] :  
 

·  Java class file have been property verified and are guaranteed to be valid Java 
applications . 

·  Only a limited , predefined set of Java APIs is avaiable to the application 
programmer , as defined by the CLDC , profiles , and licensee open classes . 

·  The downloading and management of Java Applications on the device takes place 
at the native code level inside the Virtual Machine , and no user –defined class 
loaders are provided , in order to prevent the programmer from overriding the 
standard class loading mechanisms of the Virtual machine .  

·  The set of native functions accessible to the virtual machine is closed , meaning 
that the application programmer cannot download any new libraries containing 
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native functionality , or access any native functions that are not part of the java 
libraries provided by the CLDC , profiles , or licensee open classes .       

   

 
 
4.8 Packaging and Deploying Java Wireless Applications  
 

4.8.1 MIDlet  Suite 
 
The packaging and develoyment of J2ME Mobile Information Device profile (MIDP) 
applications are quite different from their counterparts in J2SE [4.6] .  
 
First , all the class files of MIDlet applications have to be packaged into a single JAR file . 
Each JAR file may contain more than one MIDlet application . This group of MIDlets 
applications forms a MIDlet suite [4.2].   
 
The JAR file can then be downloaded and installed onto wireless devices via a serial cable 
connected to a PC or via a wireless network . Once the JAR file is installed , a menu entry 
will appear for every MIDlet in the MIDlet suite . Users can choose and excute a MIDlet 
application from the startup menu .  
 
All MIDP devices are required to support the JAR file format . Some vendors may choose 
to additionally support the more compact file formats , such as ZIP . 
 

4.8.2 Manifest  
 
A Manifest file must be included with the MIDlet suite’s JAR file . This file describes the 
contents of the JAR file and includes information such as the name , version , and vendor 
of the MIDlet suite . It also contains an entry for each MIDlet in the MIDlet suite . 
 
The manifest fil contains a list of MIDlet attributtes represented as name-value pairs 
separated by colons . Using these attributes , developers can clearly describe to end users 
what MIDlets are packaged  in the MIDlet suite . Table 4.1 shows all the predefined 
MIDlet attributes of the manifest file . The attributes in bold are mandatory field ; the rest 
of the attributes are optional [4.2].     
           

    
 
Attribut Name                                Description 
 
 
MIDlet - Name                              The name of the Midlet suite that identifiers the   
                                                        MIDlets to the user . 
 
MIDlet -Version                            The version number of the MIDlet suite . 
 
MIDlet – Vendor                            The organization that provides the MIDlet suite . 
 
MIDlet – Icon                                  The name of a PNG file within the JAR file used    
                                                         To represent the MIDlet suite . This file should be  
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                                                         used when the Application Management Software  
                                                        displays an icon to identify the suite . 
 
MIDlet-Description                         The description of the MIDlet suite . 
 
MIDlet-Info-URL                             A URL for information futher describing the  
                                                          MIDlet suite 
  
MIDlet-n                                          The name , icon , and class of the nth MIDlet in   
                                                          the JAR file , separated by commas . The lowest  
                                                          value of <n> must be 1 , and consecutive      
                                                         ordinals must be used . 
                                                         Name is used to identifier this MIDlet to the user. 
                                                         Icon is the name of an image ( PNG) within the  
                                                         JAR for the icon of the nth MIDlet . 
                                                        Class is the name of the class extending the MIDlet 
                                                        class for the nth MIDlet . The class must have a   
                                                        public no-args constructor . 
 
MIDlet-Jar-URL                            The URL from which the JAR file can be loaded . 
 
MIDlet –Jar-Size                          The size of the JAR file in bytes . 
 
MIDlet-Data-Size                         The minimum number of bytes of persistent data  
                                                      required by the MIDlet . The device may provide  
                                                      additional storage according to its own policy . The  
                                                     default is zero . 
 
MicroEdition –Profile              The J2ME profile required , using the same format   
                                                   and value as the system property microedition.profiles 
                                                    ( for example , MIDP-1.0 ) 
                                                   
MicroEdition-Configuration    The J2ME configuration required , using the same  
                                                     format and value as the system property   
                                                    microediton.configuration (for example , CLDC-1.0 )  
 
 

     

4.8.3 J2ME Wireless Toolkit 
 
The Java 2 Platform Micro Edition, (J2ME) Wireless Toolkit is a set of tools that provides 
application developers with the emulation environment, documentation and examples 
needed to develop Java technology applications targeted at CLDC/MIDP compliant 
mobile phones and entry level PDAs. 
 
The Jave 2 platform , micro edition , wireless toolkit ( J2MEWTK ) provides the 
development environment for developing Java application specifically targeting MIDP 
devices . The toolkit comes with four components : a byte code preverifier , a MIDP 
device emulator , a basic IDE , and an integrated component with Sun’s Forte for Java . 
Both the J2MEWTK and the CodeWarrior for Java allows you to use the command line to 
compile and start your applications without going through the IDE’s GUI .  
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The J2ME Wireless Toolkit is avaiable in two platforms : one for Sun Solaris and the 
other one for Microsoft Window .  In this project , I will use the one for Microsoft 
Window . I will not describe the J2MEWTK here in detail , because you can find the same 
information on  :   http://java.sun.com/products/j2mewtoolkit/ 
 

4.8.4 Over  – The –Air   MIDlet  Development 
 
There are several ways to deploy MIDlet applications . First , a MIDlet suite can be loaded 
to a device via a serial cable connected to the PC . However , this loading process is 
usually reserved for the manufacturer to preload the K Virtual Machine ( KVM ) , the 
Connected Limited Device Configuration (CLDC) and the MIDP libraries , and built in 
MIDlets onto devices before they are shipped to the end users .  
 
Midlets can also be downloaded to a device via a wireless network , very silmilar to 
downloading Java applets to your PC over the Internet . This process is called Over- The-
Air (OTA) MIDlet deployment . OTA installation is a cost –effective way of developing 
applications for both device manufacturers and the software developers . It also givers 
users full controll over which applications to download and execute on their wireless 
devices .  
 
The process can be best decribed in the following steps [4.2]:  
 

1) Application Discovery : The MIDP devices provide mechanisms that allow users 
to discover or be notified of the MIDlet suites that can be downloaded to the 
device . For example , users can use the on-device  brower ( for example , WAP , i-
Mode browers ) to identify MIDlet suites to download . Once the user sees a link 
to an application descriptor in the brower , they can select the link to begin the 
installation process .        

2) Download and ver ify the application descr iptor  : The application descriptor is 
downloaded onto the device . The application Management Software examines the 
name , vendor , version , size , and CLDC / MIDP version of the application 
descriptor to make sure that the MIDlets are appropriate for the current execution 
environment on the device . The application management software also makes sure 
that any old or same version of the exiting MIDlet suite is ignored and only the 
upgraded or new MIDlet suite is downloaded . 

3) Downloaded and execute the MIDlet suite : Once the application descriptor is 
verified , the Application Management Software begins downloading the JAR file 
from the location specified in the MIDlet-Jar -URL   attribute . Once the 
downloading is complete , the Application Management Software checks the 
values of the key fields in the application descriptor against those in the manifest 
to make sure they match . If the key values are identical , the MIDlet suite is 
loaded and ready for execution . Otherwise, the MIDlet suite is rejected .     

 

  
 
4.9 Summary   
 
This chapter show you the MIDlet’s life cycle and the class verification process in KVM . 
The chapter also show you about the KVM limitations , the CLDC limitations and also 
about the security modell in J2ME . 
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In the next chapter ( chapter 5 ) you will read about  the basic of developing user inteface 
for J2ME MIDP , you will read about the high-level and low-level API in MIDP . And 
you will also read about the basic network programming in J2ME MIDP .  
  
The next chapter will also show you an introduction in using XML ( Extensible Markup 
Language )  in Wireless Applications .  
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Chapter  5 
 
Developing Wireless Application in  J2ME  
 
 
In the last chapter you read about the MIDlets life cycle , the class verification process in 
KVM , the KVM limitation , the CLDC limitation , the security modell in J2ME  
 
This Chapter will show you about the high-level and low-level APIs in UI ( User Interface 
) Development  , it will also show you the basic of Network Programming in J2ME MIDP   
 
And also give you an introduction in using XML in wireless applications .  
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5.1 The User Inter face APIs in J2ME 
 
J2ME will run on a variety of consumer devices , from smart cards and cell phones all the 
way to TV set-top boxes and home appliances . The display devices and their resources 
are quite different . Sun Microsystems recognizes this situation , so no user interface ( UI ) 
class is defined in J2ME  . Instead  , the user interface API is defined in the profile for a 
specific group of devices [5.1] . For example , the UI API for mobile information devices 
(MID) , such as cell phones and pagers , is defined in the MID profile ( MIDP ) ; and the 
UI API for personal digital assitants ( PDA ) , such as Palm Pilots , is defined in the PDA 
profile ( PDAP ) . 
 
The user inteface API of j2SE is defined in the Abstract Window Toolkit ( AWT ) , which 
is mainly designed and optimized for desktop computers with pointer devices , large 
displays and sufficient resources . Wireless devices’s display  are much smaller than those 
of common desktop systems , and the primary input devices are keypads instead of pointer 
devices . In addition , the dynamic event-handling model used in AWT is a resource-
instensive process , ans it’s not suitable for resource-limited wireless devices .  
 
Therefore , the MIDP expert group decided not to subset AWT but rather to define a 
whole new UI API for wireless devices . The UI API is included in the package  
javax.microedition.lcdui .       
 
The UI defined in MIDP is logically composed of two sets of APIs : high-level and low-
level [5.1] . 
 
The high-level API emphasize portability, which is achieved by employing a high-level of 
abstraction .  I t uses a high abstraction approach to shield detail implementations 
from developers . As a result , applications have no control over  how or  where their  
contents will be drawn on the display and have access only to high-level events [5.1].  
 
MIDP UI’s low-level API , on the other hand , gives applications full control over the 
appearance of the contents drawn on the display and access to low-level events .  
However  , applications developed with low-level APIs may not be por table across 
devices if device-specific features are used [5.1] .  
 
 

5.1.1  The Displayable Class Hierarchy  
 
The central abstraction of the MIDP’s UI is a Displayable class . A Displayable is an 
object that enscapsulates device-specific graphics rendering and can be placed on the 
display . 
 
The UI defined in MIDP is logically composed of two APIs : the high-level and the low-
level .  
 
The Screen class is a Displayable that implements  the high-level API .  
The Canvas class is a Displayable that implements the low-level API .  

  
Figure 5.1  show the Displayable class hierachchy [5.2]  
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   Figure  5.1   The Displayable class hierarchy  
     
To futher clarify the hierarchy show in Figure 5.1 , the class definitions follow : 
 
 
 
 
Display                                   (public clas Display ) 
Displayable                            (public abtract class Displayable )      
     Screen                                (public abtract class Screen extends Displayable ) 
         TextBox                         (public class TextBox extends Screen )  
          List                                (public class List extends Screen implements             
                                                                                                                Choise) 
          Alert                              (public class Alert extends Screen )  
          Form                             (public class Form extends Screen ) 
               Item                          (public abtract class Item ) 
                     ChoiseGroup     (public class ChoiseGroup extends Item implements             
                                                                                                                             Choise) 
                     DateField                 (public class DateField extends Item ) 
                     TextField                  (public class TextField extends Item ) 
                     Gauge                       (public class Gauge extends Item )  
                     ImageItem                (public class ImageItem extends Item ) 
                     StringItem                (public class StringItem extends Item ) 
    Canvas                                (public abtract class Canvas extends Displayable ) 
Command                              (public class Command ) 
Ticker                                     (public class Ticker ) 
Graphics                                 (public class Graphics )  
Choise                                     (public interface Choise )  
 
 
Tabell  5.1   Displayable Class Definition [5.2]  
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5.2 Basic Network Programming in J2ME MIDP  
 
The biggest advantages of a wireless device are its connectivity and accessibility . 
Wireless devices keep people connected to the outside wourld all the time from virtually 
and place .  
 
Network programming plays an important role in developing wireless applications that 
take advantage of the connectivity these device have to offer [5.1] .  
 

5.2.1 Network programming with J2SE Versus J2ME  
 
J2SE provides network libraries that are rich in functionality . Approximately 60 classes 
are available in the java.io package to support file input and output , and approximately 
20 classes are avaiable in the java.net package to support networking [5.3] 
 
However , most of the classes in these two packages are designed to support traditional 
computer systems with enough CPU power , sufficient memory and sufficient disk 
storage. The total static size of these class files is approximately 200 kilobytes . These 
packages are too big to fit in the typical wireless device , which has very limited 
computing power and a total memory and storage budget of a few hundred kilobytes . 
 
Size is not the only issue when dealing with wireless devices . J2ME needs to support a 
variety of mobile devices . The networking and file I/O capability varies significantly from 
one wireless device to another , so the requirement for networking and file I/O libraries are 
very different .  
 

5.2.2 The Gener ic Connection Framework 
 
The networking in J2ME has to be very flexible to support a variety of devices and has to 
be very device specific at the same time . To meet these challenges , the Generic 
Connection framework is first introduced in the CLDC . The idea of the Generic 
Connection framework is to define the abstractions of the networking and file I/O as 
generally as possible to support a broad range of handheld devices , and leave the actual 
implementations of these abstractions to individual device manufacturers . These 
abstraction are defined as Java interfaces . The device manufactures choose which one to 
implement in their MIDP implementations or PDAP implementations based on the device 
capabilities .  
 
The Generic Connection framework is introduced in J2ME’s CLDC to reflect the 
requirements of small-footprint networking and file I/O for a broad range of mobile 
devices . 
 
To meet the small-footprint requirement , the Generic Connection framework generalizes 
the functionality of J2SE’s network and file I/O classes from J2SE’s java.io and java.net 
packages . It is precise functional subset of J2SE classes , but much smaller in size . 
These J2ME classes and interfaces are all included in a single package , 
javax.microedition.io   
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To meet the extendibility and flexibility requirement , the Generic Connection framework 
uses a set of related abstractions for different forms of communications , represented by 
seven connection interfaces :  
 
Connection , ContentConnection , DatagramConnection , InputConnection , 
OutputConnection , StreamConnection , and StreamConnectionNotifier  .                 
 
Figure 5.3  [5.4] show the hierarchial relationship between these connection interfaces . 
 
 
 
 

 
      
Figure  5.3   The connection interface hierarchy  
 

·  The Connection interface is the most basic connection type. It can only be opened 
and closed.  

·  The InputConnection interface represents a device from which data can be read. Its 
openInputStream method returns an input stream for the connection.  

·  The OuputConnection interface represents a device to which data can be written. 
Its openOutputStream method returns an output stream for the connection.  

·  The StreamConnection interface combines the input and output connections.  
·  The ContentConnection is a subinterface of StreamConnection. It provides access 

to some of the basic meta data information provided by HTTP connections.  
·  The StreamConnectionNotified waits for a connection to be established. It returns 

a StreamConnection on which a communication link has ben established.  
·  The DatagramConnection represents a datagram endpoint.  
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Here are some examples [5.4]:  
 

HTTP  Connection : 

Connector.open("http://java.sun.com/developer"); 

 
Sockets :  

Connector.open("socket://localhost:80"); 

 
Datagram Connection:  
 
Connector.open("datagram://address:port#"); 
 
Communicate with a Por t : 
  
Connector.open("comm:0;baudrate=9600©); 
 
Open Files : 
 
Connector.open("file:/myFile.txt"); 
 
 
MIDP Connectivity [5.3]  : 

HTTP can either be implemented using IP protocols (such as TCP/IP) or non-IP protocols 
(such as WAP and i-mode), because the MIDP extends CLDC connectivity to provide 
support for a subset of the HTTP protocol.  

 

Impor tant Note [5.3] : All MIDP implementations must provide support for the HTTP 
protocol. It is up to the implementors to support datagram connections. It is recommended, 
however, to use only protocols supported by MIDP (e.g. HTTP) because this will allow 
the application to be portable across all mobile information devices. 

 
 
5.3 Wireless Network Programming Using HttpConnection 
 
Using HttpConnection as the network communication in your application offers several 
major advantages [5.3] :  
 

·  Not every MIDP device supports socket and datagram communication . However , 
all MIDP devices support HTTP communication . 
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·  Socket anmd datagram communication are very network dependent . Some 
networks may implement only one type of comunication and not the other . This 
limitation makes your wireless application less portable .  

·  The mandatory support of the HTTP protocol in MIDP devices gives wireless 
application a higk-level , standard , network –independent protocol to work with . 
Therefore , J2ME wireless apllications developed using HttpConnection are very 
portable across different wireles networks . 

·  Different types of data can be enscapsulated into HTTP requests easily , especially 
if developers use XML in their applications .  
HTTP communication makes it easier to deal with issues such as network security 
and firewall . Because the HTTP’s well-known port 80 is the least likely port 
blocked by the firewalls .  

 

5.3.1 The HttpConnection Inter face 

The HttpConnection interface is part of the package javax.microedition.io. This interface 
defines the necessary methods and constants for an HTTP connection [5.4]. It has the 
following signature:  

  public inter face HttpConnection  
 extends javax.microedition.io.ContentConnection 
 
The HTTP protocol is a request-response application protocol in which the parameters of 
the request must be set before the request is sent. The connection could be in one of the 
three following states:  

·  Setup: No connection yet  
·  Connected: Connection has been made, the request has been sent, and some 

response is expected  
·  Closed: Connection is closed� �

In the setup state the following methods can be invoked:  

·  setRequestMethod  
·  setRequestProperty  

For example, suppose you have this connection:  
 
  HttpConnection c = (HttpConnection)  
 Connector .open(" http://java.sun.com/developer" ); 
 
Then, you can set the request method to be of type POST as follows:  
 
  c.setRequestMethod(HttpConnection.POST); 
 
And likewise, you can set some of the HTTP properties. For example, you can set the 
User-Agent as follows:  
  c.setRequestProper ty(" User-Agent" ,  
 " Profile/MIDP-1.0 Configuration/CLDC-1.0" ); 
 
If there is a method that requires data to be sent or received from the server, there is a state 
transition from Setup to Connected. Examples of methods that cause the transition 
include:  
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  openInputStream 
  openOutputStream   i 
  openDataInputStream  
  openDataOutputStream  
  getLength  
  getType  
  getDate 
  getExpiration 
 

 

And while the connection is open, some of these methods that may be invoked:  

  getURL  
  getProtocol  
  getHost  
  getPor t  
 

 
 
5.4 Using XML in wireless Apllications  
 
In recent years , the Extensible Markup Language ( XML ) has been adpoted by more 
and more businesses as industry standard for data exchange and data sharing . XML 
provides a system-independent standard format for specifying the information exchanged 
over networks and between applications . 
 
The concept of XML is fairly simple , but the effectiveness it bring to the distributed 
computing is tremendous . From a developer’s perspective , Java makes your application 
portable among different platforms , and XML makes your data portable among different 
applications [5.5] .    
 
Transmitting  , storing and parsing XML data may not be an issue for traditional 
aplications running on desktops and servers , but they can become an issue for J2ME 
developers who are dealing with the CPU , memory and network bandwidth constraints of 
wireless devices . So you should use XML only when it makes sense or  absolutely 
necessary .           
 
 

5.4.1 Parsing XML in J2ME  
 
5.4.1.1 Multi-tier  System Architecture  
 
To understand why you might want to parse XML on a J2ME device, let©s first examine 
the architecture of a typical multi-tier application [5. 5]. Multi-tier  is one of those 
ubiquitous terms that means something different to just about everyone . 
 
Figure 5.4 show the typical multi-tier Architecture [ 5.5] 
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Figure 5.4   Typical multi-tier Architecture  
 

The current world is web-centric, so systems are often designed with HTML browsers as 
the clients. The client performs very little of the application processing and functions as a 
fancy kind of terminal. The bulk of the application runs on server which uses a database 
for persistent storage.  

As the wireless world began expanding, server vendors found that they could conveniently 
support wireless devices by adding support for WAP browsers. The underlying paradigm 
of the browser as front end to the application remains unchanged; the server is just serving 
WML over WAP in addition to HTML over HTTP.  

The figure also shows a standalone client, which could communicate with the application 
on the server in several different ways. The client could make HTTP connections, use 
RMI to manipulate remote objects, or implement a customized protocol. The chief 
advantage of having a standalone client in place of a browser is the chance to provide a 
richer user interface. The main disadvantage is the difficulty of client installation and 
maintenance.  

Where do MIDP clients fit in this picture? Keep in mind that with MIDP devices, 
everything is small, and this affects their utility as application clients.  

·  Network connection setup is slow.  
·  Data rates are slow.  
·  The processor is slow.  
·  Memory is scarce.  

Because of these constraints, MIDP client applications should be designed to be as small 
as possible. At the same time, they can feature a smooth and capable user interface that 
goes far beyond the user experience offered by a WAP browser.  
MIDP client have one other important characteristic as compared to WAP applications; 
the application can run offline and make updates to the server periodically. This is 
especially important with wireless networks, which are slower and less reliable than the 
desktop network you may be accustomed to. WAP applications, by contrast, require a 
network connection as the user moves from screen to screen.  
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The next figure [ 5.5  ]   shows one possible implementation of a multi-tier system that 
supports HTML browsers, WAP browsers, standalone clients, and MIDP clients.  
 
 

 
�        
    Figure  5.5    A Multi-tier Architecture with XML  [5.5]  

The figure shows one way of supporting multiple client types. Instead of creating custom 
server-side code for each client type, you write generic code that returns data as XML 
documents. Then you create transformations (using XSLT) that change the basic XML 
documents into whatever is required for the client device. Once set of transformations 
produces HTML for desktop browsers, while another set might produce the WML to 
support WAP browsers.  

But what kind of data do you send to the MIDP client? You send whatever you want, 
of course, anything from plain text to binary data. If you©re using XML on the server side, 
however, you may consider XML itself as a data exchange format. It makes your life 
pretty easy on the server side, for one thing. You might be able to send your basic XML 
documents unchanged, or you could create some simple transformations to send a more 
terse XML format to the MIDP device 

Sending XML from client to server offers XML©s usual advantages: the data is self-
describing and offers the opportunity to loosely couple the client and server.  

Sending XML to the client has another advantage. During the development cycle, you can 
use validating XML parsers in emulated clients to ensure that the documents the server 
generates are clean. By the time you try running the application on a real MIDP device, 
you©ll be pretty sure that the data it©s getting is good.  

The downside of XML is that it©s not a very efficient way of expressing data. On slow 
wireless networks, every byte counts. If you are considering XML as a data exchange 
format, do some testing with real devices first to familiarize yourself with the delays 
involved. On today©s wireless networks, latency is usually more of an issue than data 
transfer rate, so you may notice the larger message size of XML versus a binary format.  
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Parser  Roundup 

If there©s a slogan for XML parsers in the MIDP world, it might be "Don©t Supersize Me." 
Parsers are traditionally bulky, featuring lots of code and hefty runtime memory 
requirements. In MIDP devices, the memory available for code is usually small and 
individual applications may have a maximum code size. The Motorola iDEN phones, for 
example, have an upper limit of 50 kB on the size of a MIDlet suite JAR file. Aside from 
code size, the amount of memory available at runtime is also small. What you need is a 
parser that©s designed to be small and light .  

Open source parsers are attractive because they give you lots of control. You can 
customize a parser if you need additional features, and you can fix the parser if it has bugs.  

There are three fundamental parser types [5.5] . Which type you choose depends on how 
you want your application to behave and what types of documents you©re expecting to 
parse.  

1. A model parser  reads an entire document and creates a representation of the 
document in memory. Model parsers use significantly more memory than other 
types of parsers.  

2. A push parser  reads through an entire document. As it encounters various parts of 
the document, it notifies a listener object. (This is how the popular SAX API 
operates.)  

3. A pull parser  reads a little bit of a document at once. The application drives the 
parser through the document by repeatedly requesting the next piece.  

The following table summarizes the current offering of small XML parsers that are 
appropriate for MIDP.  
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XML is a viable choice for data transport to J2ME devices. XML is a good choice for 
some applications and not for others. If you need the decoupling that XML provides, or if 
you want to connect to an existing service using XML, or if the data exchange between 
server and client must be highly structured, then XML is an excellent choice, assuming 
you can pay the price of including an XML parser in your MIDlet. Small parsers are 
readily available and performance is acceptable, assuming you are careful about the design 
of your documents.  
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5.5 Summary  
 
IN this chapter you read about high-level API , low level API in J2ME MIDP . You aslo 
read about network programming basic in J2ME MIDP . And you aslo read about an 
introduction in using XML in wireless applications .  
 
The next chapter will show you an advanced MIDP networking mechanism : The 
Middleman Architecture that enable you to use Java sockets , RMI from MIDP-enabled 
devices . 
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Chapter   6   
 
Advanced MIDP Networking  
 
In the previous chapters you read about the  KVM , CLDC , MIDP and you have already 
known about their limitations , such as : The KVM does not support all the Java language 
and virtual machine features , either because they are too expensive to implement or their 
presence would impose security issuses . For Example , there is no support for object 
serialization , and consequently there is no support for Remote Method Invocation ( RMI ) 
either .  
 
HTTP is the only protocol a MIDP implementation must support, all other protocols are 
optional. For example, in the reference implementation from Sun, there is no support for 
either Transport Control Protocol (TCP) sockets or User Datagram Protocol (UDP) 
datagrams. 
 
The benefit of mobile applications , however , becomes real when you can access business 
data and Internet resources efficiently from anywhere you go . 
 
This chapter will show you an approach that enable you to use Java sockets and Remote 
Method Invocation (RMI ) and other Internet services from MIDP devices . This method 
is very impor tant and useful  . You will read about the method to enable you to use 
mobile agents from MIDP devices later , but first let I show you The Middleman 
Architecture .            
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6.1 The Middleman Architecture 

The Connected Limited Device Configuration (CLDC) provides a Generic Connection 
Framework that can be used to develop network-based applications. In addition, the 
Mobile Information Device Profile (MIDP) provides the HttpConnection interface, 
which is part of the javax.microedition.io package, that defines the necessary methods 
and constants for an HTTP connection [6.1].  

HTTP is the only protocol a MIDP implementation must suppor t, all other  protocols 
are optional.  

For example, in the reference implementation from Sun, there is no support for either 
Transport Control Protocol (TCP) sockets or User Datagram Protocol (UDP) datagrams.  

In addition, the K Virtual Machine (KVM) does not support all the Java language and 
virtual machine features. For example, there is no support for object serialization, and 
consequently there is no support for Remote Method Invocation (RMI) either 

CLDC and MIDP have no support for socket or datagram connections . There is no 
support for RMI [6.1] .  
 
Therefore, it is not possible to directly invoke socket- and RMI-based applications. As a 
solution man propose a middleman architecture that involves a servlet in the middle that 
accepts a request to open a socket connection or invoke a remote method. The servlet 
parses the client©s request (if necessary), processes it, and returns the results back to the 
client. This architecture is shown in Figure 6.1 [6.1]  . 
 
 
 

 
 
 
Figure 6.1    The Middleman Architecture [6.1] 
 
 
The Middleman Architecture uses HTTP protocol methods two Servlet , to send a 
request by using either the GET , POST or  HEAD method of HTTP . The Servlet in the 
middle accept a request to open a socket connection or invoke a remote method or other 
Internet service ( such as CORBA )  .    
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The client may use the eXtensible Markup Language (XML) to specify the request along 
with any parameters. The servlet would then parse the request, process it, collect the 
results, package them as an XML message, and serves it to the client 
 
The MIDP extends the CLDC connectivity to provide support for the HTTP protocol. 
MIDP provides the HttpConnection interface, which is a subclass of 
ContentConnection. The reason behind the HTTP support is the fact that HTTP can 
either be implemented using IP protocols (such as TCP/IP) or non-IP protocols (such as 
WAP). For example, a MIDP-enabled device may have no built-in support for the IP 
protocol. In such a case, it would utilize a gateway responsible for URL naming resolution 
to access the Internet. The idea of having MIDP supporting the HTTP protocol is very 
clever. For network programming, you can revert to the HTTP programming model, and 
your applications will run on any MIDP device, whether it is a GSM phone with a WAP 
stack, a Palm OS handheld, or a handheld device with Bluetooth.  

Some MIDP implementations, such as the one from Motorola, have support for TCP 
sockets and UDP datagrams and therefore a middleman is not needed [6.1].  

The middleman architecture, however , has its own advantages [6.1]:  

(1) Not all devices are IP-enabled.  
(2) It promotes loose coupling and therefore simplifies interactions between objects.  
(3) Enables you to use RMI, CORBA, or any distributed technology from a MIDP-

enabled device.  

 

6.2 HTTP Connection 
 
In MIDP-1.0 the only protocol that is guaranteed to be implemented is http . Through the 
class HttpConnection you can communicate with a web server or any remote device that 
supports HTTP . 

 

6.2.1    Portability  
 
The only Connection interface that is required in MIDP 1.0 is HttpConnection . If 
portability is a concern , use only this interface .  
 
HTTP is known as a  request/reponse protocol . A client initiates a request , sends it to a 
server with an address specified as a Uniform Resource Locator ( URL ) , and a response 
is returned from the server .  
 

6.2.2  Hyper text Transfer  Protocol  
 
The implementation of HTTP in MIDP 1.0 is based on version 1.1 . The HTTP 
specification can be downloaded from :  � � � � 6GG) ) ) � 
� � !� � � , G� !� G� !� � 7� 7� � C�  
 
The specification for URLs can be downloaded from :  
 
� � � � 6GG) ) ) � 
� � !� � � , G� !� G� !� � ; ( <� � C�  
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6.2.3   Request method  
 

HTTP is referred to as request/response protocol : a client requests information , a server 
sends a response .  
 
A client request , known as the request entity , consists of three sections :  
1) request method , 2) header  and  3) body .  
 
 
1)  There are three request methods avaiable using HttpConnection : 
 
Request                                       Description 
 
GET                                            Request information-data sent as part of URL 
POST                                          Request information –data sent in separate stream 
HEAD                                         Request only “  metainformation “  about a resource  
   
  
 
 2) Header  Information :  
 
The second part of a client request is header information . The HTTP protocol definers 
over 40 header fields . Some of the more common are Accept , Cache-Control , Content-
Type , Expires . I f-Modified-Since and User-Agent .   
 
Headers are set by calling setRequestProper ty( ). 
 
 
3) Body :  
  
Data to be trasferred from the client to the server is referred to as the body of the request . 
As mentioned , GET  sends the body as part of the URL . POST sends the body in a 
separated stream .  
 

6.2.4   Server  Response  
 
Once the client has package together the request method , header and body , and sent it 
over the network , it is now up to the server to interpret the request and generate a 
response known as the response entity . As with the client request , a server response 
consists of three sections : status line , header  and body . 
 
Status L ine     
 
The status line indicates the outcome of the client request . For HttpConnection , there are 
over 35 status codes reported . HTTP divides the codes into three broad categories based 
on the numeric value mapped to the code . 
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1xx – information 
2xx – success 
3xx – redirection 
4xx – client error 
5xx – server error  
 
 
When sending a response , a server includes the protocol version number along with the 
status code . Here are a few examples status line :  
 
HTTP/1.1   200   OK 
HTTP/1.1   400   Bad Request 
HTTP/1.1   500   Internal Server Error  
 
 
Headers  
 
Like the client , the server can send information through a header . These key value pairs 
can be retrieved in various shapes and forms through the methods in table 6.1  
 
 
Method                                                 Description 
 
String getHeadField(int n)                   Get header field value looking up by index  
String getHeadField(String name)       Get header field value looking up by name 
 
String getHeadFieldDate(String name,long def)     Get name field as a long 
 
String getHeadFieldInt(String name,int def)           Get name field as an integer 
 
String getHeadFieldKey(int n)             Get header field key using index 
Long getDate()                                     Get header field “date”  
Long getExpiration()                            Get header field “expires”  
Long getLastModified()                       Get header field “ last-modified”  
      
           
Table  6.1   
 

Body   

The body is the data sent from the server to the client . There are no methods defined in 
HttpConnection for reading the body . The most common means to obtain the body  is 
through the stream [6.2 p ] .   
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6.3 Java Servlet  
 

6.3.1   What are Java Servlets ?  

Servlets are Java programming language classes that dynamically process requests and 
construct responses.  

A servlet is a Java programming language class used to extend the capabilities of servers 
that host applications accessed via a request-response programming model. Although 
servlets can respond to any type of request, they are commonly used to extend the 
applications hosted by Web servers. For  such applications, Java Servlet technology 
defines HTTP-specific servlet classes [6.2].  

Servlets are Java technology©s answer to CGI programming. They are programs that run 
on a Web server and build Web pages. Building Web pages on the fly is useful (and 
commonly done) for a number of reasons  [6.2]: 

·  The Web page is based on data submitted by the user . For example the results 
pages from search engines are generated this way, and programs that process 
orders for e-commerce sites do this as well.  

·  The data changes frequently. For example, a weather-report or news headlines 
page might build the page dynamically, perhaps returning a previously built page if 
it is still up to date.  

·  The Web page uses information from corporate databases or  other  such 
sources. For example, you would use this for making a Web page at an on-line 
store that lists current prices and number of items in stock.  

 

6.3.2 What are the Advantage of Servlets Over  " Traditional"  CGI  ? 
 
Java servlets are more efficient, easier to use, more powerful, more portable, and cheaper 
than traditional CGI and than many alternative CGI-like technologies. (More importantly, 
servlet developers get paid more than Perl programmers :-).  

·  Efficient. With traditional CGI, a new process is started for each HTTP request. If 
the CGI program does a relatively fast operation, the overhead of starting the 
process can dominate the execution time. With servlets, the Java Virtual Machine 
stays up, and each request is handled by a lightweight Java thread, not a 
heavyweight operating system process. Similarly, in traditional CGI, if there are N 
simultaneous request to the same CGI program, then the code for the CGI program 
is loaded into memory N times. With servlets, however, there are N threads but 
only a single copy of the servlet class. Servlets also have more alternatives than do 
regular CGI programs for optimizations such as caching previous computations, 
keeping database connections open, and the like [6.2].  

·  Convenient. Besides the convenience of being able to use a familiar language, 
servlets have an extensive infrastructure for automatically parsing and decoding 
HTML form data, reading and setting HTTP headers, handling cookies, tracking 
sessions, and many other such utilities [6.2].  

·  Power ful. Java servlets let you easily do several things that are difficult or 
impossible with regular CGI. For one thing, servlets can talk directly to the Web 
server (regular CGI programs can©t). This simplifies operations that need to look up 
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images and other data stored in standard places. Servlets can also share data among 
each other, making useful things like database connection pools easy to implement. 
They can also maintain information from request to request, simplifying things like 
session tracking and caching of previous computations [6.2].  

·  Por table. Servlets are written in Java and follow a well-standardized API. 
Consequently, servlets written for, say I-Planet Enterprise Server can run virtually 
unchanged on Apache, Microsoft IIS, or WebStar. Servlets are supported directly 
or via a plugin on almost every major Web server [6.2].  

·  Inexpensive. There are a number of free or very inexpensive Web servers 
available that are good for "personal" use or low-volume Web sites. However, with 
the major exception of Apache, which is free, most commercial-quality Web 
servers are relatively expensive. Nevertheless, once you have a Web server, no 
matter the cost of that server, adding servlet support to it (if it doesn©t come 
preconfigured to support servlets) is generally free or cheap [6.2].  

 

6.3.3 The Big picture  
 
Business code, which is logic that solves or meets the needs of a particular business 
domain such as banking, retail, or finance, is handled by enterprise beans running in the 
business tier. Figure 6.2  shows how an enterprise bean receives data from client 
programs, processes it (if necessary), and sends it to the enterprise information system tier 
for storage. An enterprise bean also retrieves data from storage, processes it (if necessary), 
and sends it back to the client program [6.2].  

 

 

     Figure   6.2    Business and EIS ( Enterprise information system ) Tiers [6.2] 

 

6.3.4 Wr iting Service Method  
 
The service provided by a servlet is implemented in the service method of a 
GenericServlet, the doMethod methods (where Method can take the value Get, Delete, 
Options, Post, Put, Trace) of an HttpServlet, or any other protocol-specific methods 
defined by a class that implements the Servlet interface. In the rest of this chapter, the term 
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service method will be used for any method in a servlet class that provides a service to a 
client.  

The general pattern for a service method is to extract information from the request, 
access external resources, and then populate the response based on that 
information.  

For HTTP servlets, the correct procedure for populating the response is to first fill 
in the response headers, then retrieve an output stream from the response, and 
finally write any body content to the output stream. Response headers must always 
be set before a Pr intWr iter  or ServletOutputStream is retrieved because the 
HTTP protocol expects to receive all headers before body content.  

 
 
 
 

6.3.5   Getting Information from Requests  
 
A request contains data passed between a client and the servlet. All requests implement 
the ServletRequest inter face. This interface defines methods for accessing the following 
information [6.2] :  
 

·  Parameters, which are typically used to convey information between clients and 
servlets  

·  Object-valued attributes, which are typically used to pass information between the 
servlet container and a servlet or between collaborating servlets  

·  Information about the protocol used to communicate the request and the client and 
server involved in the request  

·  Information relevant to localization  
 
 
For example, The identifier of the book that a customer wishes to purchase is included as a 
parameter to the request. The following code fragment illustrates how to use the 
getParameter method to extract the identifier :  
 
Str ing bookId = request.getParameter (" Add" ); 
if (bookId != null) { 
   BookDetails book = bookDB.getBookDetails(bookId); 
 
You can also retrieve an input stream from the request and manually parse the data. To 
read character data, use the BufferedReader  object returned by the request©s getReader 
method. To read binary data, use the ServletInputStream object returned by 
getInputStream.  
 

HTTP servlets are passed an HTTP request object, HttpServletRequest , which contains 
the request URL, HTTP headers, query string, and so on.  

An HTTP request URL contains the following parts:  
 
http://<host>:<por t><request path>?<query str ing> 

  
The request path is further composed of the following elements:  
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Context path: A concatenation of a forward slash (/ )  with the context root of the servlet©s 
J2EE application.  
 
Servlet path: The path section that corresponds to the component alias that activated this 
request. This path starts with a forward slash (/ ) .  
 
Path info: The part of the request path that is not part of the context path or the servlet 
path.  
 
If the context path is /catalog, and the aliases are as listed in Table 6.2 then Table 6.3 gives 
some examples of how the URL will be broken down [6.2]:  
 
 
 
 
 
 
 
 
 

Table 6.2 Aliases  

Pattern Servlet 

/lawn/* LawnServlet 

/ * . j sp JSPSer vl et  

 
 
 
 

Table 6.3  Request Path Elements 

Request Path Servlet Path Path Info

/ cat al og/ l awn/ i ndex. ht ml / l awn / i ndex. ht ml

/ cat al og/ hel p/ f eedback. j sp / hel p/ f eedback. j sp nul l

 
Query strings are composed of a set of parameters and values. Individual parameters are 
retrieved from a request with the getParameter method. There are two ways to generate 
query strings:  
 

·  A query string can explicitly appear in a Web page. For example, an HTML page 
generated by CatalogServlet could contain the link  

 
   <a href=" /bookstore1/catalog?Add=101" >Add To Car t</a> 
  
CatalogServlet extracts the parameter named Add as follows:  
 
   Str ing bookId = request.getParameter (" Add" ); 
  

·  A query string is appended to a URL when a form with a GET HTTP method is 
submitted.  
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6.3.6   Constructing Response  
 
A response contains data passed between a server and the client. All responses implement 
the ServletResponse interface. This interface defines methods that allow you to do the 
following [6.2]:  
 

·  Retrieve an output stream to use to send data to the client. To send character data, 
use the Pr intWr iter  returned by the response©s getWriter method. To send binary 
data in a MIME body response, use the ServletOutputStream returned by 
getOutputStream. To mix binary and text data, for example, to create a multipart 
response, use a ServletOutputStream and manage the character sections 
manually.  

 
·  Indicate the content type (for  example, text/html), being returned by the response. 

A registry of content type names is kept by the Internet Assigned Numbers 
Authority (IANA) at:  

 
              ftp://ftp.isi.edu/in-notes/iana/assigments/media-types  
 

·  Indicate whether to buffer output. By default, any content written to the output 
stream is immediately sent to the client. Buffering allows content to be written 
before anything is actually sent back to the client, thus providing the servlet with 
more time to set appropriate status codes and headers or forward to another Web 
resource.  

 
·  Set localization information.  

 
 
 

HTTP response objects, HttpServletResponse , have fields representing HTTP headers 
such as  
 

·  Status codes, which are used to indicate the reason a request is not satisfied.  
·  Cookies, which are used to store application-specific information at the client. 

Sometimes cookies are used to maintain an identifier for tracking a user©s session  
 

 
 
6.4 Summary  
 
This chapter show you the Middleman Architecture , an advance mechanism that help you 
to use Java sockets , RMI from MIDP-enabled devices .  
 
Now , you properly known enough about  J2ME platform . It’s time for you to read about 
mobileagent technologies . In the next chapters you will read about mobile agents .       
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Chapter  7 
 
Introduction to Mobile Agents  
 
This chapter will give you an introduction  to the world of mobile agents , an merging 
technology that makes it much easier to design , implement , and maitain distributed 
systems . You will find that mobile agents reduce network traffic and provide an effictive 
means of overcoming network latency . Perhaps most important , through their ability to 
operate asynchronously and indenpently of the process that created them , they help you to 
contruct highly robust and fault tolerant systems , thereby directly or indirectly bebefiting 
the end user . 
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7.1   What’s a software Agent ?       
 
The question of what actually constitutes an agent and how it differs from other programs , 
has been heavily debated for several years . Altthough this debate is by no means over , 
we often see agents loosely defined as programs that assist people and act on their behalf . 
This is what we prefer to call the-end –user perspective of software agents [7.1].  
 
Agent ( End-User  Perspective ) .  
An agent is a program that assists people and acts on their behalf . Agents function by 
allowing people to delegate work to them [7.1].  
 
Althought this definitions is basically correct , it does not really get under the hood . 
Agents come in myriad different types and operate in many settings . They can be found in 
computer operating systems , networks , databases and so on . What properties do these 
agents share that constitute the essence of being an agent ? 
 
If you look at all these systems , you woulds find a property shared by all agents : the fact 
that they live in environment . They have the ability to interact with their execution 
environment and to act asynchronously and autonomously upon it . No one is required 
eiheir to deliver information to the agent or to consume any of its output . The agent 
simply acts continuously in pursuit of its own goals .        
  
Agent (Systems Perspective) :  
An agent is a software object that [7.1] 
 

·  Is situated within an excution environment 
·  Possesses the following mandatory properties :  

- Reactive : senses changes in the environment and acts according to those 
changes . 

- Autonomous : has control over its own actions  
- Goal – driven : is proactive  
- Temporally continuous : is continuously executing . 

           
·   And may possess any of the following orthogonal properties :  

- Communicative : able to communicate with other agents  
- Mobile : can travel from one host to another  
- Learning : adapts in accordance with previous experience  
- Believable : appears believable to the end user     

 
 

7.2  What’s a Mobile Agent ?  
 
Mobility is an orthogonal property of agents – that is , not all agents are mobile . An agent 
can just sit there and communicate with its surroundings by conventional means , such as 
various forms of remote procedure calling and messaging . We call agents that do not or 
can not move stationary agents .     
 
Stationary Agent :  A stationary agent executes only on the system where it begins 
execution. If it needs information that is not on that system or needs to interact with an 
agent on a different system , it typically uses a communication mechanism such as remote 
procedure calling ( RPC) .  
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In contrast , a mobile agent is not bound to the system where it begins execution . The 
mobile agent is free to travel among the hosts in the network . Created in one execution 
environment , it can transport its state and code with it to another execution environment 
in the network , where it resumes execution [7.1].  
 
By the term state , we typically mean the attribute values of the agent that help it 
determine what to do when it resumes execution at its destination . By the term code , we 
mean , in an object –oriented context , the class code necessary for the agent to execute . 
 
Mobile Agent :  A mobile agent is not bound to the system where it begin execution . It 
has the unique ability to transport itself from one system in a network to another . The 
ability to travel allows a mobile agent to move to a system that contains an object with 
which the agent wants to interact and then to take advantage of being in the same host or 
network as the object [7.1].  
 
 

7.3   Why Mobile Agents ?  
 
Here are some advantages by using mobile agents [7.1]: 
 

1) They reduce the network load : Distributed systems often rely on  
communications protocols that involve multiple interactions to accomplish a given task . 
This is especially true when security measures are enabled . The result is a lot of network 
traffic . Mobile agents allow you to package a conversation and dispath it to a destination 
host , where the interactions can take place locally ( see Figure 7-1) . Mobile agents are 
also useful when it comes to reducing the flow of raw data in the network . When very 
large volumes of data are stored at remote hosts , these data should be processed in the 
locality of the data rather than transferred over the network . The motto is simple : move 
the computations to the data rather than move the data to the computations .      
 

2) They overcome network latency :  Critical real-time systems , such as robots  
in manufacturing processes , need to respond in real time to changes in their environments 
. Controlling such systems through a factory network of a substantial size involves 
signnificant latencies . For critical real-time systems , such latencies are not acceptable . 
Mobile agents offer a solution , because they can be dispathced from a central controller to 
act locally and directly execute the controller’s directions .    
  

3) They encapsulate protocols :  When data are exchanged in a distributed  
system , each host owns the code that implements the protocols needed to properly code 
outgoing data and interpret incoming data , respectively . However , as protocols evolve to 
accommodate new requirements for efficiency or security , it is a cumbersome if not 
impossible task to upgrade protocol code properly . As a result , protocols often become a 
legacy problem . Mobile agents , on the other hand , can move to remote hosts to establish 
“  channel ”  based on proprietary protocols .  
 

4) They execute asynchronously and autonomously : Often , mobile devices  
must rely on expensive or fragile network connections . Tasks that require a continuously 
open connection between a mobile device and a fixed network probably will not be 
economically or technically feasible . To solve this this problems , tasks can be embedded 
into mobile agents , which can then be dispatched into the network. 
After being dispatched , the mobile agents become independent of the creating process and 
can operate asynchronously and autonomously ( see Figure 7-2) . The mobile decive can 
reconnect at a later time to collect the agent .  
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5) They adapt dynamically :  Mobile agents have the ability to sense their  
execute environment and react autonomously to changes . Multiples mobile agents possess 
the unique ability to distribute themselves among the hosts in the network so as to 
maintain the optimal configuration for solving a particular problem .  

 
6) They are naturally heterogenenous :  Network computing is fundamentally  

heteroneous , often from both a hardware and a software perspective . Because mobile 
agents are generally computer and transport layer independent and are dependent only on 
their execution enviroment , they provide optimal conditions for seamless system 
integration .    

 
7) They are robust and fault tolerant :  The  ability of mobile agents to react  

dynamically to unfavorable situation and events makes it easier to build robust and fault-
tolerant distributed systems . If a host is being shut down , all agents executing on that 
machine will be warned and given time to dispatch and continue their operation on another 
host in the network .  
 
 
 

 
 
Figure 7-1    Mobile Agents and Network Load Reduction [7.1]  
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     Figure 7-2     Mobile Agents and Disconnect Operation [7.1] 
 
 

7.4  Mobile Agent Applications     
 
Now let take a look at some applications that benefit from the mobile agent paradigm.[7.1] 
 
I ) Electronic commerce :  Mobile agents are well suited for electronic  
commerce . A commercial transaction may require real-time access to remote resources 
such as stock quotes and perhaps even agent-to agent negotiation . Different agents will 
have different goals and will implement and exercise different strategies to accommplish  
these goals . We envision agents that embody the intentions of their creator and act and 
and negotiate on their behalf . Mobile agent technology is a very appealing solution to this 
kind of problem .  
 
I I ) Personal assistance : The mobile agent´s ability to execute on remote hosts make it 
suitable for playing a role as an assistance capable of performing tasks in the network on 
behalf of its creator . The remote assistant will operate indenpenently of its limited 
network connectivity , and the creator can feel free to turn of his or her computer . To 
schedule a meeting with several other people , a user could send a mobile agent to interact 
with the representative agents of each of the people invited to the meeting . The agents 
could negotiate anmd estblish a meeting time .  
 
I I I )  Secure broker ing : An interesting application of mobile agents is in collaborations 
in which not all the collaborators are trusted . In this case , the parties could let their 
mobile agents meet on a mutually agreed secure host , where collaboration can take place 
without the risk of the host taking the side of one of the visiting agents .  
 
IV)  Distr ibuted information retr ieval :  Information retrieval is a popular example of a 
mobile agent application . Instead of moving large amount of data to the search engine so 
that it can create search indexes , you dispatch agents to remote information sources , 
where they locally search indexes that can later be shipped back to the origin. Mobile 
agents can also perform extended searches that are not constrained by the hours during 
which the creator’s computer is operational .  
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V)  Telecommunication network services :  Support and management of advanced 
telecomunication services are characterized by dynamic network reconfiguration and user 
customization . The physical size of these networks and the strict requirements under 
which they operate call for mobile agent technology to form the glue that keeps such 
systems flexible yet effective . 
 
VI) Workflow applications and groupware :  It is in the nature of workflow 
applications to support the flow of information between coworkers . The mobile agent is 
particularly useful here , because in addition to mobility it provides a degree of autonomy 
to the workflow item . Individual workflow items fully embody the information and 
behavior they need to move through the organization indenpendently of any particular 
application . 
  
VI I ) Monitor ing and notification : This classic mobile agent application highlights the 
asynchrronous nature of mobile agents . An agent can monitor a given information source 
without being dependent on the location from which it originates . Agents can be 
dispatched to wait for certain kinds of information to become avaiable . It is often 
important that the life spans of monitoring agents exceed or are independent of the 
computing processes that create them . 
 
 VI I I  )  Information dissemination : Mobile agent embody the so called Internet push 
model . Agents can disseminate information such as news and automatic software updates 
for vendors . The agents bring the new software components as well as the installation 
procedures directly to the customer’s personal computer and autonomously update and 
manager the software on the computer .  

      
 

IX)   Paralell processing : Given that mobile agents can create a cascade of clones in the 
network , one potential use of mobile agent technology is to administer paralell processing 
tasks . If a computation requires so much processor power that it must be distributed 
among multiple processors , an infrastruture of mobile agent hosts could be a plausible 
way to allocate the processes .  
  

 
7.5   Network Computing Paradigms :  
 
Let take a look at a brief overview and comparison of three programming paradigms for 
distributed computing : client-server  , code –on demand , and mobile agents . To see 
why mobile agents can revolutionize the design and development of distributed systems 
[7.1].     

 

 7.5.1   Client –Server  Paradigm 
 
In the client-server paradigm ( Figure 7-3) , a server advertises a set of services that 
provide access to some resources ( such as databases ) . The code that implements these 
services is hosted locally by the server . We say that the server holds the know-how . 
Finally , it is the server itself that executes the service and thus has the processor 
capability. If the client is interested in accessing a resource hosted by the server , the client 
will simply use one or more of the services provided by the server . Note that the client 
will simply use one or more “  intelligence”  to decide which of the services it should use . 
The server has it all : They know how , resources , and processor . So far , most distributed 
systems have been based on this paradigm . We see it supported by a wide range of 
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technologies such as remote procedure calling , object request brokers ( CORBA) and Java 
remote methode invocation ( RMI ) . 
 
 
 

 
 
         Figure 7-3    Client-Server Paradigm [7.1] 
 

7.5.2  Code-On-Demand Paradigm 
 
According to the code-on-demand paradigm ( Figure 7-4 ) , you first get the known- how 
when you need it . Support that a client initially is unable to execute its task because of a 
lack of code ( known-how ) . Fortunately , a host in the network provides the needed code 
. Once the code is received by the client , the computation is carried out in the client . The 
client holds the processor capability as well as the local resources . In contrast to the 
classical client-server paradigm , the client does not need preinstalled code because all the 
necessary code will be downloaded . We say that the client has the resources and 
processor , and the host has the known how .  
 
Java Applets and Servlet are excellent pratical examples of this paradigm . Applets get 
downloaded in Web browsers and execute locally , whereas Servlets get uploaded to 
remote Web servers and execute there .    
 

 
        Figure   7-4   Code-on-Demand Paradigm  [7.1] 
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7.5.3   Mobile Agent Paradigm  
 
A key characteristic of the Mobile Agent paradigm ( Figure 7-5 ) is that any host in the 
network is allowed a high degree of flexibility to posses any mixture of known-how , 
resources , and processors . Its processing capabilities can be combined with local 
resources . Known-how ( in the form of mobile agents ) is not tied to a single host but 
rather is avaiable throughout the network .  
 
If you compare these three paradigms , you will see the chronological trend toward greater 
flexibility . The client and the server have merged and become a host . The Applet and 
Servlet , while serving as client and server extenders , respectively , have been combined 
and improved with the emergence of mobile agents .        
 
 

 
   Figure  7-5     Mobile Agent Paradigm [7.1] 
 
 

 
 
7.6  The L ist of Mobile Agent Systems  
 
What kinds of mobile agent systems are avaiable ? Here is a list of some of the mobile 
agents framework exixts today : 
 
As of this writing , here is the list of the current mobile agents exits .  
 
But please do note this : The development of mobile agent technology are going very fast 
, so maybe it had come up some new mobile agents systems and versions that I do not 
know about , so this list is by no mean State-of-the ar t .    
 
This table provides a survey of current agent research projects.  
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7.7 Summary  
 
This chapter give you an introdution to Mobile agents technology . This defined a mobile 
agent as a agent that is not bound to the system where it begins execution . This has the 
unique ability to transport itself from one system in a network to another. 
 
This ability allows a mobile agent to move to a system that contains an object with which 
the agent wants to interact and then take advantage of being in the same host or network as 
the object  .  
 
The chapte also show you about the advantages of using mobile agents  .  It also discussed 
a number of application domains that benefit from mobile agent technology .  You have 
also read about why mobile agent paradigm can revolutionize the design and development 
of distributed system .      
 
The next chapter will show you the elements in mobile agent technology .  
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Chapter   8  
 
Elements of a Mobile Agent System 
 
This chapter will give you a basic understanding of the elements of a mobile agent system 
You will read about the basic conceptual model of mobile agents , which is based on two 
core concepts : agent and place . This chapter will cover the essentials of agent behavior : 
the creation and disposal of agents , their transfer over a network , and agent 
communication concepts .   
 
 

8.1    Agent and Place 
 
The two fundamental concepts in the mobile agent model are the agent and its execution 
environment [ 8.1 ], which term the place . Let us start with the agent .   
 

8.1.1  Agent 
 
A mobile agent is an entity that has five attribute : state , implementation , interface , 
identifier , and principals  ( see Figure 8.1 ) . When an agent moves in the network it takes 
these attributes along with it [8.1] . 
 

·  State : need fot the agent to resume computation after traveling . 
·  Implementation : needed for location –independent agent execution . 
·  Inter face : needed for agent communication 
·  Identifier  : needed to recognize and locate traveling agents . 
·  Pr incipals : needed to determine legal and moral responsibility . 

 
In this chapter , the basic assumption is that agents are contructed according to the 
principles of object-oriented programming . I expect the readers to be well versed in 
object-oriented programming and to known terms such as class , instantiation , state , 
and instance var iable .  
 
State    When an agent travels , it transport its state with it . It must do so in order to 
resume execution at the destination host , a characteristic of virtually all mobile agents . 
The agents’s state at any given time is a snapshot of its execution . For most programming 
languages we can partition the agent’s state into its execution state , which is its runtime 
state ( including its program counter and frame stack ) , and its object state , which is the 
value of the instance variables in the object . 
 
Agent are not always required to capture and transport their execution state with them in 
order to resume execution at the destination host . In many cases an approximation will be 
sufficient . The values of the instance variables can help the agent to determine what to do 
when it resumes execution at its destination . As you will see later , this is an 
approximation appropriate for Java-based  agents that generally cannot access their 
execution state . The Java language does not provide access to stack information ; even if 
it did , the differences in stack representations between Java virtual machines would make 
it impractical to succesfully transfer execution state in a heterogenous environment . 
  
Implementation  Like any other computer program , a mobile agent needs code in order 
to execute . When it travels , it has the option of either taking its implementation code or 
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going to the destination , seeing what code is already there , and retrieving any missing 
code over the network ( code –on –demand ) . The agent implementation should be both 
executable at the destination host and safe for the host to execute . Scripting and 
interpreted languages offer platform independence as well as a controlled execution 
environment featuring a security mechanism that restricts access to the host’s private 
resources .  
 
Inter face     An agent provide an interface that allows other agents and systems to interact 
with it . This interface can be anything from a set of method signatures that allow other 
agents and applications to access methods  on the agent to a messaging interface that 
allows agents to communicate in “  agentspeak “  such as the Knowledge Query and 
Manipulation Language ( KQML ) .  
 
KQML is a language for communication between agents . KQML offers a variety of 
message types , also known as performatives , that express an attitude regarding the 
content of the exchange . Performatives can also assists agents to process their requests.  
 
Identifier   Every agent has an identifier that is unique during its lifetime (immutable).  
Agents require identifies so that they can be identified and located via , for example , 
directory services . For example , the identifier can be a conjunction of the principals’s 
identifies and a serial number . Because an agent’s identifier is globally unique and 
immutable , it can be used as a key in operations that require a way of referring to a 
particular agent instance .      
 
Pr incipals   A principal is an entity whose identify can be authenticated by any system 
that the principal may try to access . A principal can be an individual , an organization , or 
a corporation . An identity consists of a name and possibly other attributes . For agents we 
find at least two main principals : 
 

·  Manufacturer  : the author ( the provide of the agent implementation ) . 
·  Owner  : The principal that has the legal and moral responsibility for the agent’s 

behavior ( the creator of the mobileagent framework ) . 
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                Figure 8-1   Agent  Properties  [8.1] 

   

   

8.1.2  Place 
 
Now  that you have seen  the primary agent attributes , you are ready to read about the 
environment in which agents operate . Let begin by starting that agents , not surprisingly , 
travel between places . The most common view of a place is that it is a context in which an 
agent can execute ( see Figure 8-2 ) . You can regard it as an entry point for a visiting 
agent that wishes to execute . The place provide a uniform set of services that the agents 
can rely on irrespective of its specific location . You can regard the place as the operating 
system for the agent .  Four concepts play an important role in places [8.1]. 
 

·  Engine : workhorse and virtual machine for one or more places . 
·  Resources : databases , processors , and other services provided by the host  
·  Location : the network address of a given place . 
·  Pr incipals : those leagally responsible for the operation of a place .  

 
Engine    Places cannot themselves execute agents . To do that , agents  must reside inside 
an engine . Man use the term engine to reflect the fact the the engine serves as the 
workhorse or virtual machine for places and their agents . Its also provides places and 
agents with links to the underlying network and other resources provided by the host . In 
this model , engine is more a physical entity than a concept . In a Java-based mobile agent 
system , the engine is likely to be identical with the Java-virtual machine and the operating 
systems .  
 
The engine defines a hierarchical structure ( see Figure 8-3 ) . A given computer in a 
network can host multiple engines ; each engine holds multiple places , and each place 
contains multiple agents . The fact that an engine can contain more than one place requires 
that places have unique names  within an engine . Some agent systems may not have an 
explicit place concept . In such a systems you should regard the engine itself as a sort of 
place [8.1].  
 
Resources   Together ; the engine and place provide controlled access to local resources 
and services such as networks , databases , processors , and memory , disks , and other 
hardware as well as software services . 
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Location  Location is an important concept for mobile agent . The location of an 
executing agent is defined as the combination of the name of the place in which it executes 
and the network address of the engine in which that place resides . This location will 
typically be written as an Internet Protocol ( IP ) address and a port of the engine with a 
place name attribute [8.1].  
 
Pr incipals  Like an agent , a place has two principals . A place is associated with 
authorities that identify the person or organization for which the place acts ( place master ) 
as well as the manufacturer of the place . The manufacturer is the author ( provider ) of the 
place implementation , and  the place master is the principal that has the responsibility for 
the operation of the place .  
 
 

 
 
     Figure 8-2   Place and Engine [8.1] 
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                           Figure 8-3   The Agent Model Pyramid [8.1] 
 
 
 

8.2   Agent Behavior  : Creation and Disposal 
 
Now that you  have read about  the basic concepts of the agent model , you can move on 
to look at the behaviors associated with the creation and transfer of agents . First , let’s 
look at the creation and disposal . 
 
An agent gets created in a place . The creation can be initiated either by another agent 
residing in the same place or by another agent or nonagent system outside the place[8.1] .      
 
 
 The creator is required to authenticate itself to the place , establishing the authority and 
credentials that the new agent will possess . The creator can also supply initialization 
arguments for the agent . The class definition needed to instantiate the agent can be 
present on the local host or a remote host or , if necessary , can be provided by the creator. 
Creation involves three steps [8.1]: 
 
 

1) Instantiation and identifier  assignment .  The  class definition (implementation) 
is loaded and made executable , and the agent object is instantiated . The agent 
class specifies both the interface and the implementation of the agent . The place 
assigns a unique identifier to the agent.  

 
2)  Initialization . The agent is given a chance to initialize itself using any 

initialization arguments provide by the creator . Only when the initialization has 
been completed can the agent assume that it has been fully and correctly installed 
in the place .  

 
3) Autonomous execution : After being fully installed in the place , the agent starts 

execution . It is now capable of executing independently of other agents in the 
same place .  
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How does an agent end it life ? Most likely it gets disposed of in a place . The 
disposal can be initiated by the agent itself , by another agent residing in the same 
place , or by another agent or nonagent system outside the place . An agent can 
also be disposed of by the system for one of the following reasons [8.1] : 
 

 
1)  End of lifetime : the given lifetime of the agent has expired  
 
2)  No use : no one refers to or uses the agent  

 
3)  Secur ity violation : the agent has voilated the security rules  

 
4)  Shutdown : the system is shutting down. 

 
 
 
      Disposing of an agent is a two step process [8.1] : 
 
 

1) Prepar ing for  disposal . The agent is given a chance to finalize its current task 
before it is disposed of . 

 
2) Suspension of execution . The place suspends the execution of the agent .     
 
 

      

8.3    Agent Behavior  : Transfer   
 
The transfer process (see Figure 8-4) can be initiated by the agent itself , by another agent 
residing in the same place , or by another agent or nonagent system outside the place . The 
agents its then dispatched from its current place ( origin ) and received by the specified 
place ( destination ) .  
 
The origin place and the destination place manage the dispath process . When the origin 
place contacts the detination place , the detination place can either fulfill the travel request 
or return a failure indication to the origin . If the origin place cannot contact the 
destination place , it must return a failure indication to the agent [8.1].   
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         Figure 8-4  Agent Transfer  [8.1] 
 

8.3.1 Dispatching an Agent   
 
When a mobile agent is preparing for a trip , it must be able to identify its destination . If 
the place is not specified , the agent runs in a default place selected by the destination 
agent system . Once the location of the destination is established , the mobile agent 
informs the local agent system that it wants to transfer itself to the destination agent 
system . This message is replayed via an internal API between the agent and the agent 
system . When the agent system receives the agent’s trip request , it should do the 
following [8.1] : 
 
Suspend the agent . The agent  is warned about the imminent transfer and is allowed to 
prepare for departure ( complete its currents task ) . When that is done , it execution thread 
is halted .  
 
Serialize the agent . The agent – that is , its state and the agent class –is serialized by the 
engine . Serialization is the process of creating a persistent representation of the agent 
object that can be transported over a network . Serialization of the agent may include the 
execution state ( stack frames ) .  
        
Encode the serialized agent . The engine now encodes the serialized agent  
for the chosen transport protocol .  
 
Transfer the agent  . The engine establishes a network connection specified      destination 
host and transfers the encoded serialized agent . 
 

8.3.2 Receiving an Agent       
 
Before an engine receives an agent , the engine must determine whether it can accept an 
agent from the sending host . Only after the sender has successfully authenticated itself to 
the receiving engine will the actual data transfer take place [8.1] . 
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1) Receive the agent : when the destination engine agrees to the transfer , the 

encoded agent is received .  
2) Decode the agent : the engine decoded the incomming data stream .  
3) Deser ialize the agent : the persistent representation of the agent is deserialized. 

The agent class is instantiated , and the transferred agent state is restored .  
4) Resume agent execution . the re-created agent is notified of its arrival at the              

destination  place . It can now prepare to resume its execution and is given a new 
thread of execution .  

 

8.3.3 Agent Class Transfer  
 
The agent cannot resume execution in the destination engine without its class being 
present . Fortunately , there are several ways to make the class avaiable for the destination 
engine , depending  on the location of the class [8.1]: 
 

·  Class at destination  . If the class is already avaiable at the destination , either in 
the engine’s class cache or in the local file system ,there is no need to transfer the 
class ( see figure 8-5a ) . The transferred agent need contain only the information 
required to identify the class , such as the full class name and discriminator . It 
may also contain additional information that describes the location of the class 
definition . 

     
·   Class at or igin . If the class is located at the origin , as will often be the case , it 

can easily be transported with the agent’s state to the destination engine ( see 
Figure 8-5b ) .   However ,  that classes in this scheme can easily get transported 
to the destination engine more than once , pershaps leading to inscreased network 
traffic and wasted network bandwidth .  

 
·  Code on the demand . In this case , the class is avaiable from a server and the 

destination engine can retrive the class on a code –on -demand basic ( see Figure 
8-5c ) . Note that the destination engine in this case must perfome an additional 
network connection to retrieve the class .  

 
     
After an agent has been instantiated , it often creates other objects . Clearly ,the classes of 
these objects are needed for their instantiation and continued execution . If any of these 
classes is not avaiable at the destination engine , it must be transferred either from the 
origin or the sender of the agent . There is a choise of policies for transfer of auxiliary 
classes . Either the agent can decide to bring all the needed classes in the first place , or 
auxiliary classes can be brought on a per-request basis .  
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          Figure 8-5   Agent class Transfer : (a) Class at destination , (b) Class at Origin ,  
           ( c ) Class ar Server  [8.1] 
  
 
 

8.4    Communication 
 
Agents can communicate with other agents residing within the same place (intraplace) or 
with agents residing  in other places ( interplace and interengine ) . An agent can invoke a 
methode of another agent or send it a message if it is authorized to do so . In general 
,agent messaging can be peer-to-peer or broadcast . Broadcasting is a one –to-many 
messaging scheme . It allows a single agent to post a message to a group of agents ( 
subscribes ) and is a useful mechanism in multiagent systems . 
 
Interagent communication can follow three different schemes [8.1]:   
 
Now - type messaging .  This is the most popular and commonly used messaging scheme . 
A now type message is synchronous and blocks futher execution until the receiver of the 
message has completed the handling of the message and replied to it  .  
 

·  Future –type messaging .  A future message is asynchronous and does not block 
the current execution . The sender retains a handle ( a future ) which can be used 
to obtain the result . Because the sender does not have to wait until the receiver 
responds and sends the reply ,this messaging scheme is flexible and is particular 
useful when multiple agents communicate with one another . 

 
·  One way –type  messaging  .  A one way –type message is asynchronous and 

does not block the current execution  . The sender wil not retain a handle for this 
message , and the receiver will never have to reply to it . This messaging scheme 
is convenient when two agent are allowed to engage in a loosely connected 
conversation in which the message-sending  agent does not expect any replies  
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·  from the message-receiving agent.Some times this scheme termed   fire –and - 

forget .      
 

 
8.5    Summary 
 
This chapter show you the elements of mobile agent technology , in the next chapter you 
will see why Java is a good language or tool to develop mobile agent framework .  
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Chapter  9 
 

Mobile Agents with Java  
 
This chapter will show you why Java is a powerful tool for agent development . The 
chapter will also direct your attention to some shortcomings in Java language systems that 
have implications for the design and use of Java-based mobile agent systems .   
 

9.1 Agent Character istics of Java : Benefits  
 
Java is an object-oriented , network –savy programming language . Some people call it “  a 
better C++ , “  , one that omits many rarely used , confusing features of C++ . Other call it 
the language of the Internet . Actually , Java is an excellent vechile for mobile agents . Let 
us look at some of the properties of Java that make it a good language for mobile agent 
programming [9.1] .  
 

9.1.1 Platform Independence  
 
Java is designed to operate in heterogeneous environments . To enable a Java application 
to execute anywhere on the network , the compiler generates archtitecture neutral byte 
code as opposed to nonportable native code . For this code to be executed on a given 
compute , the Java runtime system must be present . The Java language has no platform –
dependent aspects . Primitive data types are rigorously specified and are not dependent on 
the underlying processor or operating systems . Even libaries are platform –independent 
parts of the systems . For example , the window library provides a single interface of the 
GUI that is independent of the underlying operating system . It allows us to create a 
mobile agent without knowing the types of computers it is going to run on [9.1].    
 

9.1.2 Secure Execution 
 
Java is intended for use on the Internet and intranets , and the demand for security has 
influenced the design in several ways . For example , Java has a pointer model that 
eliminates the possibility of overwriting memory and corrupting data . Java simply does 
not allow illegal type casting or any pointer arithmetic . Programs are no longer able to 
forge access to private data in objects that they do not have access to , an arrangement that 
prevents a certain category of viruses . Even if someone tampers with the byte code , the 
Java runtime system ensures that the code will not be able to violate the basic semantics of 
Java . Java also has a security manager to check all potentially unsafe operations , such as 
file access and network connections , to determine wherether the given  program is 
permitted to perform these operations . Overall , the security architecture of Java makes it 
reasonably safe to host an untrusted agent , because it cannot tamper with the host or 
access private information [9.1].       
   

9.1.3 Dynamic Class Loading  
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This mechanicsm allows the virtual machine to load and define classes at runtime . 
It provides a protective name space for each agent , thus allowing agents to execute safely 
and independently of each other . The class-loading mechanism is extensible and enables 
classes to be loaded via the network [9.1].  
 

9.1.4 Multithread Programming  
 
Agents are by definition autononous ; an agent executes independently of other agents 
residing within the same place . Allowing each agent to execute in its own lightweight 
process , also called a thread of execution , is a way of enabling  agents to behave 
autonomously . Fortunately , Java not only allows multithread programming but also 
supports a set of synchronization primitives that are built into the language . These 
primitives enable agent interaction [9.1].     
 

9.1.5 Object Ser ialization  
 
A key feature of mobile agents is that thay can be serialized and deserialized . Java 
conveniently provides a built-in serialization mechanism that can be represent the state of 
an object in a serialized form sufficiently detailed for the object to be reconstructed later . 
The serialized form of the object must be able to identify the Java class from which the 
object’s state was saved and to restore the state in a new instance.  Objects often refer to 
other objects . To maintain the object structure , these other objects must be stored and 
retrieved at the same time . When an object is stored , all the objects in the graph that are 
reachable from that object are also stored [9.1] .   
 
 

9.1.6 Reflection  
 
Java code can discover information about the fields , methods , and construtctors of loaded 
classes and can use reflected fields , methods , and constructors to operate on their 
underlying counterparts in objects , all within the security restrictions . Reflection 
accommodates the needed for agents to be smart about themselves and other agents [9.1] .  
 
 

9.2 Agent character istics of Java : Drawbacks    
 
Although the Java language system is highly suitable for creating mobile agents , we 
should be aware of some significant shortcomings . Some of them can be worked around ; 
others are more serious and have implications for the overall conceptual design and 
deployment of Java.-based mobile agent systems [9.1].  
 

9.2.1 Inadequate Suppor t for  Resource Control    
 
The Java language system provides no mean for us to control the resources consumed by a 
Java object . For example , an agent can start looping and waste processor cycles , and it 
can also start consuming memory resources . These two examples relate to a specific type 
of security attack termed denial of service . In once of the most feared types of attack by 
mobile agents , agent swarm into a computer and take over all its resources , making it 
impossible for the operator to control the computer . Unfortunately , Java provides no way 
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for the host to limit the processor and memory resources allocated by a given object or 
thread .  
 
A related issue ( which actually goes beyond Java ) is the ability of the agent to allocate 
resources external to the program , for example by opening files and sockets and creating 
windows . The agent’s allocation of these resources can be controlled , but once the agent 
is disposed of or dispatched to another host these resources must be released . However , it 
is difficult to do so , because Java provides no support for binding such resources to a 
specific object . So we may see a mobile agent that forget its GUI and leaves behind an 
open window on our display when it leaves for another host [9.1]. 
 

9.2.2 No protection of References     
 
A Java object’s public methods are available to any other object that has a reference to it . 
Because there is no concepts of a protected reference , some objects are allowed access to 
a larger set of public methods in the Java object’s interface than others are . This access is 
important for the agent . There is no way that the agent can directly monitor and control 
which other agents are accessing its methods .  
 
A practical and powerful soultion to this problem is to insert a proxy object between the 
caller and the callee to control access . This approach not only provides protection of 
references but also offers a solution to the problem mention next [9.1]. 
 

9.2.3 No Object Ownership of References      
 
No one owns the references to a given object in Java . For an agent , this mean that we can 
take its thread of execution away from it , but we cannot explicitly void the agent ( object ) 
itself . This is a task for the automated garbage collector . At present , the garbage 
collector will not reclaim any object until all references to the object have been voided . 
So if some other agent has a reference to our agent , it will unavoidably open a loophole 
for that agent to keep our agent alive against our will . All we can do is to repeat the 
warning against giving away direct references to agents in Java . The fortcoming Java 
Development Kit ( JDK) 1.2 provides support for weak reference , which will solve this 
problem [9.1].     
 

9.2.4 No Suppor t for  Preservation and Resumption of the Execution 
State  

 
It is currently impossible in Java to retrieve the full execution state of an object . 
Information such as the status of the program counter and frame stack is permanently 
forbidden territory for Java programs . Therefore , for a mobile agent to properly resume a 
computation on a remote host , it must rely on internal attribute values and external events 
to direct it . An embedded automaton can keep track of the agent’s travels and ensure that 
computations are properly halted and properly resumed [9.1].     
 
 

9.3 Summary  
 
This chapter show you why Java is a powerful tool for agent development . Because of its 
ability  to operate in heterogeneous environments , to enable a Java application to execute 
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anywhere on the network . It allows us to create a mobile agent without knowing the types 
of computers it is going to run on .    
 
The chapter also show you about the drawbacks of Java . Although the Java language 
system is highly suitable for creating mobile agents , It still have some significant 
shortcomings , as : Inadequate suuport for resource control , no protection of references , 
no object ownership of references , no support for preservation and resumption of the 
execution state   .  
 
Some can be worked around , others are more serious and have implications for the overall 
conceptual design and deployment of  Java-based mobile agent systems .         
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Chapter   10 
 
The Java Environment  
 
If you are using Java technology to create mobile agent , you have to known about the  
overview of this techonoly , that mean , you must known how the Java environment works    
 
This chapter will show you the architecture of the Java enviroment , the Java Virtual 
Machine , the class loaders .   
 
This chapter will also give you an introduction to Java Sockets , because I use the socket 
connection to transfer a one-way communication ( only from client to server on 
AgentWrapper ) to be able to deliver the request from the user to mobileagent .You will 
see this in the Prototype in chapter 13 . 
 
I will not describe Java RMI ( Remote Method Invocation ) and CORBA( Common 
Object Request Broker Architecture ) here because I don’ t had time to write that and also 
because I don’ t use these technologies in my Prototype .   
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10.1 Basics of a Typical Java Enviroment  
 
Java systems generally consists of several parts : an environment , the language , the Java 
Applications Programming Interface ( API ) , and various class libraries . The following 
discussion explains a typical Java program development enviroment as shown in figure 
10.1  
 
Java program normally go through five phases to be executed ( figure 10.1) . These are : 
edit , compile , load , ver ify , and execute .        
 
Phase 1 consists of editing a file . This is accomplished with an editor programs . The 
programmer typer a Java program using the editor and make corrections if neccesary . The 
program is then stored on a secondary  storage device such as a disk . Java file name end 
with  .java   extension  
 
In Phase 2 , the program gives the command javac to compile the program . The Java 
compiler  translates the Java program into bytecodes – the language understood by the 
Java interpreter . To compile a program called Welcome.java , type :  
  
                                            javac Welcome.java  
 
If the program compiles correctly , a file called Welcome.class will be produced . This is 
a file containing the bytecodes that will be interpreted during the execution phase . 
 
Phase 3  is called loading . Before a program can be executed , the program must first be 
placed in memory . This is done by the class loader   which takes the    .class   file  
contaning the bytecodes and transfer it to memory . The  .class    file  can be loaded from a 
disk on your system or over network . The class loader   begin loading  .class  files in two 
situations . For example , the comand : java  Welcome invokes the java interpreter for the 
Welcome program and causes the class loader to load information used in the Welcome 
program . The welcome program is referred to as an application . Application are 
programs that are executed by the Java interpreter . 
 
Before the bytecodes are executed by the Java interpreter or the Appletviewer , they are 
verified by the bytecode ver fifier  in phase 4 .  This ensures that the bytecodes are valid 
and that they do not violate Java’s security restrictions . Java must enforce strong security 
because java program arriving over the network could potentially cause damage to your 
files and your systems  
 
Finally in phase 5 , the computer , under  the control of its CPU , interpreters the 
program one byte at a time .  
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Figure 10-1   A typical Java enviroment  

 
 
 
 
10.2 The Java Vir tual Machine  
 

10.2.1   What is the Java Vir tual Machine (JVM ) ? 
 

·  A set of instructions and definition of the meanings of those instructions . These 
instructions are called bytecodes. 

·  A binary format called the class file format , which is used to convey bytecodes 
and related class infrastructure in a platform –independent manner . 
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·  An algoritme for identifying programs that cannot compromise the integrity of 
the JVM . This algoritme is called verification . 

 
Organization of the JVM : The JVM is divided into four conceptual data spaces :  
 

·  Class area : where the code and constant are kept 
·  Java stack : which keeps track of which methods have been called and the data 

associated with each method invocation  
·  Heap :  where objects are kept 
·  Natice method stacks : for supporting native methods  

 
At the center of all Java technologies is a Java virtual machine. A Java virtual machine 
allows applications written in the Java programming language to be portable across 
different hardware environments and operating systems. The virtual machine mediates 
between the application and the underlying platform, converting the application©s 
bytecodes into machine-level code appropriate for the hardware and operating system 
being used. In addition to governing the execution of an application©s bytecodes, the 
virtual machine handles related tasks such as managing the system©s memory, providing 
security against malicious code, and managing multiple threads of program execution. 

 
 
10.3 What are sockets ? 
 
Sockets are analogs to telephones in the sense that they provide the user with an interface 
to the network just as telephones provides the users with an interface to the telephone 
system .  
 

10.3.1   Types of Sockets 
 
Three kinds of sockets may be used : SOCK_STREAM ,  SOCK_DGRAM , and 
SOCK_RAW [10.1] . 
 
SOCK_STREAM provides byte-to-byte stream communication , and it can be used for 
transmissions in either direction . SOCK_DGRAM is used for datagram connection , and 
it can also be used in either direction . SOCK_RAW is provied for user who want a high-
level of control over message tranmission . This interface , for example , may permit the 
user to specify the exact path to use when sending packets over the complicated network . 
Because of the security reason , Java doesn’ t support the SOCK_RAW type of sockets . 
 

10.3.2   TCP/IP  and UDP/IP communication 
 
You can use two communication protocols for sockets programming : datagram 
communication and stream communication . Both are supported in Java . 
 

1) Datagram communication : known as UDP, is a connectionless protocol , meaning 
that each time you send datagrams , you also need to send the local socket 
descriptor and the receiving socket’s address . As you can tell , additional data 
must be sent each time a communication is made . 

2) Stream communication : The Stream communication is known as TCP . Unlike 
UDP , TCP is a connection –oriented protocol . In order to communicate over the 
TCP protocol , a connection must first be establish between the sockets . While 
one of the sockets listen for a connection request ( server) , the other ask for a 
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connection ( client ) . Once two sockets have been connected , they can be used to 
transmit data in both directions . Now , you may ask , What protocol I should use ?  
The answer depend on the client/server application you are writing , the next point 
describes the differences between the UDP and the TCP protocol . 

 

10.3.3   UDP vs TCP 
  
In UDP , every time you send a datagram , you have to send the local descriptor and the 
sockets address of the receiving socket along with it . That is not necessary with TCP , but 
since TCP is a connected oriented protocol , a connection must be establish between the 
sockets before communication begins  . Therefore , there is a connection setup time in 
TCP , but more information is neeed for UDP . 
 
In UDP , there is a size limit of 64 kb on datagrams you can send to a specific location , 
while in TCP there is no limit . Once a TCP connection is established , the pair of sockets 
behaves like streams , all avaiable data are read immediately in the order in which they are 
received [10.1].  
 
UDP is an unreliable protocol , there is no guaranteed that the datagrams you send will be 
received in the same order by the receiving socket . In comparation . TCP is a reliable 
protocol ; it is guaranteed that the packets you send will be received .  
 
In short , TCP is useful for implementing network sevices ( such as remote login ( rlogin , 
Telnet  ) and FTP ) which required data of indefinite length to be transferred . UDP is less 
complex and incurs fewer overheads . It is often used in implementing client /server 
applications in distributed systems built over local are networks . You are bether off using  
TCP since it provides reliable , connection-oriented communications . Programs only use 
UDP if the application protocol handles reliability , the application requires multicast , or 
the application cannot tolerarate the overhead involved in TCP [10.1]. 

 

10.3.4   Sockets  Programming in Java 
 
DataStream:  
 
With Sockets , informations is read and written by wrapping it up in various kinds of 
streams . You can write information by constructing an OutputStream ( which provide the 
write()   method) , and you can write information by constructing an InputStream ( which 
provide the read() method ) . When a socket connection is successfully established , each 
end point create an InputStream and an OutputStream , The InputStream is created using 
getInputStream() , and the OutputStream is created using getOutputStream() , These 
streams allow you to read and write either single or multiple bytes , here are some of the 
other streams included in the java.io package [10.1]: 
 

·  BufferedReader and BufferedWriter buffer data while reading or writing , thus 
reducing the number of accesses required on the original data , Note that buffered 
streams are more efficient than nonbuffered streams . 

·  FilterInputStream and FilterOutputStream are constructed using an instance of 
nonbuffered InputStream and OutputStream . They improve performance by 
caching and flushing . 

·  DataInputStream and DataOutputStream provide high-level services for reading 
and writing primitive datatypes . 
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·  FileReader , FileWriter , FileInputStream and FileOutputStream are used 
collectively to read from or write to a file . 

 
It is important to note that data streams are not object –friendly [10.1] ,   

      
 
TCP Sockets :  
 
TCP socket connection are created through the Socket class . There are four steps 
programming a client or a server using sockets [10.1]: 
 

1) Opening a socket  
2) Creating a data input stream 
3) Creating a data output stream 
4) Closing the socket(s) 

 
 Opening a socket :  
 
If you are programming a client , opening the socket like this : 
 
Socket  myClient  = null; 
try  {   
         /*   value host is the name of the host you want to connect to * /  
          myClient = new Socket(“host” ,  portNumber) ; /*  port number of the server * /    
}   catch ( UnknownHostException uhe) {  
          uhe.printStackTrace(); 
}  catch (IOException e) {  
          e.printStackTrace(); 
}  
 
 
If you are programming a server , open a socket like this : 
 
Set up a server  : 
 
public static final int portNumber = 9000 ; /*  you can choose an other port number * / 
ServerSocket  myService =  null; 
try {   
          myService = new ServerSocket (portNumber); 
}  catch (IOException ioe) {   
          ioe.printStackTrace(); 
}   
 
When you are implementing a server , you also need to create a socket object from the 
ServerSocket in order to listen for and accept connections from clients . As following : 
 
Socket serviceSocket = null; 
 
 try {  
            serviceSocket = myService.accept(); 
}  catch (IOException iex) {  
            iex.printStackTrace(); 
}  
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Create an input stream 
 
On the client side , you can use the BufferReader class to receive a respond from the 
server , this is done as follow : 
 
BufferReader is = null; 
 try {  
     is = new BufferedReader(new InputStreamReader( myClient.getInputStream()); 
}  catch(IOException ioe)  {  
     ioe.printStackTrace(); 
}  
 
On client side , you can also use the DataInputStream class to receive a repond from 
server , like this : 
 
DataInputStream is = null; 
 try {  
     is = new DataInputStream( myClient.getInputStream()); 
}  catch(IOException ioe)  {  
     ioe.printStackTrace(); 
}  
 
 
On the server side : 
 
You can use BufferedReader to receive input from the client : 
 
BufferedReader  is = null; 
try {  
         is = new BufferedReader(new InputStreamReader(serviceSocket.getInputStream()); 
}  catch(IOException e)  {  
     e.printStackTrace(); 
}  
 
 
You can also use DataInputStream : 
 
DataInputStream  is = null; 
try {  
         is = new DataInputStream(serviceSocket.getInputStream()); 
}  catch(IOException e)  {  
     e.printStackTrace(); 
}  
 
 
Create an output stream: 
 
On client side : 
 
DataOutputStream os = null; 
try {  
          os = new DataOutputStream( myClient.getOutputStream()); 
}  catch(IOException e) {  
          e.printStackTrace(); 
}  



 111 

 
On the server side : 
 
DataOutputStream os = null; 
try {  
          os = new DataOutputStream(serviceSocket.getOutputStream()); 
}  catch(IOException e) {  
          e.printStackTrace(); 
}  
 
 
Closing sockets 
 
On client side : 
 
try {  
          os.close(); 
          is.close(); 
          myClient.close(); 
}  catch (IOException io)  {  
         io.printStackTrace(); 
 
}  
 
 
On server side :  
 
 try {  
          os.close(); 
          is.close(); 
          serviceSocket.close(); 
}  catch (IOException io)  {  
         io.printStackTrace(); 
 
}  

 
       
10.4 The Custom Class loader 
 
The class loader concept, one of the cornerstones of the Java virtual machine, describes 
the behavior of converting a named class into the bits responsible for implementing that 
class. Because class loaders exist, the Java run time does not need to know anything about 
files and file systems when running Java programs.  
�
What class loaders do ?  
 
Classes are introduced into the Java environment when they are referenced by name in a 
class that is already running. There is a bit of magic that goes on to get the first class 
running (which is why you have to declare the main() method as static, taking a string 
array as an argument), but once that class is running, future attempts at loading classes are 
done by the class loader [10.2] .  
 
At its simplest, a class loader creates a flat name space of class bodies that are referenced 
by a string name. The method definition is:  
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Class r  = loadClass(Str ing className, boolean resolveI t);  
 
The variable className contains a string that is understood by the class loader and is used 
to uniquely identify a class implementation. The variable resolveI t is a flag to tell the 
class loader that classes referenced by this class name should be resolved (that is, any 
referenced class should be loaded as well).  
 
All Java virtual machines include one class loader that is embedded in the virtual machine. 
This embedded loader is called the pr imordial class loader . It is somewhat special 
because the virtual machine assumes that it has access to a repository of trusted classes 
which can be run by the VM without verification.  
 
The primordial class loader implements the default implementation of loadClass(). Thus, 
this code understands that the class name java.lang.Object is stored in a file with the 
prefix java/lang/Object.class somewhere in the class path. This code also implements 
both class path searching and looking into zip files for classes. The really cool thing about 
the way this is designed is that Java can change its class storage model simply by 
changing the set of functions that implements the class loader.  
 
Digging around in the guts of the Java virtual machine, you will discover that the 
primordial class loader is implemented primarily in the functions FindClassFromClass 
and ResolveClass 
 
when are classes loaded? There are exactly two cases: when the new bytecode is executed 
(for example, FooClass f = new FooClass();) and when the bytecodes make a static 
reference to a class (for example, System.out) [10.2].  
 
A non-pr imordial class loader  [10.2] 
 
The Java virtual machine has hooks in it to allow a user-defined class loader to be used in 
place of the primordial one. Furthermore, since the user class loader gets first crack at the 
class name, the user is able to implement any number of interesting class repositories, not 
the least of which is HTTP servers -- which got Java off the ground in the first place.  
 
There is a cost, however, because the class loader is so powerful (for example, it can 
replace java.lang.Object with its own version), Java classes like applets are not allowed 
to instantiate their own loaders. (This is enforced by the class loader, by the way.) This 
column will not be useful if you are trying to do this stuff with an applet, only with an 
application running from the trusted class repository (such as local files).  
 
A user class loader gets the chance to load a class before the primordial class loader does. 
Because of this, it can load the class implementation data from some alternate source, 
which is how the AppletClassLoader  can load classes using the HTTP protocol.  
 
 
 
 
Building a SimpleClassLoader  [10.2] 
 
A class loader starts by being a subclass of java.lang.ClassLoader . The only abstract 
method that must be implemented is loadClass(). The flow of loadClass() is as follows:  
 

·  Verify class name.  
·  Check to see if the class requested has already been loaded.  
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·  Check to see if the class is a "system" class.  
·  Attempt to fetch the class from this class loader©s repository.  
·  Define the class for the VM.  
·  Resolve the class.  
·  Return the class to the caller.  
   

 
 
public synchronized Class loadClass(Str ing className, boolean resolveI t)  
     throws ClassNotFoundException {  
         Class result;  
         byte classData[];  
 
         System.out.pr intln("  >>>>>> Load class : " +className);  
 
         /*  Check our  local cache of classes * /  
         result = (Class)classes.get(className);  
         if (result != null) {  
             System.out.pr intln("  >>>>>> returning cached result." );  
             return result;  
} 
 
The code above is the first section of the loadClass method. As you can see, it takes a 
class name and searches a local hash table that our class loader is maintaining of classes it 
has already returned. It is important to keep this hash table around since you must return 
the same class object reference for the same class name every time you are asked for it. 
Otherwise the system will believe there are two different classes with the same name and 
will throw a ClassCastException whenever you assign an object reference between them. 
It©s also important to keep a cache because the loadClass() method is called recursively 
when a class is being resolved, and you will need to return the cached result rather than 
chase it down for another copy.  
 
/*  Check with the pr imordial class loader  * /  
try {  
    result = super .findSystemClass(className);  
    System.out.pr intln("  >>>>>> returning system class (in CLASSPATH)." );  
    return result;  
    } catch (ClassNotFoundException e) {  
             System.out.pr intln("         >>>>>> Not a system class." );  
    } 
 
As you can see in the code above, the next step is to check if the primordial class loader 
can resolve this class name. This check is essential to both the sanity and security of the 
system. For example, if you return your own instance of java.lang.Object to the caller, 
then this object will share no common superclass with any other object! The security of 
the system can be compromised if your class loader returned its own value of 
java.lang.Secur ityManager , which did not have the same checks as the real one did.  
 
/*  Try to load it from our  repository * /  
classData = getClassImplFromDataBase(className);  
if (classData == null) {  
    throw new ClassNotFoundException();  
} 
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After the initial checks, it come to the code above which is where the simple class loader 
gets an opportunity to load an implementation of this class 
 
the SimpleClassLoader  has a method getClassImplFromDataBase() which in this 
simple example merely prefixes the directory "store\" to the class name and appends the 
extension ".impl" .  This technique had been choose in the example so that there would be 
no question of the primordial class loader finding class. Note that the 
sun.applet.AppletClassLoader  prefixes the codebase URL from the HTML page where 
an applet lives to the name and then does an HTTP get request to fetch the bytecodes.  

 

/*  Define it (parse the class file) * /  
result = defineClass(classData, 0, classData.length); 
 
If the class implementation was loaded, the penultimate step is to call the defineClass() 
method from java.lang.ClassLoader , which can be considered the first step of class 
verification. This method is implemented in the Java virtual machine and is responsible 
for verifying that the class bytes are a legal Java class file. Internally, the defineClass 
method fills out a data structure that the JVM uses to hold classes. If the class data is 
malformed, this call will cause a ClassFormatError  to be thrown.  
 
if (resolveI t) {  
    resolveClass(result);  
} 
 
The last class loader-specific requirement is to call resolveClass() if the boolean 
parameter resolveI t was true. This method does two things: First, it causes any classes 
that are referenced by this class explicitly to be loaded and a prototype object for this class 
to be created; then, it invokes the verifier to do dynamic verification of the legitimacy of 
the bytecodes in this class. If verification fails, this method call will throw a 
* � � . � � � / � � � � , the most common of which is a 0 � � �  � / � � � � .  
 
Note that for any class you will load, the resolveI t variable will always be true. It is only 
when the system is recursively calling loadClass() that it may set this variable false 
because it knows the class it is asking for is already resolved.  
 
classes.put(className, result);  
System.out.pr intln("         >>>>>> Returning newly loaded class." );  
        return result;  
} 
 
The final step in the process is to store the class we©ve loaded and resolved into our hash 
table so that we can return it again if need be, and then to return the Class reference to the 
caller.  
 
Of course if it were this simple there wouldn©t be much more to talk about. In fact, there 
are two issues that class loader builders will have to deal with, security and talking to 
classes loaded by the custom class loader.  
 
Secur ity considerations [10.2] 
Whenever you have an application loading arbitrary classes into the system through your 
class loader, your application©s integrity is at risk. This is due to the power of the class 
loader. Let©s take a moment to look at one of the ways a potential villain could break into 
your application if you aren©t careful.  
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In our simple class loader, if the primordial class loader couldn©t find the class, we loaded 
it from our private repository. What happens when that repository contains the class 
java.lang.FooBar  ? There is no class named java.lang.FooBar , but we could install one 
by loading it from the class repository. This class, by virtue of the fact that it would have 
access to any package-protected variable in the java.lang package, can manipulate some 
sensitive variables so that later classes could subvert security measures. Therefore, one of 
the jobs of any class loader is to protect the system name space. 
 
In our simple class loader we can add the code:  
 
if (className.star tsWith(" java." ))  
    throw newClassNotFoundException();  
 
just after the call to findSystemClass above. This technique can be used to protect any 
package where you are sure that the loaded code will never have a reason to load a new 
class into some package.  
 
Another area of risk is that the name passed must be a verified  
 
valid name. Consider a hostile application that used a class name of 
"..\..\..\..\netscape\temp\xxx.class" as its class name that it wanted loaded. Clearly, if the 
class loader simply presented this name to our simplistic file system loader this might  
 
load a class that actually wasn©t expected by our application. Thus, before searching our 
own repository of classes, it is a good idea to write a method that verifies the integrity of 
your class names. Then call that method just before you go to search your repository.  
 
Using an inter face to br idge the gap  
The second non-intuitive issue with working with class loaders is the inability to cast an 
object that was created from a loaded class into its original class. You need to cast the 
object returned because the typical use of a custom class loader is something like: 
 
CustomClassLoader  ccl = new CustomClassLoader();  
Object o;  
Class c;  
 
c = ccl.loadClass(" someNewClass" );  
o = c.newInstance();  
 
((SomeNewClass)o).someClassMethod();  
 
However, you cannot cast o to SomeNewClass because only the custom class loader 
"knows" about the new class it has just loaded.  
 
There are two reasons for this. First, the classes in the Java virtual machine are considered 
castable if they have at least one common class pointer. However, classes loaded by two 
different class loaders will have two different class pointers and no classes in common 
(except java.lang.Object usually). Second, the idea behind having a custom class loader 
is to load classes after  the application is deployed so the application does not know a 
priory about the classes it will load. This dilemma is solved by giving both the application 
and the loaded class a class in common.  
 
There are two ways of creating this common class, either the loaded class must be a 
subclass of a class that the application has loaded from its trusted repository, or the loaded 
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class must implement an interface that was loaded from the trusted repository. This way 
the loaded class and the class that does not share the complete name space of the custom 
class loader have a class in common. In the example they use an interface named 
LocalModule, although you could just as easily make this a class and subclass it.  
 
The best example of the first technique is a Web browser. The class defined by Java that is 
implemented by all applets is java.applet.Applet. When a class is loaded by 
AppletClassLoader , the object instance that is created is cast to an instance of Applet. If 
this cast succeeds the init() method is called. In this example they use the second 
technique, an interface.  
 
The example  
To round out the example , let see more codes :  
 
public inter face LocalModule {  
    /*  Star t the module * /  
    void star t(Str ing option);  
} 
 
This interface is shared between the local class repository  and the loaded module. A test 
class helps illustrate the class loader in operation. The code below shows an example class 
named � � � ! ) � � � �  that implements the shared interface. When this class is loaded by the 
" �( - � � ) � � � � * � � 
 � �  class, we can cast instantiated objects to the common interface 
named * � � � � � � 
 � � � .  

impor t java.util.Random;  
impor t java.util.Vector>;  
 
public class TestClass implements LocalModule {  
    /*   
     *  This is an example of a class reference that will be resolved  
     *  at load time.  
     * /  
    Vector  v = new Vector ();  
 
    /* *  This is our  star t function * /  
    public void star t(Str ing opt) {  
        /*  This reference will be resolved at run time. * /  
        Random r ;  
 
        System.out.pr intln(" Running the Test class, option was                   ©" +opt+" ©" );  
        System.out.pr intln(" Now initializing a Random object." );  
        r  = new Random();  
        for  (int i = 0; i < 5; i++) {  
            v.addElement(new Integer(r .nextInt()));  
        }  
        /*  This reference should get the cached copy of random. * /  
        r  = new Random();  
        System.out.pr intln(" A ser ies of 5 random numbers: " );  
        for  (int i = 0; i < v.size(); i++) {  
            Integer  z = (Integer)v.elementAt(i);  
            System.out.pr intln(i+" : " +z);  
        }  
     }     
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  } 

This test class is to be loaded by our simple class loader and then executed by the example 
application. There are a couple of interesting things to try and do when running the 
application. First, watch which classes get loaded and when they get loaded. The 
initialization of �  and the static reference to " � � ! � (  cause these classes to be loaded. 
Furthermore, since out is actually a , � � � ! " ! � � � (  object, this class gets loaded as well, 
and perhaps suprisingly the class 1� 
 � 2� � � � 2" ! � � � � & �   � �  gets loaded. This last 
class is loaded because the compiler automatically changes string expressions into 
invocations of " ! � � � � & �   � �  objects.  
 
When you run it, you will notice that the 1� 
 � 2� ! � �23 � � 
 � (  class is not loaded until 
after the statement "Now initializing a Random object" is printed. Even though it 
was referenced in the definition of � , it is not actually used until the � � #  operator is 
executed. The last thing to notice is that the second time 1� 
 � 2� ! � �23 � � 
 � (  is 
referenced, your class loader does not get a chance to load it; it is already installed in the 
virtual machine©s loaded class database. It is this latter feature that will be changed in a 
future release of Java to support garbage collectible classes. 
 
The simple application / 4 � ( - � �  ties everything together:  
 
public class Example {  
    public static void main(Str ing args[]) {  
        SimpleClassLoader  sc = new SimpleClassLoader();  
        Object o;  
        Str ing tst = " TestClass" ;  
 
        System.out.pr intln(" This program will use SimpleClassLoader ." );  
             if (args.length != 0)  
                 tst = args[0];  
             try {  
                 o = (sc.loadClass(tst)).newInstance();  
                ((LocalModule) o).star t(" none" );  
             } catch (Exception e) {  
                 System.out.pr intln(" Caught exception : " +e);  
             }  
        }  
}  
 
This simple application first creates a new instance of SimpleClassLoader  and then uses 
it to load the class named TestClass (which is shown above). When the class is loaded, 
the newInstance() method (defined in class Class) is invoked to generate a new instance of 
the TestClass object; of course, we don©t know it©s a TestClass. However, our application 
has been designed to accept only classes that implement the LocalModule interface as 
valid loadable classes. If the class loaded did not implement the LocalModule interface, 
the cast in line #12 will throw a ClassCastException. If the cast does succeed then we 
invoke the expected start() method and pass it an option string of "none." 
 
With this introduction you should have enough information to build an application with its 
own custom class loader. 
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10.5 Summary  
 
If you are using Java to create mobile agent , you must understand the big overview of the 
Java Architecture and Java network programming . The mobile agent migrate itself from 
computers to computers on the network to do their task , and they must be able to loader 
their classes onto the remote hosts over the network . The CVM ( Virtual Machine) 
support the custom classloader , this chapter show you an introduction to the Java Virtual 
machine , the Java network programming in Sockets , and also an introduction to the 
custom classloader .    
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Chapter  11  
 
The propose Solution   
 
This chapter will show you the suggest solution to enable you to develop and deploy 
mobile agent from wireless handheld devices such as cell phones or PDAs . 
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11.1    The goal of this project : 
 
Let get back to the very beginning and see what is the goal of this project .  
 
The goal of this project is to find a way to develop and deploy mobile agents which can be 
used from wireless handheld devices with limited memory resources  , by using 
technologies such as J2ME or other ( WAP , i-Mode ) .    
 
 
In the previous chapters , you have seen that J2ME platform is state-of –the –art  to 
develop and deploy wireless applications specifically targeted at wireless handheld 
devices with limited memory  . 
 
You have also seen about the elements ( architecture ) of mobile agent technology , and 
seen how mobile agent works . 
 
Now it is  time to define the problems and limitations which must be solved or overcome .      
 

   
11.2    The problems and limitations  
 
Let take a look of  the problems and limitations which must be overcome . 

 

11.2.1   The limitations of handheld mobile devices   
 
Wireless handheld devices such as cellular phones , and PDAs are resource limited.     
and have limited display size . Therefore , the user interface API of J2SE defined in AWT 
( Abstract Window Toolkit )  are not suitable for the resource limited handheld devices .  
 
That why you must you J2ME platform to develop applications for small wireless devices 
with limited memory . 
 
But unfortunately , the J2ME have some very important limitations . 
 
Let take a look at the limitations of J2ME platform which must be overcome . 

 

11.2.2   The limitations of J2ME platform  
 
 11.2.2.1  KVM limitations 
 
The heart of the CLDC is the KVM which run on top of the operating system .  
 
The KVM  doesn’ t support custom class loaders due to the security concern ( mentioned 
in the previous chapters , see chapter 3 and 4  ) .The built in class loader in KVM cannot 
be overridden , replaced or reconfigured by the user . 
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This is perhaps the most important limitation we must overcome or find a way to 
workaround to be able to develop and deploy mobile agent technology for small wireless 
devices . 
  
The J2ME platform had some more limitations but I will not mention them because they 
are not very important  to this work ( project ) . 
 
The main problem and limitation are the resource limited at small devices and that 
the KVM doesn’ t suppor t custom class loaders  . 
 
The mobile agents moves from one computer to an another in the network to do the tasks 
he must do  ( Agent class transfer ) . The agent cannot resume execution in the destination 
engine without its class being present ( see chapter 8 ) , when the KVM doesn’ t support 
the custom class loaders , you cannot transfer mobile agents to the MIDP –enable devices.   
 
And even if you can transfer class to the MIDP , it will not be a good idea because of the 
resources limitations on small devices . Some devices have nearly  50 kb memory 
available . And It is not good enough to support the process of the mobile agents .  
 
That is why you must find a  workaround method to be able to overcome these limitations 
or problems . 

 
 11.3    Mentality 
 
In the previous chapters ( chapter 7 , 8 and 9 ) you saw the mobile agent technology .     
You have also seen a list of some mobile agent frameworks which are available on the 
world today   ( such as Voyager , Aglet , Jade and the like ) .  
 
All these mobile agent systems are designed to run on desktop computer and not on small 
wireless devices . As of this writing , I don’ t think that there exits any mobile agent 
frameworks which can be run on small wireless devices . 
 
Therefore , to be able to deploy mobile agent on small devices  , I must create my own 
mobile agent framework who is completely different from all the other mobile agents 
exists to day (  Voyager , Aglet , Jade , etc ) . But this is a very time demanding process ( 
to create my own mobile agent framework ) . It takes perhaps years to develop a mobile 
agent framework.  
 
I don’ t have years , I had nearly more than four months to finish this project .          
 
Therefore  , I must ask the right question to achieve the goal of this project ( see section 
11.1 ).   

 

11.3.1    The wrong and the r ight questions  
 
What is that mean to ask the right and to ask the wrong questions ?   
 
Here they are : 
 
11.3.1.1    The wrong question  
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If  i ask the question like this :   How can I implement mobile agent on MIDP-enable 
devices  ?  
 
 I am deadly wrong  . Why ? . Because if i ask the question like this i only think about how 
i can transfer class ( or loader class ) to MIDP-enable decives . And this is the wrong idea 
because KVM doesn’ t support custom classloader . And it takes perhaps a year or more  to 
solve this problem . 
 
11.3.1.2 The r ight question  
 
The right question I had to ask is :  How can I use mobile agents from small wireless 
devices ?  
 
Yes , this is the right question to ask . Why ?  
 
Because , I don’ t  care where the mobile agents are running on ( It mean that the mobile 
agents run on computer desktop )  ,   as long  as I can use them or to be able to use them , 
it is good enough . 
 
We known about the advantages of using mobile agents technology ( see chapter 7 ) , so if 
we can use them from the small wireless device , it is good enough .  

 
 
11.4     The suggest solution  
 
Now it is time for you to see the suggest solution .  
 
You have seen the limitations and problems in J2ME platform . But fortunately , the J2ME  
had advantage too . Let take a look at the advantage of the J2ME . 
 
The HTTP protocol is the advantage of the J2ME platform , why ? . Because the HTTP 
protocol is a mandatory protocol who must be support by all the MIDP devices .  
 
Different types of data can be encapsulated into the HTTP request easily , especially if 
developers use XML in their applications . But perhaps most important : The Middleman  
Architecture .  
 
Let take a look at the Middleman architecture again ( see chapter 6 )    
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     Figure 11.1     The Middleman architecture  
 
 
 
The Middleman architecture enable you to use Java sockets , RMI and CORBA from 
MIDP –enable devices . By using HTTP protocol through the Java servlet in the middle ( 
see chapter 6 ) .  
 
 
Now let see what kinds of mobile agent applications you usually use from small wireless 
devices : 

 

11.4.1    The mobile agent applications  
 
Here are some mobile agent applications you usually need from small wireless devices . 
 

·  Electronic commerce : When you need  access to remote resources such as stock 
quotes or agent-to-agent negotiation process .  

·  Personal assistant : To schedule a meeting with several other peoples , the user 
could send a mobile agent to interact with the representative agents of each of the 
people invited to the meeting ( agent-to-agent negotiation process) .       

·  Distr ibuted information retr ieval : Instead of moving large amounts of data to 
the search engine so that it can create search indexes ,you dispath agents to remote 
information sources , where they can locally create search indexes that can be later 
shipped back to the origin .  

 
And also many other 
 
What do these mobile applications have in common ? . They need to be dispatched to 
the remote destination ( computer ) by the user . Yes , they need the parameters to be 
dispatched  or they need the users define the tasks  they shall do .  
 
By using the HTTP protocol you can send the request parameters to the Java servlet 
from MIDP-enable devices and the servlet will then forward the request or parameters  
to the mobile agent . 
  
Then the mobile agent will dispatch it self to the remote computer to be able to do the 
tasks you ( the user )  want him to do . 
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When the mobile agent are finished its task , he moves back to the origin place ( 
computer) , carrying with him the data or results back and store it into the origin 
computer ( in a file , log file or a database ) .   
 
The servlet will then get the results or dat which the mobile agents  brought back and 
send that back to the MIDP enble-devices by using HTTP ( using XML ) .     
 
That is the solution , very simple . The idea is very simple , using HTTP to send 
request from MIDP-enable devices to the servlet in the middle , the servlet forward the 
request to the mobile agent  , the mobileagent dispatch itself to remote computer to do 
the task the user want him to do , when he finish his tasks , he carrying back the results 
or data with him , stores it into a database or file in the origin host , the servlet gets the 
result / data and send back to the MIDP enable device ( the user ) by using XML .  
 
Now Let I show you the solution in a bether way , that mean by showing you the 
figures show you can easily get the overview . 
 

Figure 11.2 show the big picture of the suggest solution . You see the points 1) and 2) in 
the figure:   

     
 
               

 

 
 
  Figure 11.2       The big picture of the suggest solution  
 
 
Figure 11.2 show the big picture of the suggest solution . You see the points 1) and 2) in 
the figure:   
 

On  1)  The MIDP-enable device connected  to a remote host through a wireless 
network .    
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On  2)  The Java servlet run on the remote host , the mobile agent also runs on the 
remote host. The remote host have connection to the other computers  / hosts in a 
computer network .  
 
I t is very impor tant to note this : The mobile agent run on the remote host and 
not on the MIDP-devices .    
 
 
Figure 11.3 show the request state . The user send a request or parameter to the mobile 
agent through java servlet by using the HTTP protocol ( using The GET or POST 
method  ) .    
 
The request is send to Java servlet . Java servlet forward the request or parameter to 
the mobile agent .  
 

 
 
    
Figure 11.3     The request state , the user send request or parameter to mobile agent 
through Java servlet by using HTTP protocol .  
 
 
The request can also be sent by using XML as well ( if you want ) . 
 
Figure 11.4 show the dispatch state . The mobile dispatch it self to the remote computer to 
do the tasks  the user want him to do . 
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Figure  11.4    The dispatch state , mobile agent moves to the remote computer in the 
network to do the task the user want him to do .   
 
Figure 11.5 show the return state , the mobile agent moves back to the origin host carrying 
the data or result with him  
 

 
Figure 11.5    The return state , the mobile agent goes back to the origin host , carrying the 
data with him . 
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Figure 11.6 show the store state . The mobile agent stores the data / result he brought back 
in a database or file in a origin host ( computer ) .  
 

    
Figure 11.6    The mobile agent stores the data or result he brought bach into a database or 
file in the origin host . 
 
 
Figure 11.7 show the respond state . The Java servlet get the results or data  stores in the 
database or file in the origin host and send it back to the user ( MIDP-devices ) by using 
XML.   The results  or data are parse back on the MIDP-devices in XML .    
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Figure 11.7   The respond state , the Java servlet get the results or data in the database / 
file and send back to the users ( MIDP-devices) using XML .       
 
 
By using the Middleman Architecture mentioned ealier , you can use Java sockets , RMI , 
or CORBA from MIDP-enable devices . So it is up to you what you want to use ( Java 
Sockets , RMI or CORBA ) . Not all the mobile agents systems are in Java . Some peoples 
prefer using C++ or other programming languages . Somes mobile agent systems are in 
C++ , such as the Sensible Agents , for example ( see chapter 7 , the list of mobile agents )  
 
It is up to you what kinds of techologies you want to use ( Java sockets , RMI or CORBA 
) in the Middleman Architecture . I , personally , prefer using Java sockets because it is the 
most easier way .  
 
You may ask the question , why using Java Sockets ? , the mobile agents technology is 
mean to replace the tradionally client-server technology , so why using Java sockets ? . 
 
Yes , that is true , the mobile agents technology is mean to replace the traditionally client-
server technology  because of the advantages meationed earlier . We use Java sockets only 
to transfer the request to mobile agent , nothing else . The mobile agents need the 
parameters to be dispatch or the mobile agents need the user to define the tasks  mobile 
agent shall do. The user must send the parameters ( request ) to the mobile agents so the 
mobile agents can be dispatched .    
 
After the user had sent the request ( parameters ) to the mobile agents . The users can 
disconnect the connection ( close down the connection ) , by using mobile agent 
technology , you don’ t had to be constant connected ( or to be continous connected ) . 
  
And later , the next time when the user connects to the mobile agents , the data are ready 
for the users to receive .      
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11.4.2 The Mobile Agent Systems for  the suggest solution   
 
There exits a lot of mobile agent systems in the world to day ( see chapter 7 )  . In this 
project , I use Java –based Mobile Agent System only . Because of the advantages of Java 
mentioned earlier in the previous chapters ( chapter 9 )  . 
 
Voyager is pershape the most used mobile agent system . It is 100 prosent Java . By using 
the suggest solution , you are not tie up to use one precise mobile agent system . In fact , 
you can probably use any kinds of mobile agent systems you want , as long as you master 
it good enough .    
 
But , in my experiences , Voyager and Bee-Gent are the two most easy mobile agent 
systems . And theses two mobile agent systems fit perfect to the suggest solution .  
 
So , I recommend you to use either  Bee-gent mobile agent framework or the Voyager 
mobile agent system in the suggest solution .  
 
I , my self , prefer the Bee-gent mobile agent frameworks , because the Bee-gent mobile 
agent framework is 100 prosent agent based , all applications are agents ; unlike Voyager 
and some other agent system who are just partial agent based ; Bee-gent is 100 prosent 
agent based , all agents communicate using XML/ACL and it fit perfect  for the solution I 
proposed . And it is perhaps the best and most easy-to-use mobile agent framework in the 
world to day  .    
 
Bee-gent  framework was developed by Computer  and Network Systems Laboratory 
Cooperate Research and Development Center  TOSHIBA Cooperation    
  

 
11.5   Summary 
 
Now let summarise the suggest solution . 
  
The idea is very simple , using HTTP ( GET or POST method ) to send request ( 
parameters ) from MIDP-enable devices to the servlet in the middle ( the parameters can 
be sent by using XML as well , if you want ) , the servlet forward the request to the mobile 
agent  , ( the mobile agents are running on the remote host ) . The mobileagent dispatch 
itself to remote computer to do the task the user want him to do , when he finish his tasks , 
he moves back to the origin host  carrying back the results or data with him , stores it into 
a database or file in the origin host , the servlet gets the result / data and send back to the 
MIDP enable device ( the user ) by using XML . 
 
In the next chapter you will see the presentation of the Prototype I made during my project 
work .  
 
The prototype is an example I made in my project work . And you will see the solution 
more clearness after you have read the presentation of the Prototype    
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Chapter  12 
  
The Prototype  
 
This chapter will show you a Prototype of the suggest solution mentioned in the previous 
chapter ( chapter 11) .  
 
To be able to present the idea ( the suggest solution ) clearly . I decided to program a 
simple Prototype . This Prototype is very simple to understand .  
 
The suggest solution I present in chapter 11 is a very simple way to enable you to develop 
and deploy mobile agent technology from small wireless handheld devices with limited 
memory .   
 
But nothing stopping you to apply advance programming techniques (for example , for the 
agents negotiation process ) in this suggest solution .      
 
The mobile agent system I used in this Prototype is the Bee-gent mobile agent framework  
Part of the Prototype I made in this project ( the mobile agent and agent wrappers ) was 
build based on a Tutorial of Bee-gent  from TOSHIBA Corp. 
 
Because of that reason , This chapter contain an introduction to the Bee-gent mobile agent 
framework .  
 
This chapter will aslo include a Tutorial for the Prototype to show you the suggest 
solution.  
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12.1 Introduction to the Bee-gent Framework   
 
Here is an introduction to the Bee-gent mobileagent framework . This resource is collect 
from  TOSHIBA Corporate Research [12.1]. 
  

12.1.1   What is Bee-gent ?  

Bee-gent is a new type of development framework in that it is a 100% pure agent 
system. As opposed to other systems which make only some use of agents, Bee-
gent completely "Agentifies" the communication that takes place between 
software applications. The applications become agents, and all messages are 
carried by agents. Thus, Bee-gent allows developers to build flexible open 
distributed systems that make optimal use of existing applications. 

 

 

             Figure  12.1   The big picture of Bee-gent mobile agent system  

Increasingly a great variety of different software applications, such as WWW servers, 
databases, software packages, legacy systems, etc. are being connected together through 
use of the Internet, intranets, and other network systems. As we move towards the advent 
of the "network society", it is necessary to try and co-ordinate the activity of these 
disparate entities within a cohesive framework. Standard distributed systems rely on 
message based exchange with fixed connections, and as such these systems are of limited 
efficiency when one is attempting to use large numbers of, or widely varying, applications. 
Such situations are prohibitively expensive in both time and resources, unless network 
applications co-operate effectively through an appropriate communication infrastructure. 

As a solution to the problems of network communication, TOSHIBA Corporate Research 
propose Bee-gent (Bonding and Encapsulation Enhancement Agent), a communication 
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framework based on the multi-agent model. Bee-gent provides applications with 
autonomous network behavior by "agentifying" them (i.e. providing an agent interface). 
Bee-gent then supports agent-based inter-application communication, facilitating co-
operation and problem-solving. Bee-gent achieves this in a flexible and open structured 
manner, making it well suited to providing for co-operative processing in the advanced 
network society. 

12.1.2  Bee-gent  Framework 
 
The Bee-gent framework is comprised of two types of agent. "Agent Wrappers" are used 
to agentify existing applications, while "Mediation Agents" support inter-application co-
ordination by handling all communications. The mediation agents move from the site of 
an application to another where they interact with the agent wrappers. The agent wrappers 
themselves manage the states of the applications they are wrapped around, invoking them 
when necessary. Thus inter-application co-ordination is handled through the agent 
wrappers generating and receiving requests, which are transported around by the 
mediation agents. The mediation agents do more than just transport the messages; they are 
able to respond to the nature of the request to determine the best course of action. 
 
 

 
  

   Figure 12.2   The Bee-gent Framework  

12.1.3   Bee-gent Capabilities 
 

·  Physically distributed enterprise applications can be connected via the network and 
new integration systems can be rapidly assembled. 

·  Data required by standalone applications can be retrieved from databases 
distributed throughout the network. 

·  Systems that provide services and information can be created through inter-
operation with a wide range of other systems. 
 

Typical Bee-gent application domains include the following:  
 

·  ERP (Enterprise Resource Planning) 
·  Workflow Management Systems 
·  Distributed Databases 
·  Web Top Computing 
·  Enterprise Integration 
·  Office Support Groupware  
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12.1.4  Bee-gent features 
 

The mediation agent manages the co-ordinating interactions of the various 
applications in a unified manner. 

·  It is easy to maintain consistency because it is not necessary to 
divide and distribute the co-ordinating interactions on the basis of 
each individual application, and therefore development is 
simplified.  

·  It is easy to add and modify the system configuration and the 
coordinating interactions because these interactions are 
encapsulated.  

When the mediation agent migrates it carries its own program, data and 
current state. 

·  Frequency of communication is reduced compared to a purely 
message-based system and network loads are decreased largely 
because communication links can be disconnected after launch of 
the mediation agent. 

·  Processing efficiency is improved because the mediation agent 
communicates with the applications locally.  

The agent wrappers provide the common interfaces. 

·  Application interoperability increases and therefore it is easier to 
build open systems.  

·  Large-scale system development becomes easier because 
procedures for handling application co-ordination do not have to be 
known explicitly.  

Applications are agentified by the agent wrappers. 

·  It is possible to protect information in a superior manner and to 
control process priorities by autonomously dealing with requests 
from the mediation agents.  

·  Flexible interactions that change according to the situation are 
possible because the agentified applications and the mediation 
agents communicate using the ACL (Agent Communication 
Language).  

A RAD (Rapid Application Development) tool is provided for development 
support based on design patterns. 

·  Design patterns are provided which can represent the actions of the 
mediation agents. A RAD tool with a GUI is also provided to 
facilitate system implementation.  
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The methods of information exchange and communication are highly suited 
to Internet and Web Top computing. 

·  Migration and communication of the mediation agents adopt the 
HTTP protocol.  

·  Bee-gent adopts XML/ACL (eXtensible Markup Language) as the 
representation format of the agent communication language ACL. 
XML/ACL is likely to become highly popular as an information 
representation format.  

Digital fingerprint authentication and security based on secret key 
encryption. 

·  In order to prevent wiretapping and tampering, the mediation agents 
support digital fingerprint authentication and secret key encryption.  

Conformance to the FIPA international standard of the agent technology. 

·  TOSHIBA Corporate Research are planning to make Bee-gent 
agent©s conformant to FIPA (Foundation for Intelligent Physical 
Agents) standards. FIPA is an international standardization 
organization for agent technology. This feature provides Bee-gent 
with extended openness as an agent system and is expected to allow 
co-ordination of a wider range of applications.  

 

12.1.5   System Architecture of Bee-gent  
 
Bee-gent works on Java (after JDK1.1). It includes the following tools and libraries.  
 

Class library for the mediation agents and the agent wrappers.  
This provides program templates and individual functions of the mediation agents and the 
agent wrappers.  
 

RAD (Rapid Application Development) tool based on design patterns  
Actions of the mediation agents can be displayed in the form of state transition diagrams.  
Interaction patterns between the mediation agents and the agent wrappers using ACL can 
be embedded.  
 
The relationship of the existing applications, the agent wrappers and the mediation agents 
is shown in the figure below. 
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Figure 12. 3    The relationship of the existing applications , the agentwrapper and the 
mediation agents  [12.1] 
   
 
 
 
The layer structure of Bee-gent is shown in the following figure. 
 
 
 

 
 
Figure 12.4   The layer structure of Bee-gent  [12.1] 
    
 
The following standard purpose components will be released:  
 
Mediation Agents  

  
·  Mediation agents for workflow management service. 
·  Mediation agents for schedule coordination service. 
·  Mediation agents for WWW server integration service.  
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Agent Wrappers  
 

·  Agent Wrappers for WWW servers. 
·  Agent Wrappers for JavaBeans. 
·  Agent Wrappers for Oracle. 
·  Agent Wrappers for Microsoft Access 
·  Agent Wrappers for LDAP clients. 
·  Agent Wrappers for OKBC clients.  

 
LDAP (L ightweight Directory Access Protocol): A standard protocol for directory 
servers. 
 
OKBC (Open Knowledge Base Connectivity): The protocol of ontology servers 
developed in DARPA (Defense Advanced Research Projects Agency) Project .  
 

12.1.6   Bee-gent Distr ibuted system Development procedure  
 
A distributed system for the co-ordination of software applications can be built using the 
Bee-gent framework. A summarized development procedure consists of the following 
steps.  
 
1. Determination of the Overall Aim and the Applications to be used 
 
During this first step the overall system aim, and the services it will provide should be 
determined. In addition the various system components should be specified (applications 
such as WWW servers, databases, package software and legacy systems).  
 
2. Definition of the Applications Coordinating Procedures 
 
Secondly the way in which the applications are used to support specific services should be 
investigated. Thus the typical sequence of communications (coordinating procedure) is 
defined for each application.  
 
3. Design of the Mediation Agent Behaviors 
 
The coordination procedure for each service is instantiated as a mediation agent behavior. 
For example, initially a mediation agent exists in component A, where a service request 
has arisen. 
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Figure 12.5a    A service request has arisen [12.1] 
 
 
 
The mediation agent receives notification of the request from the agent wrapper, and 
makes a decision about how best to handle the request, for example, to ask component B 
to perform action b. 
 

 
 
Figure 12.5b   The Mediation Agent makes the decision [12.1] 
 
 
 
The mediation agent thus migrates to the location of component B, and makes its own 
request for the action b to take place. This request is then handled by the agent wrapper of 
component B. 
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Figure 12.6  The migration process [12.1] 
 
 
Based upon the results of this action, the mediation agent determines what subsequent 
actions (if any) are necessary. Once all required actions are completed and the requested 
service has been provided for component A, the mediation agent finishes its activity as a 
mediation agent.  
 
4. Design of the Local Process of Each Application as an Agent Wrapper  Behavior  
 
The initial and final states of each application and the precise local procedure for the 
action requests of the mediation agents are described inside the agent wrappers.  
 
 

12.1.7   Technologies of Bee-gent 
 
Unification of the Coordination Procedures and Separation of the Local Procedures 
 
One of the existing general methods of representing coordination activities among agents 
is the interaction protocol (IP). IPs are descriptions of interaction processes involving the 
exchange of messages, allowing problem solving via different system components. An IP 
represents the interactions of each component with its fellows and has some of the 
following problems.  
 
It is necessary to ensure consistency of the IPs among the all components.  
 
Each components IP mixes global interaction processes and local component-dependent 
processes.  
 
However, in Bee-gent interaction protocols.  
 
The interaction process for problem solving is described within the mediation agent in a 
unified and non-distributed fashion, and  
the local process are described in a distributed manner in the agent wrappers.  
 
Therefore it is easy to ensure consistency of the interaction processes, global problem 
solving processes and locally dependent processes can be modified independently. As a 
result, we can improve system development efficiency as well as the ease with which the 
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system is changed or maintained, such as adding components, or modifying problem 
solving processes.  
 
Agentification of System Components 
 
Introduction of the mediation agents and agentification of applications using the agent 
wrappers make every component of a Bee-gent distributed system an agent. This 
facilitates autonomous behavior on the part of each system component and provides the 
flexibility that if problem solving fails, alternative procedures can be activated. It also 
realizes an open structure in which new applications (databases, WWW servers, and so 
forth) can be introduced dynamically. Examples of the autonomous behaviors are as 
follows.  
 
The mediation agents 
 
Retrieve applications available for performing services and select the best one.  
Make alternative requests when the initial service fails to provide the necessary results.  
 
The application agents with agent wrappers 
 
Reject undesirable requests according to the state of the application  
Process requests from multiple mediation agents taking their priorities into account.  
The behaviors of the mediation agents and the agent wrappers are individually described 
in the form of state transition diagrams. The autonomy of the agents can thus be 
represented in fixed forms, that is, as a selection of the subsequent accessible states.  
 
 
Information Exchange Method for Agents 
 
Information exchange is performed using XML notation, the recently developed language 
for structured information that can flexibly describe information content. The agents can 
interpret XML in order to understand the contents of the information that they handle.  
Dialog between agents uses ACL (Agent Communication Language) based on Speech Act 
Theory. The feature of ACL is to specify "performatives" that represent which kinds of 
correspondence are expected in the conversations and this allows receivers to decide how 
messages will be processed. Bee-gent adopts XML/ACL as the notation format of ACL.  
 
 
The Mediation Agents as Mobile Agents 
 
The mediation agents are developed as mobile agents that can migrate around the network 
by themselves, keeping their coordination procedures, data, and states, as they travel; 
enabling them to execute their programs upon arrival at a destination. Thus mediation 
agents can exchange information with the local application agents in the destination and 
avoid consuming network resources. Network load is reduced because, for example, 
communication frequency is less than in message-based systems, where conversations 
consisting of many requests and correspondences take place. Alternatively, it is also 
possible as an option that the mediation agent and the agent wrappers talk with each other 
using only messages, if the conversations are infrequent and communication is more 
efficient without migration.  
 
RAD Tool Based on Design Patterns with GUI 
 
The mediation agents that execute interaction processes while migrating through the 
system are unique to Bee-gent. We provide design patterns to describe the behaviors of the 
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mediation agents. In addition, we also provide a RAD tool with GUI by which the 
behaviors of the mediation agents can be described in the form of state transition 
diagrams. State transitions based on design patterns can be inputted in a similar manner to 
using a drawing tool. Interaction patterns of ACL between the interaction agent and the 
agent wrappers are also prepared and the interaction processes can be developed by 
applying the interaction patterns.  
 
Naming/Directory Facilities 
 
Generally systems are built with naming/directory servers that provide information such as 
the location and availability of databases and applications, and potentially specialized 
search applications for multiple database retrieval or the requesting of tasks. In Bee-gent, 
the mediation agents are provided with naming/directory services by preparing the agent 
wrappers with clients of LDAP (Lightweight Directory Access Protocol) that a general 
protocol for naming/directory services. 
 
LDAP (Lightweight Directory Access Protocol) : a standard protocol for directory servers.  
 
Ontology Facilities 
 
In an enterprise, system administration differs between departments and the same object is 
often represented by different "words" in different systems. Ontology covers translation 
between the words for the same objects. When uninterpretable words appear in the 
conversation between the mediation agents and the agent wrappers, the mediation agents 
can request word translation because ontology servers are prepared in the system. In Bee-
gent ontology services will be available to the mediation agents since the agent wrappers 
will be clients of OKBC. 
 
OKBC (Open Knowledge Base Connectivity): The protocol of ontology servers developed 
in DARPA (Defense Advanced Research Projects Agency) Project.  
 
 
Security and Safety Facilities 
 
As a security facility, Bee-gent uses digital fingerprint authentication and secret key 
encryption in order to prevent the mediation agents from being tampered with, or 
wiretapped while moving around the network. In addition, as a safety facility, Bee-gent 
uses a mechanism of re-activating the mediation agents which enables them to perform 
processes when they fail to move.  
 
Conformance to the FIPA International Standard 
 
We are planning to make the application agents and the mediation agents developed in 
Bee-gent conformant to the specification of FIPA, an international standardization 
organization for the agent technology. The FIPA standard is specified with the ACL 
(Agent Communication Language) and the agent system architecture. By making the Bee-
gent framework conformant to the standard, they can communicate and coordinate with 
other agent system conformant to FIPA on the network, thus increasing the range of their 
applicability.  
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12.2  The Scenar io of The Prototype   
 
Now you have an overview of the Bee-gent framework and its architecture . It is time to 
look at the Prototype . 
 
Let me first show you the scenario of the Prototype  

 

12.2.1  The Big Picture 
 
This Prototype is a e-commerce . The users want to sell and buy car . They send their 
mobile agents out to the e-market in the network and the mobile agents negotiate on behalf 
of their users   .  
 
Let see how it work , let take a look of the big picture . 
 
Let see the example :  
 
The scenarios are very similar to the sugget solution you saw in chapter 11 .  
 
Britney wants to sell her car , a BMW700i , she wants to sell it to a price of 50000 dollar . 
She send her mobile agent out to the network , to a e-market , by sending a request , 
parameter to her mobile agent  . Her mobile agent get this order and he will try to do this 
task  ( selling Britney car )  on her behalf  . 
 
Jennifer wants to buy a car , and lucky for Britney , Jennifer want to buy a BMW700i , 
Jennifer send her mobile agent to the e-market on the network and her mobile agent will 
try to buy her car for her . Jennifer is willing to pay up to 100000 dollar for a BMW700i .   
 
And two other peoples , person X and person Y also want to buy car , but they want to buy 
another model , not BMW700i , and they send their mobile agents to the network too .  
 
Britney’s mobile agent name is    1   and it run on a remote host .  
Jennifer’s mobile agent name is   2  and it also run on a remote host  . 
 
 
And the same are for the two other peoples , person X , person Y . 
Their mobile agents name is 3 and 4 . See figure 12.7  
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   Figure 12.7    The big picture of the Scenarios of the Prototype 
 
 
After sending their mobile agents to the network , Britney , Jennifer , and the two other 
peoples can just close the connection . They don’ t had to be connected all the time . 
 
The mobile agents moves to the network and they negotiate with each other on a specific 
host on the network .  
 
In this case , Britney tell her mobile agent ( agent 1) that she want to sell her car at a price 
50000 dollar. Jennifer tell her mobile agent that she are willing to buy at a price of 100000 
dollar. 
 
The mobiles agents ( 1 and 2  ) know these informations in advance , so when they 
migrate to the network to negotiate for a price , they negotiate according to these 
informations .   
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In this case , Britney’s agent sell her car for her at a price 100000 dollar , because 
Jennifer’s mobile agent accept a price at 100000 dollar . Britney’s agent moves back to his 
origin host , carrying the result with him , stores that to a file in the origin host .  
 
The next time Britney get connect to ask for the result of the selling process ( maybe one 
day later , after a concert ) .  The Java servlet send her the good new that her agent had 
sold her car for her at the price 100000 dollar .   
 
That is the idea ( Scenarios ) of the example ( Prototype )  .  
 
In this prototype , I made the three other agents as a simulation ( I mean i simulate the 
three other mobile agents , that mean the mobile agents to Jennifer , person X and person 
Y .)    
 
So You don’ t had to send four agents to the computer network  by yourself when you run 
the prototype , you only need to send out one mobile agent . That mean the mobile agent 
to Britney Speer ( mobile agent 1) .   The three other agents ( Jennifer’s agent , Person X’s 
agent  , Person Y ‘s  agents are simulate ) . 
 
 
The Prototype is made according to the suggest solution I present in chapter 11 . The 
follwing the same procedures present in chapter 11  . As mentioned before , you don’ t had 
to use a specific mobile agent framework by using this suggest solution . You can 
probably use any kinds of mobile agents systems you want , as long as you master them 
good enough . 
 
In this Prototype , I used Bee-gent mobile agent framework .  
The scenarios I present for you in section 12.2.1 is the big picture  
    
Let see how this Prototype work in Bee-gent framework 
 

12.2.2  The Prototype in Bee-gent framework 
 
Now let see how the suggest solution present in chapter 11 work in Bee-gent framework . 
   
Bee-gent has it own architecture , as show in section 12.1 .  
 
The Bee-gent framework is comprised of two types of agent. " Agent Wrappers" (  
stationary agent ) are used to agentify existing applications, while "Mediation Agents" ( 
mobile agents ) support inter-application co-ordination by handling all communications.  
 
The mediation agents move from the site of an application to another where they interact 
with the agent wrappers. The agent wrappers themselves manage the states of the 
applications they are wrapped around, invoking them when necessary. Thus inter-
application co-ordination is handled through ( see section 12.1 ) . 
 
In this Prototype . The user ( Britney ) send the request ( as an SMS message ) to 
AgentWrapper1 throuh Java servlet ( The Middleman Architecture ) by using HTTP 
protocol ( using the POST method in HTPP ) . 
 
When AgentWrapper 1 get this message , She born a child ( Mediation agent ) and send 
that child ( The child is Bee-gent , he is a Mediation agent  ( mobile agent )  ) out to the 
network to do the task ( selling car ) . 
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In this prototype , the Mediation agent ( Bee-gent ) send a multicast message to all the 
AgentWrappers in the network ( Agentwrapper2 , AgentWRapper3 , AgentWRapper4 ) by 
using XML/ACL .      
 
If there are any AgentWrappers who are interested in buying the car . They send the 
message to Bee-gent telling Bee-gent that they are interested . The Bee-gent accept only 
the first arriving bidder and reject all the other later arriving bidders ( The bidders are sent 
by the AgentWrappers , of cource ) .     
 
Then the Bee-gent migrate to the host  where that Agentwrapper ( The lucky 
Agentwrapper who own the first arriving bidder ) is running on . And they negotiate 
which each other for a deal .  
 
After the negotiation , the Bee-gent carrying the result back to his origin AgentWrapper , 
his mother ( that mean the Agentwrapper who born him ) and deliver the deal to his 
mother ( AgentWrapper ) , and he die after he finishing his task ( to release the host 
resources ) .    
 
If it is a deal to carrying back , it is not always a deal , sometime the negotiation go wrong 
, that mean they are not agree for a price . I f it is not a deal , the Bee-gent moves back 
with the following message :  Sorry , No one deal .     

 
To be able for you to see the solution easy ; I had drawn some figures and will present the 
overview of the solution , let take a look at figure 12.8 
 
Next , figure 12.8 
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    Figure 12.8   The big pitcture of the prototype using  
    The Middleman Architecture and Bee-gent framework  
 
 
Figure 12.8 present the  The big overview of the The Solution ; I use the Middleman 
Architecture  ; That mean Java Servlet in between and Bee-gent framwork on the other 
side , The MIDP-device (MIDlet application) will now send a request to AgentWrapper 
“Mother”  in Bee-gent framework through servlet in the middle ; See next figure 12.9 
 
Mother is the name of the AgentWrapper AW1 (please , see the code for AW1 class 
present later in this chapter ) 
 
bidder 1 is the name of the AgentWrapper AW2 (please , see AW2.java),  
bidder 2 is the name of the AgentWrapper AW3 (ee AW3.java),   
bidder 3 is the name of the AgentWrapper AW4 (see AW4.java), 
 
Kid is the name of the Mediation Agent BEE1 (mobile agent ) , see  BEE1.java  
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Figure 12.9  MIDP-device send a request to AgentWrapper Mother  through  
Servlet 
 
 
In figure 12.9 , MIDP-device ( When I say MIDP-device , I mean the user , of cource , but 
I prefer to use  terms like MIDlet or MIDP-device because it present the technology ; In 
my project , I will mostly emphasise the different technologies or skills , so I will often 
use terms like MIDlet , MIDP-device instead of “  the user “  ; here in this chapter ) 
 
In Figure 12.9 ; The MIDP-device (represent the user) send a request selling her car  to 
AgentWrapper Mother , but the request must be forward  by servlet in the middle ; so 
MIDlet using HTTP to send a request to Servlet        
 
Then Servlet will first check to see if the request is a valid request ( I will present what is a 
valid request and what is not a valid request in the Requirement right after this section ) , 
If the request is valid , then servlet will open a Socket connection to ServerSocket running 
in AgentWrapper “  Mother “  (Mother is the name of that AgentWrapper) 
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See figure 12.10 next  
 
 

    
     Figure 12.10   The request from the user is valid ; servlet will respond to    
     the MIDP- device with a status line in HTTP . Then Servlet forward the request to  
    AgentWrapper “  Mother “  
 
 
In figure 12.10 ; The servlet check and see if the request from MIDP-device is valid; if it 
is , servlet will open a Socket connection to ServerSocket running inside AgentWrapper 
Mother and forward the request to AgentWrapper Mother ; Servlet will after that send a 
respond to MIDP-device by using HTTP status line ( see chapter 6 for status lines in 
HTTP ) , Then MIDlet know that the request had been successsful receive , MIDP-device 
can now disconnect  the connection, Servlet will now also close down the Socket 
connection to ServerSocket in AgentWraper Mother; see next figure 12.11  
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   Figure 12.11  Mobile agent Kid was now born by the AgentWrapper Mother 
 
 
In figure 12.11 , Now after having forward the request to AgentWrapper Mother , Servlet 
close down the Socket connection ; MIDlet will also disconnect the connection to servlet , 
that is the big advangtage of this Solution , You don’ t had to be continous connected to the 
network , It will reduce network load ; and also because wireless network suffer from 
frequency disconnection and failure .  
 
By this time the AgentWrapper “Mother”  had received the request and she again check to 
see if the request is valid or not ( I will present what is a valid request and what is not a 
valid request in the requirement right after this section )  ; if the request is valid , 
AgentWrapper Mother will create ( born) a mobile agent (The name of the mobile agent is 
Kid) , and she( Mother) will forward the request to mobileagent “Kid”  ; In Bee-gent 
framework ; AgentWrappers and mobileagents(Mediation agent) communicate with each 
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other by using XML/ACL , Bee-gent framework support XML/ACL ( see section 12.1, 
Introduction to Bee-gent framework )    
 
Then in the next figure you will see the action of “Kid”  , please see the next figure , figure 
12.12 ,  
 
 
 

 
   Figure 12.12  Mobileagent Kid send the message to all the other AgentWrappers  
   in the network ( in this example ; the bidder1 , bidder2 , bidder3 ) . Kid use  
   multicast message transfer to send the request message  
 
 
   Figure 12.12 , In this figure , you see that Kid multicast a request (a message) to all the    
   other AgentWrapper in the Bee-gent agent network by using XML/ACL ,  
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The message (request)  Kid sent is “sell-car BMW700i modell price 50000 dollar”  ; It 
mean that  Kid want to sell a car , a modell BMW700i , and Kid want to sell it for a price 
= 50000 dollar for that car. Then Kid wait to receive any respond from the other 
AgentWrapper , please see the next figure 12.13 .   
 
 

 
 
   Figure 12.13   Kid receive the respond from the other AgentWrappers 
 
 
In figure 12.13 , The AgentWrapper bidder1 is not interested for a deal , she send the 
message “  I’m not interested “  to Kid by using XML/ACL , AgentWRapper bidder2 is 
also not interested and she also send a message “ I’m not interested “  to Kid using 
XML/ACL too ; AgentWrapper bidder3 is the only one who is interested for a negotiation 
with Kid , he send the message “ I’m interested”  to Kid , Kid known now that only 
AgentWrapper bidder 3 is interested , Kid will then moves to AgentWrapper bidder3 place 
( migrate) and they will negotiate with each other .See next figure 12.14  
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   Figure 12.14   Kid migrate to AgentWrapper bidder 3 for a negotiation 
 
 
Figure 12.14  , Kid moves to AgentWrapper bidder3 ( The migration ) 
And Kid and bidder3  will negotiate for a deal . See next figure 12.15  
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   Figure 12.15  Now , Kid is on the AgentWrapper bidder3 place , and they  
   Negotiate with each other for a deal  
 
 
In Figure 12.15 , Kid is now on AgentWrapper bidder3 place (computer) and  
They negotiate with each other for a deal , They are using XML/ACL , as present  
Earlier . In Bee-gent , Agents always communicate with each other by using XCM/ACL. 
 
After they are finishing the negotiation , Kid moves back to his mother place and Kid 
carrying the result(data) of the negotiation with him back . Then he deliver that to his 
mother and he die . See next figure 12.16  
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   Figure 12.16 , Kid moves back to his mother carrying the result with him  
 
 
FIgure 12.16 , Kid moves back to his mother , carrying the result with him and deliver  
it to his mother , then he die , see next figure 12.17  
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  Figure 12.17   The report state , Kid report to his mother the result of the  
   negotiation 
 
 
next figure shows Kid die and His Mother stores the result to a text file 
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12.18   Kid die and AgentWrapper Mother write the result to a text file in  
The host where AgentWrapper Mother running 
 
In figure 12.8 , you maybe wonder about why Kid must die ? , because ,  
mobile agents  tie up a lots of computer resources when they are up running on that 
computer , that is why , if we no longer need him , or when he (Kid) , the mobile agent 
is finishing his tasks , he should die to release resources on that computer , In this 
example , Kid carry back the result of the deal with him , then he is finishing his task , 
so he die , because AgentWrapper Mother don’ t need him anymore , the next time She ( 
Mother) need him again , She will reborn him , ( she will create him again) .  
 
She ( AgentWrapper Mother) write the result to the text file , then she goes back to the 
wait state , She is now waiting for a new message from servlet ( if there is any new 
message ) , or if The MIDP-device want a new request ( for example , sell a new car ) .          

 
   The next figure 12.19  show you the request from the user to the servlet , asking for a 
result ,  
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    Figure 12.19  MIDP-device is asking for the result of the deal (selling car) 
 
In figure 12.19 , MIDP-device is sending a request to Servlet , this time not to mobile 
agent but only to servlet . Asking for the result of the process selling car , Again , servlet 
check to see if the request is a valid request , if it is a valid request , servlet read the result 
in the text file and send it back to the MIDP –device by using XML message ( 
HTTP+XML) transfer , see figure 12.20 
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     Figure 12.20  The result is parse back by servlet as XML message   
 
     
 
In figure 12.20 Servlet , get the result stored in the text file by AgentWrapper Mother , and 
parse the result back as XML message to MIDP-device , MIDP –device will now be able 
to display the result (Data) on the screen on MIDP-device .  
 
You may ask the question: What about if no one is interested in a negotiation with Kid? .  
It is very simple , if none of the other agents are interested in dealing with Kid , Kid 
doesn’ t had to migrate at all , he can just send back the message to his mother like this : no 
one deal , and then he die .  
 
That is all . That is the scenarious of the prototype I made . By using the Middleman 
Architecture  , (see chapter 6). I was able to combinate different Java skills to archieve the 
goal , to en-able the user to deploy mobile agent technology from wireless small mobile 
devices  . Of cource , this example is not real , because , nobody want to buy a car before 
they had seen it and maybe try that car  first . The reality scene should be that the users 
send the mobile agents out to  set up a meeting or to retrieve stock market or weather 
information or retrieving the news .  
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But they can just use the similar way (solution) to do that , using the Middleman 
Architecture present in chapter 6 .  
 
In this prototype I used the tutorial from Bee-gent framework , then I update it  with more 
skills and combinate different Java skills as Java 2 Micro Edition , Java Socket , Java 
servlet , and of cource the Bee-gent framework , to show you my proposed solution. 
You may ask , how do the user know that the message had really been received by 
AgentWrapper ? , It is simple too , When the servlet read the text file and send the data on 
it back to MIDP-device , if the file is empty , the result will be : null , then the user known 
that her message had not been recevied by agentwrapper , so she can just send a new one .     
 
     
In this prototype , I had not use any database, just text file to stores result , but nothing 
stopping you from using database to stores result . Bee-gent is an excellent system to 
manager database system .   

 
12.3   The requirement for  The Prototype 
 
I will now present a requirement for the prototype  . 
 
Functional requirement :  
 
In this prototype , it is not possible to sell more than one car at a time . The user can sell 
only one car at a time . The request can be sent in a way almost similar to an SMS ( Short 
Message Service ) message .  
 
The user send one message ( like SMS ) to sell one car at a time . If the user want to sell 
an another car , the user must first disconnect and wait for the mobile agent come back ( 
after the mobile agent is finishing it task ) . And then send a new request to sell a new car .  
 
It is not possible for the users to change their’s mind after the request had been sent to the 
mobile agent and it is not possible for the user to update the request either after the request 
had been sent to the mobile agent . 
 
It is not possible for the user to locate  his or her mobile agent after the message had been 
sent and after his or her mobile agent had been dispatch to the network . 
 
This is “  Fire – and forget “  . The user send the message to the mobile agent and 
disconnect . And later , the next time the user get connect . The user can send a request to 
servlet asking for the result of the process . The Java servlet get the result from the text file 
in the host and send that to the user ( see chapter 11 )  . 
 
The user shall be able to send the request to : 
 

1. The mobile agent 
2. Java Servlet 
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The request send to mobile agent is for selling car , the request send to Java Servlet is for 
asking  for the result (data) of the deal ( of the negotiation process) .  
 
 
 
The request must be sent in a valid way ,  
 

1. The valid request to mobile agent : The request must start with a word sell-car and 
must including a detemined price ( the price the user want to sell her car ) , for 
example , if Britney want to sell her car , a BMW700i model to a price 50000 
dollar , she must send a request like this : 

                          
                 sell-car   BMW700i  pr ice  50000  dollar  
 

      The word/number  in bold are mandatory ( This is not meant that the user     
      must wr ite it in bold )  

 
The valid request must not contain comma , or  more than one space (blank)  
between  each word ,  or  a negativ sum for  pr ice     
       ( It will be no sense if the user enter a negativ sum for price )  
 

The user must enter the request right from the beginning in the UI ( or the display screen ),  
the user can not type a space first , and the sell-car , because , Servlet will not understand 
and servlet will interpret that as a un-valid request (not valid)  

 
2. The valid request to the Java servlet :  The request must only contain one word , 

exactly like this : 
 
                        RESULT   
 
Type in from the beginning in the input screen , or the user don’ t had to enter the 
command RESULT at all , because the InputScreen will display that word(command) 
automatic after the user press the button Result , then the user just had to press the button 
send . And the word RESULT will be sent to servlet .   

 
 
 

12.4  The tutor ial for  The Prototype 
 
In this section I will explain how the architecture of the prototype functions in detail , and 
also explain the source code .  
 
The Class Hierarchie for the Prototype  
 
It is to big to draw it in one figure , so I part it in three part in detail , and show you a big 
overview here first : 
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Figure 12.21    The overview of class hierarchie 
 
 
The figure 12.21 show the big picture of the class hierarchie for  the prototype ,  
 
 I )   is the mobileAgent class , it is a sub class of  the MIDlet class . The mobile Agent 
class have connection to the JavaServlet class 
 
II )  is the JavaServlet class , The JavaServlet class is a sub class of the HttpServlet class, 
The JavaServlet have connection to the mobileAgent class and to the AW1 Class through 
the Sender class , the Sender class is a Java Socket class .  
 
III ) The AW1 class is an AgentWrapper . It is an Agent in Bee-gent framework . The 
AW1 class is the only Agent class in Bee-gent who has connection to the Java Servlet . 
This connection is  a one-way connection , only from Java Servlet to AW1 and not back . 
 
This is  “  Fire – and forget “  message transfer  .  
 
 
The detail of each class hieracrhie will be present next .  
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12.4.1    The Class Hierarchie   
       Bee-gent class structure     
   

 
 
       Figure 12.22        The Class Hierachie of the Bee-gent mobile agent 
 
      
 
Figure 12.9 show the class hierarchie for  Bee-gent . Here are the explaination for  the 
classes structure . 
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The AW1 , AW2 , AW3 , AW4 classes are AgentWrapper . They are subclass of the 
AgentWrapper class .  
 
 
The AW1 have connection to it own AwrIPState1 class and AWrIPState2 class .   
 
 
The AW2 , AW3 , AW4 classes have connection to their own AwrIPSTate1 , AwrIPState2 
, and AwrIPSTate3 classes . These classes are not the same as the Awr IPState1 and 
AwrIPState2 classes which have connection to the AW1 class .  
 
 
The action() methods in these Awr IPStates classes are not the same . Each 
AwrIPState class call their  own action() method . 
 
 
All these AwrIPStates classes are subclass of the AwrIPState class .  
 
 
The methods AddPublicIPState() in AW2 , AW3 , AW4 classes are the same .  
 
 
The methods setPassword( Str ing word) , pr intLog(boolean) , fileLog(boolean) , 
star tIPState()  in AW1 , AW2 , AW3 , AW4 classes are the same . 
 
 
The BEE1 is the MediationAgent  class ( mobile agent class ) who can migrate to 
either  AW2 , AW3 , or  AW4 ( AW2 , AW3 , AW4 are AgentWrappers ) . 
 
 
 
Now let take a look at the Java Servlet class hierarchie . 
 
 
Figure 12.10 show the class hierarchie of the Java Servlet class .  
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Figure 12.23   The Class hierarchie for  the Java Servlet  
 
 
Here are the explainations of figure 12.10 
 
The JavaServlet are a subclass of the HttpServlet . 
 
The Sender class have connection to the JavaServlet class . The Sender class is the help 
class that enable JavaServlet to forward the message from mobileAgent ( MIDlet ) class . 
 
The message are forward as an Data stream by using Java Socket . 
 
 
 
Now let see the mobileAgent ( MIDlet) class . 
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Figure 12.24   The Class Hierarchie of the MIDlet  
 
Here is the explaination : 
The mobileAgent class is a MIDlet application . It ‘s a subclass of the MIDlet class .  
The mobileAgent have connection to the ItemList class . 
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Now , finally , it is time to present the Java code of the prototype 
 
As a Java developed my self , I know that the most interested thing all the Java developed 
want to read about when they read a research article , is about how to write the Java code 
for that solution ( applications ).  
 
I had present the classes diagram in the previous section . Now , Instead of drawing up the 
sequences diagram , I decided to explain the Java source code for the Prototype here in 
this section .  
 
The explaination will be like this :  
 
The regular letters are the comment , and the bold letters are the source code . 
 
To be able for you to see the explaination easy , every line start with a number , 
   
Now let start with the MIDlet   
   

12.4.2    The source code for  the MIDlet  
 
Here are the Java codes for the MIDlet ,you can find this code and also the Javadoc in the 
CD-ROM for this project .  
  
1) impor t javax.microedition.rms.* ; 
2) impor t javax.microedition.lcdui.* ; 
3) impor t javax.microedition.midlet.* ; 
4) impor t javax.microedition.io.* ; 
 
In lines 1) to 4)  the packages for the microedition ( J2ME) are include to be able to made 
the UI API for the MIDlet and the MIDlet itself . 
 
5) impor t java.io.* ; 
6) impor t java.util.* ; 
 
lines 5) to 6)  include the package  java.io and java.util ( inherited from J2SE ) , to enable 
to use the DataOutputStream , DataInputStream ( get network connection) and the Vector .  
 
7) impor t org.kxml.* ; 
8) impor t org.kxml.parser .* ; 
 
lines 7)  and 8)  include the kxml package to enable to parse XML onto the MIDlet 
application , kXML is the smallest XML parse you should use when you parse xml on    
MIDlet 
 
9)     public class mobileAgent extends MIDlet implements CommandListener  { 
10)          Display display = null; 
11)          L ist menu = null; 
12)          TextBox input = null; 
13)          Str ing user  = null; 
 
    lines 9) – 13)  create the MIDlet with the name mobileAgent and define somes UI     
    values such  as TextBox , String , List , and Display 
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14)   Str ing ur l = " http://localhost:8080/servlet/JavaServlet" ; 
 

line 14 )  this string is the address to the Java Servlet , if you get connect to a remote host , 
change the   locahost   with the name of the remote host you want to connect to .    
If the servlet Tomcat run on the default port ( port 8080) . Use this url . If the servlet 
Tomcat run on port 80 , then you must use this url :    
 
Str ing ur l = " http://localhost/servlet/JavaServlet" ; 
 
    
15)static final Command backCommand = new Command(" Back" , 
Command.BACK, 0); 
 
16) static final Command submitCommand = new Command(" Send" , 
Command.OK, 2); 
 
17)static final Command exitCommand = new Command(" Exit" , Command.STOP, 
3); 
 
18) static final Command resultCommand = new Command(" Result" , 
Command.STOP, 3); 
 
lines 15) to18) , the buttons for the UI API are declared . 
( these buttons are Back , Send , Exit , Result , will be explain in the use guide)    
     
18) Str ing cur rentMenu = null; 
 
19)  public mobileAgent() { } 
  
18)  declare the current menu     
19)  declare the constructor  
 
 20)  public void star tApp() throws MIDletStateChangeException { 
 21)            display = Display.getDisplay(this); 
 22)            menu = new L ist(" Menu" , Choice.IMPLICIT); 
 23)            menu.append(" Sell command to agent" , null); 
 24)            menu.addCommand(exitCommand); 
 25)            menu.addCommand(resultCommand); 
 26)            menu.setCommandListener (this); 
 27)            mainMenu(); 
 28)   } 
 
 lines  20-28)  method startApp( ) display the screen with the text “sell command to agent 
“  when the user enter button to start the MIDlet .And also display the two buttons , Exit 
and button Result ,    
  
29)   public void pauseApp() { } 
30)        public void destroyApp(boolean unconditional) { 
31)        notifyDestroyed(); 
32)   } 
 
 
29) -32) declare the methodes pauseApp( ) , destroyApp( ) . 
   
33)    void mainMenu() { 
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34)          display.setCurrent(menu); 
35)    } 
 
lines 33) - 35) set the current menu , that mean the screen with the text “sell command to 
agent “and the two button , Exit and Result . This will start up from the start . 
 
 
 36) public void wr iteMessage1() { 
 37)      input = new TextBox(" Enter  a message:" , " " , 500, TextField.ANY); 
 38)      input.addCommand(submitCommand); 
 39)      input.addCommand(backCommand); 
 40 )     input.setCommandListener (this); 
 41)      input.setStr ing(" " ); 
 42)      display.setCur rent(input); 
 43) } 
 
lines 36- 43)  This method display  the UI  where the user can enter a message (request) to 
send  to the mobile agent .  This display also a button back , press button back if the user 
want to exit the UI 
     
44) public void wr iteTheCommand() { 
45)       input = new TextBox(" Enter  a message:" , " " , 500, TextField.ANY); 
46)       input.addCommand(submitCommand); 
47)       input.addCommand(backCommand); 
48)       input.setCommandListener (this); 
49)       input.setStr ing(" RESULT" ); 
50)       display.setCur rent(input); 
51) } 
 
 
lines 44-51)This method display the UI to easy for the user to send a request  to the 
Servlet to get the result of the deal .  Here the user don’ t had to writer/type the command , 
because the TextBox dispplay the word RESULT automatic , see line 49) , so the user just 
press the button Send  
 
52)void invokeServlet(Str ing ur l) throws IOException { 
53)      HttpConnection c = null; 
54)      DataInputStream is = null; 
55)      DataOutputStream os = null; 
56)      Str ingBuffer  b = new Str ingBuffer (); 
57)      TextBox t = null; 
58)      Str ing resultO =null; 
 
 
lines 52) -58)  Declare and initiate variabel is , os , b , and resultO , these are need to open 
a connection to the Java servlet , to send request and receive respond from Java servlet. 
  
Line 52 ) the method invokeServlet (String url) will open a connection to servlet when it 
be call. Using HTTP 
   
59) tr y  { 
 
60)      c = (HttpConnection)Connector .open(ur l); 
61)      c.setRequestMethod(HttpConnection.POST); 
62)      c.setRequestProper ty(" IF-Modified-Since" , " 20 Apr il 2002 16:00:16 GMT" ); 
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63)     c.setRequestProper ty(" User -Agent" ," Profile/MIDP-1.0 Configuration/CLDC-
1.0 " ); 
 
64)     c.setRequestProper ty(" Content-Language" , " en" ); 
65) c.setRequestProper ty(" Content-Type" , " application/x-www-form-ur lencoded" ); 
66)      os = c.openDataOutputStream(); 
 
lines 59)-66) open the connection to the servlet using the POST method in HTTP . AND 
use the request properties from the HTTP , some are optional . The line 65) is the most 
important one and should be set .    
            
line 61) Use the POST method , You should use POST often , because POST send data as 
separate byte stream , when bandwidth are small in the Wireless network , it is a 
advandtage to send data as separate byte stream . 
 
I t is impor tant to note this : When I  made this application , I  used the computers in  
the  “  Fiol salen “  computer  rom . The system administrator  in IDI  had done some 
mistake when they set up the configuration  on Fiol Salen . Because of that reason , I  
had not been able to use  the method  request.getParameter (Str ing) in servlet . 
I  had not been able to get the system administrator  on IDI  to cor rect the 
configuration . Ther fore I  had to find an another  way to work around this problem . 
So i used the Str ingTokenizer  method instead in Servlet.  
 
That why the next code line is        
 
67) os.wr ite((" " +user).getBytes()); 
 
You can change this to : 
     
               
                  os.wr ite((“ sell-car=” +user ).getBytes()); 
 
    
And  use the method :       request.getParameter(“sell-car” )  
                                
in servlet instead .      
 
    
68)      os.flush(); 
69)      is = c.openDataInputStream(); 
70 )     int ch; 
71)      while ((ch = is.read()) != -1) { 
72)               b.append((char) ch); 
73)               System.out.pr int((char)ch); 
74)       } 
 
lines 68) –74)  Get the inputstream  
 
75)      resultO = b.toStr ing(); 
76)      Str ing[] items; 
77)      items = parseUsingkXML( resultO ); 
78)      display.setCurrent( new I temList( items ) ) 
 
Parser  XML  on the MIDlet by using kXML 
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79)    }   finally    { 
 
80)     if(is!= null)   { 
81)        s.close(); 
82)    } 

 
83)     if(os != null)   { 
84)         os.close(); 
85)     } 
 
86)     if(c != null)  { 
87)        c.close(); 
88)     } 
89)   } 
90) } 
 
 
lines 79) –90)  close the connection  
 
 
91)  public void exitMIDlet(){ 
92)        notifyDestroyed(); 
93) } 
  
    lines 91-93 )   This method will exit the MIDlet , that mean go back to the start screen . 
       
 94) pr ivate Str ing[] parseUsingkXML( Str ing xml )  { 
 
 95)  try { 
 
 96)        ByteArrayInputStream bin = new ByteArrayInputStream( xml.getBytes() ); 
 97)        InputStreamReader  in = new InputStreamReader ( bin ); 
  
 98)         XmlParser  parser  = new XmlParser ( in ); 
 
 99)         Vector      items = new Vector (); 
 
 100)       parsekXMLI tems( parser , items ); 
 
lines 100) call the method parsekXMLItems on line 109 .  
 
 101)       Str ing[] tmp = new Str ing[ items.size() ]; 
 102)       items.copyInto( tmp ); 
 103)        return tmp; 
 104)   } 
 
 105)  catch( IOException e )    { 
 
 106)         return new Str ing[]    {   e.toStr ing()   }; 
 
 107)    } 
 108)  } 
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109) pr ivate void parsekXMLI tems( XmlParser  parser , Vector  items ) 
                                     throws IOException { 
110) boolean inI tem = false; 
 
This loop below tranverses the XML 
 
           
          while( true ) { 

 
111) ParseEvent event = parser .read(); 
 

113)            switch( event.getType() )  { 
 

114)                case Xml.START_TAG: 
115)                 if( event.getName().equals( " item"  ) )   { 
116)                       inI tem = true; 
117)                 } 
118)                break; 
119)                case Xml.END_TAG: 
120)                 if( event.getName().equals( " item"  ))   { 
121)                       inI tem = false; 
122)                 } 
123)                break; 
124)                case Xml.TEXT: 
125)                 if( inI tem )   { 
126)                       items.addElement( event.getText() ); 
127)                 } 
128)                break; 
129)                case Xml.END_DOCUMENT: 
130)                 return; 
131)           } 
132)       } 
133)     } 
 
Lines 94) –133)  are the methods need to parse XML on the MIDlet by using kXML 
 
 
 
 
 134) class I temList extends L ist implements CommandListener  { 
 
 135) I temList( Str ing[] list ){ 
 136)           super ( " I tems" , IMPLICIT, list, null ); 
 137)           addCommand( exitCommand ); 
 138)           setCommandListener( this ); 
 139)       } 
 
  140)      public void commandAction( Command c, Displayable d ){ 
  141)          if( c == exitCommand ){ 
  142)                 exitMIDlet(); 
  143)          } 
  144)       } 
 145)     } 
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lines 134) –139) the class used to display the list by using UI list component , this display 
also the button Exit    
 
 
lines 140-145) this method handle the action , when the user press the button Exit , when 
the user press this Exit button , the MIDlet will be close and the user must lauch the 
project who contain  MIDlet  again if the user want to send request again.  
 
 
146)   public void commandAction(Command c, Displayable d) { 
147)     Str ing label = c.getLabel(); 
148)      if (label.equals(" Exit" )) { 
149)          destroyApp(true); 
150)      } else if (label.equals(" Back" )) { 
151)           mainMenu(); 
152)      } else if (label.equals(" Send" )) { 
153)            user  = input.getStr ing(); 
154)         try { 
155)               invokeServlet(ur l); 
156)         } catch(IOException e) {   
                 } 
157)      } else if (label.equals(" Result" )) { 
158)             wr iteTheCommand(); 
159)      } else { 
169)             wr iteMessage1(); 
170)      } 
171)   } 
172) } 
 
 
lines 146) –172) show the method who invoke the functions when the use press the 
buttons .  
 
line 152-153)  when the user press button send , the request ( The text the user type on the 
input screen ) will be load and then in lines 154-157 ) The MIDlet will try to open a 
connection to servlet by calling the method invokeServlet(url) and if the connection is 
sucessfuly , the methode invokeServlet(String url) will use the method POST to send the 
request ( the text enter or type by the user) as separate byte streams over the wireless  
network .    

12.4.3    The source codes for  the Java Servlet 
 
Here are the codes for the Java servlet  
 
01:   impor t java.io.* ; 
02:   impor t java.net.* ; 
03:   impor t java.util.* ; 
04:   impor t java.text.* ; 
05:   impor t javax.servlet.* ; 
06:   impor t javax.servlet.http.* ; 
 
lines 1) –6) include the neccesary packages to enable to use the network programming  
 
07:    public class JavaServlet extends HttpServlet { 
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7) declare the JavaServlet must extends HttpServlet 
 
08:       public void doPost(HttpServletRequest request, 
                                                HttpServletResponse response) 
09:                  throws IOException, ServletException 
10:                 { 
11:                    response.setContentType(" text/html" ); 
12:                    Pr intWr iter  out = response.getWr iter (); 
13:                    ServletInputStream in = request.getInputStream(); 
14:                    DataInputStream din = new DataInputStream( in ); 
15:                    Str ing text = din.readLine(); 
16:                    Str ingTokenizer  tok = new Str ingTokenizer (text); 
17:                    Str ing seek = tok.nextToken(); 
 
 
lines 8) use doPost Method in to handler the requests and to responds  the MIDlet request .  
 
 
line 9 ) caught and IOException and an ServletException if the respond 
or request action faile , 
 
line 11) respond type , in this case “ text/html”  ; you can also use “ text/plain”  
 
The code on line 11)  must always call before the code on line 12 (PrintWriter) 
 
Line 13) use ServletInputStream to get the request , 
 
Line 14:    Then convert it to DataInputStream 
 
Line 15:     Use method DataInputStream.readLine() to read the request lines ( read 
lines of text) ; Here you can use method BufferedReader .readLine() instead like this : 
 
replacing code of the form:  
 
                  DataInputStream din = new DataInputStream(in); 
  
with:  
 
      BufferedReader  d 
                             =  new BufferedReader (new InputStreamReader(in)); 
 
  

 
lines 16:  Use the StringTokenizer , as mentioned in the code explaination for MIDlet , 
you can use the request.getParameter (Str ing text)  instead 
 
like this :     Str ing request = request.getParameter (“ sell-car ” ); 
 
If you do that , you don’ t need the method in line 18 
 
Here , in line 16, convert the line of text into token and in 17) get the first token to see  if it 
match the token  sell-car  
 
18:     if(seek.equals(" sell-car" ) ) { 
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line 18) , This line check the valid of the request . The request send from the MIDlet must 
be an message start with the word : sell-car . Here check to see if the token equal sell-car  
  
The next source codes are very important  lines 19) –20) , it’s very easy and very 
important  too . 
  
If the request is valid ;The Java socket is apply to forward the message from MIDlet to 
AW1 ( Agentwrapper1 ) by using the help class Sender  , calling the send(String message) 
method in Sender class  
 
Line 19) The class Sender open the Socket connection to AgentWrapper AW1 in Bee-gent  
 
19:                   Sender  se = new Sender(); 
20:                   se.send(text); 
 
21:                    out.pr intln(“ <list>” ); 
22:                    out.pr intln(" <item> HTTP/1.1  200 OK </item>" ); 
23:                    out.pr intln(“ </list>” ); 
 
lines  21-23)  send a respond using XML to MIDlet say that the request is a valid request , 
then the MIDlet (the user) can close the connection .    
 
24:            } 
 
lines 25) –34)  check if the request is a request to get the result and 
if it is : Parser the result as XML , if it is not : parse the “bad “message back to MIDlet as 
XML too .   
 
25:     else if(seek.equals(" RESULT" ))  { 
 
26:              getResult Re = new getResult(); 
 
lines 26 ) Initiate the getResult class    
 
parser the result to the MIDlet as XML : line 27-30 
 
27:                 out.pr intln(" <list>" ); 
28:                 out.pr intln(" <item> Here is the result  : </item>" ); 
29:                 out.pr intln(" <item>"  + Re.readResult() + " </item>" ); 
30:                 out.pr intln(" </list>" ); 
 
31:           }  else  { 
 
33:  parse the HTTP/1.1 400 Bad  request respond to MIDlet tell that the request is not 
valid 
 
32:              out.pr intln(" <list>" ); 
33:              out.pr intln(" <item> HTTP/1.1  400  Bad  request  : </item>" ); 
34:              out.pr intln(" </list>" ); 
 
lines 32) –34)  parse the repond as XML to MIDlet   
 
36:            } 
37:          } // doPost 
38:       } 
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12.3.4   The codes for  Sender  and getResult class  
 
01:    impor t java.io.* ; 
02:    impor t java.net.* ; 
 
 
1)-2 inlude the neccesary packages to use Socket connection to AgentWrapper AW1 
 
03:        public class Sender  { 
 
04:              public Sender() { 
05:             } 
 
 
lines 6-7) declare class Sender as public and call contructor  
 
06:             public void send(Str ing msg) { 
  
07:                   Socket et = null 
 
08:                   DataOutputStream os = null;  
 
lines 7-8)   declare and initiate et as Socket and os as DataOutputStream  
 
09:                       try { 
 
10:                             et = new Socket(" host" , 9500); 
 
line call the constructor , lines 6)  are the send method who forward the request to 
AgentWrapper AW1  

 
In line 10)   values   host  is the name or IP address of the remote computer you want to 
connect to , and the number  9500  is the port number of that host , This port number must 
be the same in the ServerSocket running on AgentWrapper AW1 . You can choose 
another port number if you want. 
 
11:                              os = new DataOutputStream(et.getOutputStream()); 
12:                              os.wr iteBytes(msg); // message body 
13:                              os.close(); 
 
line 12 ) send the message as bytes stream (using DataOutputStream) .  
 
line 13)  always remember to close socket after transfer data 
 
 14:                     } catch (Exception e) { 
 15:                             System.er r .pr intln(" Er ror " ); 
 16:                     } 
 17:          } // send() 
 
18:  } // Sender  
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lines 6)-17)  declare the send method to open Socket connection to the AW1 ( 
AgentWrapper in Bee-gent framework ) . 
 
lines 14-16)  throws an exception if fail sending message to ServerSocket on AW1  
 
 
 
Here are the codes for The getResult method   
 
01:     impor t java.io.* ; 
 
1) you only need one package io here 
 
02:      public class getResult{ 
 
03:      File f; 
04:      FileReader  in = null; 
 
2) –4) In The getResult class , declare f as File and in as FileReader , using them to read 
file  in the readResult method . Of cource , here you can check if the file exits first , I 
forgot to done that . 
 
05:           Str ing readResult() { 
 
06:               Str ing line = null; 
 
07:                    try { 
 
08:                     f = new File(" c:\\contract_net\\AgentWrapper1" ," result2.txt" ); 

 
in line 8)  The " c:\\contract_net\\AgentWrapper1"   is the directory path  where the text 
file result2.txt  is located . You can use an another directory path . 
 

 
09:                           in = new FileReader (f); 
10:                           int size = (int) f.length(); 
11:                           char [] data = new char [size]; 
12:                           int chars_read = 0; 
13:                           BufferedReader  bufread = new BufferedReader(in); 
14:                           line = bufread.readLine(); 
 
15:                    } catch (Exception e) {  

                          System.out.pr intln(" er ror " );  
                    

16:                    }  
 

17:                       return line; 
 
18:          } // readResult() 
 
lines 5) –18)  is the method readResult( ) to enable to get the result from the text file name  
result2.txt stored by the Agentwrapper ( AW1)   
 
19:   } // getResult 
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12.4.4    The source code for  the Bee-gent framework 
 
Impor tant : when I  made this prototype , I  used Bee-gent Framework and Bee-gent 
framework was developed by Toshiba Corporation rsearch and not by me .  
 
Toshiba corporation have a CopyRight And L icense Agreement you must known 
about . So please do read the CopyRight and L icense Agreement of Toshiba 
Corporation  at :  www2.toshiba.co.jp/beegent/license.htm  
 
You can not use this Bee-gent codes for  commerce intention . You can only use this 
for  research and non commerce .  
 
The reasons I used Bee-gent is because I think  it is  an excellent mobile agent platform    
 
And my suggest solution state that you can apply any mobile agent platform , not only one 
specific platform . That is why I used Bee-gent to made the prototype . And to be able to 
show you how my suggest solution work , I must show you the Bee-gent mobile agent 
framework . But Toshiba , the owne of Bee-gent have a Copy and License Agreement you 
must be know about . So please read the License Agreement of Toshiba Corporation . 
 
To be able to understand how the Bee-gent work , you must understand the ACL ( 
agent communication language ) , so here are the ACL guide .  
 
 
12.4.4.1    The ACL GUIDE  
 
Agent Communication Language ACL 
 
ACL is an agent communication language based on the speech-act theory. In this theory, 
"performative" means purposeful actions performed during conversations between the 
communicators. Sending a performative in a message to the partner results in an intention 
of an action. For example, the "request" performative means that the sender requests the 
receiver to execute some actions. On the other hand, the receiver can acknowledge which 
kinds of response is expected from the contents of the conversation. The following table 
shows the performatives that Bee-gent supports.  
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Performative Summary

request The sender requests the receiver to execute some actions.

query The sender queries the receiver about some information 
the sender does not know.

inform The sender informs the receiver some information the 
sender knows.

cfp The sender calls for proposals of executing some actions.

propose The sender proposes to execute specific actions under 
some preconditions.

accept-proposal The sender accepts the proposal to execute some actions 
presented in advance.

reject-proposal The sender rejects the proposal presented in advance.

agree The sender agrees to execute some actions.

refuse The sender refuses to execute some actions because the 
sender cannot execute them.

failure The sender notifies that it tried to execute some actions 
and failed the execution by some reasons.

not-understood The sender notifies that it cannot understand the message 
the sender received.

 
 
Interaction Protocol 
 
In actual conversations, several subjects aim to satisfy some goals by sending 
performatives to each other. In Bee-gent, the mediation agents carry out services by 
interactions on the basis of conversations with the agent wrappers. The order of the 
performatives during a conversation is called the interaction protocol. There are some 
typical patterns in the interaction protocols and a specific order of performatives are 
expected in each pattern. Such typical patterns are specified as FIPA protocol by an 
international standardization organization fo the agent technology called FIPA 
(Foundation for Intelligent Physical Agents). Below are the introduction of  two of the 
representative FIPA protocols .  
 
FIPA-request Protocol 
 
In FIPA-request protocol, an agent requests another agent to execute some actions and the 
receiver agent returns a response representing either that it executed the actions or that it 
cannot execute the actions by some reasons. The following three sequence charts illustrate 
the procedures of the FIPA-request protocol. Let us assume that the agent i  requests the 
agent j  to execute the action "action".  
(a) The agent i  sends "request" to the agent j . If the agent j  agrees with the request, j  
returns "agree" at this time. After that, when j  finishes to execute "action", j  informs the 
fact using "inform".  
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(b) If the agent j  once agreed and cannot execute "action" by some reasons, it returns 
"failure" and the reasons.  
(c) If the agent j  cannot agree with the request of the agent i , j  returns "refuse" and the 
reasons of the refusal.  

 

 

 

FIPA-query Protocol 

The FIPA-query protocol means that the sender agent requests the receiver 
agent to execute some kind of an " inform"  performative, that is, to answer 
to the query. The following three sequence charts illustrate the procedures 
of the FIPA-query protocol. Let us assume that the agent i  queries the 
agent j .  

(a) The agent i  sends " query"  to the agent  j . If the agent  j  knows the 
answer to the query, it informs using the " inform"  performative.  
(b) If the agent j  tried to answer to the query and cannot answer by some 
reasons, it returns " failure" .  
(c) If the agent j  refuses to answer to the query by some reasons, it returns 
" refuse" .  
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 The " query"  per formative used in Bee-gent cor responds to both of 
" query-ref"  and " query-if"  specified by FIPA. [12.1] 

 
 
12.4.4.2  The Java code for  AW1   
 

 
 
02:impor t java.io.* ;   
03:impor t java.net.* ;   
04:impor t java.util.* ;   
05:impor t com.toshiba.beegent.* ;   
06:impor t com.toshiba.beegent.xml.* ;   
07:impor t com.toshiba.beegent.util.* ; 

 
 
 
 

2-4 These Java packages en-able you to get network connection .

5-7 These are Bee-gent packages . You must import these to use Bee-
gent

 
 
Class definition of the body of the agent wrapper AW1  name  "Mother”   

 
 
08:public class AW1 extends AgentWrapper{   
09:public static void main(Str ing[] argv) throws Exception{   
10:AW1 aw = new AW1();   
11:aw.setName(" Mother" );   
12:aw.pr intLog(true);   
13:aw.fileLog(true);   
14:aw.setPassword(" NTNU" );   
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15:aw.addIPStates(new Awr IPState1());   
16:aw.addIPStates(new Awr IPState2());   
17://aw.addPublicIPStates();   
18:aw.star tIP();   
19:}   
20:} 
 
 

8 Class AgentWrapper AW1 is declared , It must extend 
AgentWrapper when it be declare .

10 Instantiating the agent wrapper.

11 Setting the name of the agent wrapper. If the name is not specified 
explicitly, the class name becomes the name of the agent wrapper.

12 printLog(true) is the optional setting for debug information output. 
printLog(true) validates putting out activity status to the console 
where the agent wrapper has been started. The contents of the 
output are the default items and the ones defined via the 
Debug.printLog method by the user. This is invalidated by (false) 
and the initial value is (false).

13 fileLog(true) validates the conversation log output for IPViewer. 
The history of message sending and receiving of the agent wrapper 
is recorded in the conversation log and displayed in IPViewer. This 
is invalidated by (false) and the initial value is (false). As for 
IPViewer, please also refer to the chapter of IPViewer.

 
 
 
 

14 If setPassword is called, the agent wrapper ciphers the mediation 
agent with the key of the argument when the agent wrapper 
transfers the mediation agent. (In the Bee-gent implementation, the 
agent wrapper makes the mediation agent migrate.) When the 
mediation agent immigrates, the agent wrapper deciphers it with 
the key of the argument. The argument can only be a string of eight 
alphanumeric characters. If setPassword is not called, the 
mediation agent is transformed by Base64 and transferred. The 
migration succeeds only if the agent wrappers of the both sides of 
the emigration and the immigration call setPassword using the 
same key or both of them do not call setPassword.

15-17 Generating and registering the state of the agent wrapper. A class 
should be defined for each state individually. The "INIT" state 
should be defined at least. There are two ways of state generation 
and registration. One is to call addIPStates with the arguments of a 
new instance of the class in the same way as the lines 15 and 16. 
Another way is, as indicated in the comment of the line 17 in this 
sample, to call addPublicIPStates. addPublicIPStates() 
automatically generates and registers the all public state classes in 
the directory in which the invoked class (the class of this agent 
wrapper) exists beginning with the string "AwrIPState". By this 
facility, it is possible to reuse the state classes in other agent 
wrappers without recompiling them.

18 Making the current state of the agent wrapper "INIT" and start the 
transition. This sentence is necessary.
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Definition of the "INIT" State 
 
 
21:class Awr IPState1 extends Awr IPState{  
22:Awr IPState1(){ setPrecond(" INIT" ); }  
23:public void action(){ 
 
 

21 Defining the state as a class. The state class name should begin 
with "AwrIPState". The class should extend AwrIPState.

22 Setting the precondition by calling setPrecond(state name) in the 
constructor. The declaration of the precondition is necessary. 
(Without the declaration, the state is regarded as INIT. If more 
than one state is INIT, only the first registered state becomes valid. 
In order to avoid mistakes, please declare this in the all states.)

23 Defining the action of the state in the action method. This is 
declared as public. The action method is necessary.

 
 
 
24:          Str ing line; 
25:          DataInputStream is = null; 
26:          ServerSocket checkerServer  = null; 
27:          Socket clientSocket = null; 
 
28:          Str ing text = null; 
29:          Str ing Seek; 
30:          Str ing pr ice = null; 
 
lines 24-27  declare  and initiate the variables need to set up the server and get the socket 
connection , Here I used DataInputStream , line 25 , but you can use BufferedReader as 
well   
 
 
31:                   try { 
 
32:                           checkerServer  = new ServerSocket(9500); 
 
33:      } catch (Exception e) { 
34:             System.out.pr intln(" Register  exception: "  + e.getMessage()); 
35:                            e.pr intStackTrace(); 
36:                    } 
 
 
                
lines 31-36   set up the server on port 9500 , line 32 is the code who set up the server on 
port 9500 , this port number must be the same as the port number in the Socket in the 
method send(Str ing msg) in the class Sender  . Here I   used por t 9500 but you can use 
an another  por t as well , the next codes accept a client    
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37:       try { 
38:                  clientSocket = checkerServer .accept(); 
39:                  System.out.pr intln(" Get a client" ); 
40:                  is = new DataInputStream(clientSocket.getInputStream()); 
41:                  text = is.readLine(); 
 
42:                  Str ingTokenizer  tok = new Str ingTokenizer (text); 
 
lines 37-42 get a client request , line 41 use to read the client request as string and line 42 
convert it into token , so you can check every single token ( as word in this case ) in line 
45 ,   
 
43:           while (tok.hasMoreTokens()) { 
 
44:     Seek = tok.nextToken(); 
 
45:      if(Seek.equals(" pr ice" ) ) { 
 
line 45 check to see if the request contain the token (word) pr ice and if it is , then in line 
46 set the variabel price who had been declare and  inititate in line 30 abow equal the sum 
( the price determined by the user) , that is why when the user send a request , the user 
must enter the price (sum) right after the word  pr ice , 
 
for example like this =   sell-car BMW700i price 50000 dollar ,  
 
As you can see the sum 50000 must be enter right after the word price with a space 
between , of cource ; 
  
46:                 pr ice = tok.nextToken(); 
 
lines 43-46    check the request to get the price . If the price is in the request , the 
AgentWrapper AW1 will create the mobile agent BEE1 , name Kid . If the price is not in 
the request then AW1 don’ t create the mobile agent ( because the request is not valid ) .  
And AW1 just wait for the new valid request   
 
The valid request must include the pr ice on it .   
 
 
47:                           try{ 
 
48:     createBee(" BEE1" ," Kid" ); 
 
line 48)  AgentWrapper AW1 create the mobileagent BEE1 name Kid . You can name 
your mobile agent with another name when you create it as well   
 
49:         } catch(Exception e) { 
 
50:                                Debug.pr intLog(getMyname()," failed to create Bee." ); 
 
lines 47-50   . The AgentWrapper  AW1 create the mobile agent BEE1 , name Kid  
               
51:                                 setPostcond(" INIT" ); 
52:                                 return; 
53:                       } 
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lines 51 -53 The AgentrWrapper AW1 go back to the INIT state if he failed to create 
BEE1  . 
              
 
 54:            } // while 
 
line 54   end of while  
      
 55:          } catch (Exception e) { 
 56:                   System.out.pr intln(" Register  exception: "  + e.getMessage()); 
 57:                   e.pr intStackTrace(); 
 58:            } 
 
55-58 throws a Exception if the the socket connection failed  
 
           // close the inputstream and the connection          
            try {     
                      is.close(); 
                      clientSocket.close(); 
            } catch(IOException ic) { 
                     ic.pr intStackTrace(); 
            } 
 
 
  59:  XmlAcl xa = new XmlAcl(); 
  60: xa.setTag2Value(" per formative" ," request" ); 
  61: xa.setTag2Value(" sender"       , getMyname()); 
  62:  xa.setTag2Value(" receiver "     ," K id" ); 
   
lines 59-62   The AgentWrapper  AW1 forward the request from the user to the 
mobileagent Kid (BEE1)   by using XML/ACL . The method getMyname() in Line 61 is 
used to specify the name of the AgentWrappers or Agents who sending the message , in 
this case , the name is Mother ; And it is AgentWrapper AW1 , line 59-69) is one example 
of how agents in Bee-gent framework send message by using XML/ACL message 
sending;   
 
line 59) Generating the message class. 
 
 
The message sending in receiving in Bee-gent framework can occur between the following 
elements , 
 

1) from an AgentWrapper to an another AgentWrapper 
2) from an AgentWrapper to an MediationAgent (mobileagent) 
3) from an MediationAgent to an AgentWrapper 
4) from an MediationAgent to an another MediationAgent 

 
both local and remote transfer are possible ; 
 
As a receiver, the names registered in the agent wrapper are permitted. (If the mediation 
agent sends the message, because the message is once sent to the agent wrapper where the 
mediation agent exists at this moment and then forwarded to the receiver, the agent 
wrapper should know the address of the receiver.) The name set in setName in the agent 
wrapper or set in the second argument of createBee in the generation of the mediation 
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agent is registered. (If it is omitted, the class name becomes the name of the receiver in 
either case.) 
 
 

The ways of registering the address in the agent wrapper are as follows.   

1. Describing in the name-address correspondence file. 
(/conf/Name2Address.csv; see the describe of Directory 
Configuration  in this chapter; in section the user Guide ).   

2. Calling the address registration method 
(registerName2Address(name, address)).   

3. The senders of the messages received in the past and the agent 
wrappers from which the mediation agent has migrated are 
automatically registered.   

4. The destinations of the migration of the mediation agents that have 
belonged to the agent wrapper are also automatically registered 
again.    

Bee-gent supports message forwarding. For example, when a message is sent to a 
mediation agent, if the mediation agent has migrated to a different location, the 
message is forwarded and delivered to the recipient.  
Setting and consistency management of names are left to designers© responsibility. 
This is because the names would become mechanical and therefore it would be 
difficult to monitor them if the Bee-gent framework generated unique names 
automatically.  

 
line 60) AW1 use  “ request”   Performative to tell BEE1 that AW1 want BEE1 to execute 
some actions   
 
63:xa.setTag2Value(" action"       ,  text); 
64: xa.setTag2Value(" args"         , pr ice); 
 
lines 63-64    Here are the request from the user and the price which had been forward to 
the mobile agent  name “  Kid “  .   
 
lines 62-64 Setting the message contents by the calling the method setTag2Value(tag 
name of XML, value). 
 
For  examples :    sell-car  modell BMW700i  pr ice 50000 dollar    
 
The varibel  text  is : sell-car  modell BMW700i  pr ice 50000 dollar   and 
The variabel  price  is :  50000   
 
65:    if(!sendXML(xa)){ 
66:         Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
67:         setPostcond(" INIT" ); 
68:         return; 
69:    } 
 
line 65) The method sendXML(message class) is called to en-able sending a message , 
errors occur if the values of performativ and receive are not defined ;  
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(If receiver is a null string ("") in the case of a mediation agent, the agent wrapper to 
which the mediation agent belongs currently becomes the receiver.) As for other error 
causes, please refer to the API document 
 
 
 70:   setPostcond(" RESULT" ); 
 
line 70) Setting the transition rule by setPostcond(next state name). In this example, after 
getting out of (returning from) this state, the transition to "RESULT" occurs. If the agent 
gets out of a state class without setting any transition rules, the next state becomes "END". 
If the current state is "END", the agent wrapper terminates. 
 
 
69 now after the message had been forward to mobile agent and ( mobiler agent take his 
own action after he receive the request message )  . Agentwrapper  AW1 goes to the 
RESULT state , it is to get the respond from the mobile agent BEE1 (Kid)     
 
71: } // action 
72:} 
 
71-72 end of  AwrIPState1  
 
Important ;  
The server is set up running in the INIT state of the AgentWrapper ; that is to en-able the 
server to get a new connection for the next time a client get connect to the server ; So the 
Serversocket is set up running at the same time the AgentWrapper AW1 is up running in 
the INIT state ; when the ServerSoccket get a valid request ; it en-able the action method 
in the class AwrIPState1 to do the ation; So you must write the code to set up the 
ServerSocket in the action method of the INIT state ; In this case ; Every time the 
AgentWrapper  AW1 go back to the INIT state ; it include the ServerSocket as well ;       
 
 
Now let see the definition of the RESULT state ; 
 
73:class Awr IPState2 extends Awr IPState { 
74: Awr IPState2(){ setPrecond(" RESULT" ); } 
 
lines 73-74 , here you see the same as in the AwrIPState1 ( see lines 21-22 ) , the different 
is that the state is now RESULT ; Everytime you declare a new state ; you must write the 
codes like that ;  
 
 
lines 73-74  State AwrIPState2; is the state RESULT where the AgentWrapper AW1 wait 
and get the result from the MediationAgent BEE1( The mobileagent who name is Kid);      
 
75:  public void action(){ 
 
    // Receive XML/ACL 
76:    if(waitXML(0)) { 
 
77:         XmlAcl xa      = getXML(); 
78:         Str ing per f    = xa.getTag2Value(" per formative" ); 
79:         Str ing content = xa.getTag2Value(" content" ); 
 
lines 76-79)  these lines show you how to receive a XML/ACL message ; 
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In line 76 ; call the method  waitXML(waiting time); The unit of the waiting time is a 
second, If the argument is 0, the agent will wait forever. If a message has been already 
sent and stored in the message queue; return is called immediately. The returned value is 
true if there is a message and false if the time is over. If you do not want to wait and you 
want to take out a message only in the case that it has already arrived, you should not call 
waitXML(waiting time) but you should call getXML() in line 77 immediately. 
 
In Line 77) Taking out a message from the head of the message queue. If there are no 
messages in the queue, the returned value is null. In this example, because the agent has 
made sure by waitXML(0) in line 76) that the message is stored in the queue, it does not 
judge whether the returned value is null or not. However, if it is possible that there are no 
messages in the queue, please judge whether the returned value is null or not. 
 
Lines 78-79) Taking out the contents of each messages tag by calling the method 
getTag2Value(tag name) . 
 
 
 80:     if(per f.equals(" inform" )) 
 81:           Debug.pr intLog(getMyname()," Result: "  + content); 
 
lines 80-81) Here, if the performative of the received messages is inform, the 
value of the content tag is displayed. 
 
82:    try { 
 
83:                      FileWr iter  fo = new FileWr iter (" result2.txt" ); 
84:                      fo.wr ite(content); 
85:                      fo.flush(); 
86)                      fo.close(); 
 
87:            }   catch(Exception e) {  
88:                      System.out.pr intln(" Er ror " );  
89)             } 
 
lines 82-89 ) stores the result of the process in a text file name result2.txt  on the origin 
host . ( The host where the AW1 run on ) .  
 
line 84) ; use the method   wr ite(Str ing )  in  FileWr iter  to write the result (data) which 
brought  back by the mobileagent Kid ( MediationAgent BEE1) in a textfile name 
result2.txt ;  
     
 
90:    } // action 
 
91:         setPostcond(" INIT" ); 
 
92)    } 
 
93)   } 
 
line 91)   now the AW1 go back to the wait ( INIT ) state again . To wait for a new request 
from the user .  
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12.4.4.3  The code for  AW2   
 
01:impor t java.io.* ; 
02:impor t java.net.* ; 
03:impor t java.util.* ; 
04:impor t com.toshiba.beegent.* ; 
05:impor t com.toshiba.beegent.xml.* ; 
06:impor t com.toshiba.beegent.util.* ; 
 
Now is it time to explain the codes for the AgentWrapper AW2 
 
Lines 1-6 includes the necessary packages  
 
Please do note this :  
 
The codes for AgentWrapper AW2 , AW3 , AW4  are the same except the name settings 
in their agent wrapper class bodies ( bidder1, bidder2, bidder3 , bidder1 is the name of 
AW2 , bidder2 is name of AW3 and bidder 3 is name of AW4) .  
 
The classes AW2 , AW3 , AW4 are the same except the name bidder mentioned before . It 
all has three states " INIT" , " WAIT"  and " NEGO"  and each of them are defined in an 
individual file of the class AwrIPStateS1, AwrIPStateS2 and AwrIPStateS3 respectively. 
 
In this case (Example) The class AwrIPStateS1 is " INIT"  state and  The class 
AwrIPStateS2 is  "WAIT"  state and The class AwrIPStateS3 is "NEGO"  state;  
 
 
I will only explain the codes for the class AW2 here because they are the same as class 
AW3 and class AW4 except the name ;  
 
 
07: public class AW2 extends AgentWrapper{ 
 
08:          AW2(Str ing s) { 
 
09:          super(s); 
 
10:  } 
 
lines 7-10 ,  It is not difficult to understand here . 
  
11 :    public static void main(Str ing[] argv) throws Exception{ 
 
12:              AW2 aw = new AW2(" bidder1" ); 
 
13:              aw.pr intLog(true); 
14:              aw.fileLog(true); 
 
15:              aw.setPassword(" NTNU" ); 
 
line 12 )   Agentwrapper  AW2  name is set to  bidder1 ,  
 
lines 13-14 )  are the same as explained in class AW1 ( see the explanation of printLog 
and fileLog in class  AW1   ) 
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line 15)    set up the pasword   
 
16:              aw.addPublicIPStates(); 
 
17:              aw.star tIP(); 
 
line 16)   It is important to see the different here from AW1 ,  AW2 use  :               
 
                   aw.addPublicIPStates(); 
 
because these states can be reuse by AW3 and AW4 , so you don’ t have to recompile the 
code again . You only need to copy it into directories of AW3 and AW4    
 
line17)  you must always remember to include this code when you create Agents in Bee-
gent  ; 
 
18:           } 
 
19:      } 
 
lines 18-19;   the end lines  
 
 
bidder1 through bidder3 use addPublicIPStates() while Mother explicitly generates the 
state class by new and registered using addIPState. addPublicIPStates() is the method 
that consider the public state classes beginning with the string " Awr IPState"  in the 
directory where the class definition files for bidder1 through bidder3 exist as the state 
classes of this wrapper and automatically generate and register the classes. In this way, 
bidder2 and bidder3 can reuse the state classes only by copying the files for bidder1. 
 
 
 
Now it is time to show you the Definition of the "INIT" State ( The INIT state of 
AgentWrapper AW2 , AW3 and AW4 Are the same in this example); 
 
( the name of the java file of this class is AwrIPStateS1.java ; you can find it in the CD-
ROM of this project ) 
 
Definition of the “ INIT”  state 
  
impor t java.io.* ; 
impor t java.net.* ; 
impor t java.util.* ; 
impor t com.toshiba.beegent.* ; 
impor t com.toshiba.beegent.xml.* ; 
impor t com.toshiba.beegent.util.* ; 
 
Includes the necessary packages as earlier . 
 
01:public class Awr IPStateS1 extends Awr IPState{ 
 
line 01: In the class declaration, make the class name begin with "AwrIPStates" and 
extend AwrIPState. If you generate and register a state using addPublicIPStates() in the 
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wrapper class body, declare the state class public and put the file in the same directory as 
the class body definition file. 
 
02: public Awr IPStateS1(){ super(" INIT" ); } 
 
line 02:Declaring the precondition by setPrecond(state name) in the constructor. 
 
03: public void action() { 
 
line 03: Defining the state action by the method named action. action should be declared 
public. 
 
04:       XmlAcl xa = null; 
05:       Str ing per f      = new Str ing(); 
06:       Str ing sender   = new Str ing(); 
07:       Str ing action   = new Str ing(); 
08:       Str ing args      = new Str ing(); 
 
  // Receive XML/ACL 
 09:   while(waitXML(0)) { 
  
 10:         xa      = getXML(); 
 11:         per f    = xa.getTag2Value(" per formative" ); 
 12:         sender   = xa.getTag2Value(" sender" ); 
 13:         action  = xa.getTag2Value(" action" ); 
 14:         if(per f.equals(" cfp" )) 
 15:                break; 
 16:   } //while 
 
9-16 ) Receiving an XML/ACL message. As for receiving, please refer to the explanation 
of Mother ( agentwrapper AW1) presented earlier in class AW1 . Here the AgentWrapper 
wait without a deadline and, if it receives a message whose performative is not cfp, it does 
nothing (the message is discarded) and go on waiting for the next message. In this sample, 
the wrapper receives a message from the mediation agent with the request querying if a 
commodity is dealt with. (Remark) If you do not want to discard other messages and you 
want to take out a message whose performative is cfp, you should use a queue operation 
method other than getXML(). Please refer to the API document of Bee-gent . 
 
Now the send message , the AW2 , AW3 agents are simulate  . 
 
In this prototype , a math function is used to decide the action of the agents AW2, AW3, 
AW4 
 
The math function give a randomly value .  
The agentWrapper Returning a message randomly selected from the three types in reply to 
the query about if the commodity is dealt with. Although this agent wrapper should invoke 
the wrapped application or related objects and make sure in practical situations, this 
example uses random numbers for simplification of the explanation. The reply is selected 
among  1)refuse , 2)not-understood  and  3)propose. Each of them can be a performative 
of a reply to the performative cfp.   
 
   
// Send XML/ACL 
 
17:    int rand = new Random(System.currentTimeMillis()).nextInt(); 
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18:    int dice = Math.abs(rand) % 3; 
19:    switch(dice)  { 
 
17-19) the math function generate a random value  
 
20:     case 0: 
21:      xa = new XmlAcl(); 
22:      xa.setTag2Value(" per formative" ," refuse" ); 
23:      xa.setTag2Value(" sender "       ,getMyname()); 
24:      xa.setTag2Value(" receiver "     ,sender ); 
25:      xa.setTag2Value(" action"       ,action); 
26:      xa.setTag2Value(" actor "        ,getMyname()); 
27:      xa.setTag2Value(" reason"       ," I©m not interested." ); 
 
28:      setPostcond(" INIT" ); 
29:      break; 
 
line 28) Making the next state "INIT". Since there are no processes after replying refuse, 
the state should go back to the initial state. 
 
Lines 20-29)    in this case ,  the AW2 or AW3 or  AW4 agentwrappers make the decision 
not interested and send the message “ I©m not interested”  to mobile agent BEE1 ( Kid ) tell 
him that they are not interested for a negotiation ; the message is a performative of a reply 
to the performative cfp.   
 
Lines 21-27) Making an XML/ACL message. Please refer to the explanation in the 
message sending presented earlier in the class AW1 ;    
 
30:    case 1: 
31:     xa = new XmlAcl(); 
32:     xa.setTag2Value(" per formative" ," not-understood" ); 
33:     xa.setTag2Value(" sender"       ,getMyname()); 
32:     xa.setTag2Value(" receiver"     ,sender); 
33:     xa.setTag2Value(" content"      ,action); 
 
35:     setPostcond(" INIT" ); 
36:     break; 
 
line 35) Making the next state "INIT". Since there are no processes after replying not -
understood, the state should go back to the initial state. 
 
lines 30-36) in this case , the AW2 or Aw3 or AW4 agentwrappers make the decision not-
understood and will send “not-understood”  to mobile agent BEE1 ( Kid) .   
 
37:    case 2: 
38:    xa = new XmlAcl(); 
39:    xa.setTag2Value(" per formative" ," propose" ); 
40:    xa.setTag2Value(" sender "       ,getMyname()); 
41:    xa.setTag2Value(" receiver"     ,sender ); 
42:    xa.setTag2Value(" action"       ,action); 
43:    xa.setTag2Value(" actor "        ,getMyname()); 
44:    xa.setTag2Value(" args"         ," I©m interested." ); 
 
lines 37-44) in this case , the AW2 or Aw3 or AW4 agentwrappers make the decision 
“ I’m interested”  and will send “ I’m interested”  to mobile agent BEE1 ( Kid) .   
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45:    setPostcond(" WAIT" ); 
46:    break; 
 
line45 ) Making the next state "WAIT". The agentwrapper returns propose and changes its 
state to waiting for propose results. 
 
47:   default: 
48:   setPostcond(" END" ); 
49:   return; 
 
50:   } 
 
51:   if(!sendXML(xa)) 
52:      Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
53:    } 
 
lines 51-52 ) Sending the XML/ACL prepared for each case. 
 
54:   }      
 
line 54) If the thread in this state terminates, the state changes to the next one set up 
previously. In this example, the state changes to "INIT" in case 0 and 1 and "WAIT" in 
case 2. 
 
 
Now You had seen the “ INIT”  state , it is time to show you the Java codes of the “WAIT”  
State of this axample ;  
 
 
The Definition of the “WAIT”  state of agentwrappers bidder1, bidder2 and bidder3  
 
( the name of the java file of this class is AwrIPStateS2.java ; you can find it in the CD-
ROM of this project ) 
  
impor t java.io.* ; 
impor t java.net.* ; 
impor t java.util.* ; 
 
impor t com.toshiba.beegent.* ; 
impor t com.toshiba.beegent.xml.* ; 
impor t com.toshiba.beegent.util.* ; 
 
As explained earlier , import the necessary packages ;   
 
01:           public class Awr IPStateS2 extends Awr IPState{ 
 
02:           public Awr IPStateS2() { super (" WAIT" ); } 
 
lines 1-2 ) The declaration of the state class and the definition of the constructor. 
setPrecond in the constructor registers the state name that is the precondition, which is 
necessary. 
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03:         public void action() { 
 
line 3 )  The state action is defined in the action method. The action method should be 
declared public. The action method is necessary. 
 
04:                       XmlAcl xa = null; 
05:                       Str ing per f    = new Str ing(); 
06:                       Str ing sender   = new Str ing(); 
07:                       Str ing action  = new Str ing(); 
 
                    // Receive XML/ACL 
08:                while(waitXML(0))  { 
09:                            xa      = getXML(); 
10:                            per f    = xa.getTag2Value(" per formative" ); 
11:                            sender   = xa.getTag2Value(" sender" ); 
12:                            action  = xa.getTag2Value(" action" ); 
 
lines 8-12)   Waiting for an XML/ACL message without a deadline, taking out the 
message from the queue and copying the message contents to the internal variables. As for 
waiting for receiving and taking out from the queue, please refer to the explanation of 
receiving in Mother( AW1)  . 
 
13:                            if(per f.equals(" reject-proposal" )) { 
14:                            setPostcond(" INIT" ); 
15:                            return; 
16:                            } 
17:                            else if(per f.equals(" accept-proposal" )) { 
18:                            setPostcond(" NEGO" ); 
19:                            return; 
20:                           } 
 
21:                   } 
 
22:            } 
 
23:      } 
 
lines 12-16)  If the performative of the received message is reject-proposal, the wrapper 
changes the next state to "INIT" and returns. There are no operations after proposal is 
rejected. 
 
17-19 ) If the performative of the received message is accept-proposal, the wrapper 
changes the next state to "NEGO" and returns. After proposal is accepted, the wrapper 
goes into the negotiating state next. 
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Now it is time to see the “NEGO” State  
 
The “NEGO” STATE    of agentwrappers  bidder1(AW2) , bidder2(AW3) , 
bidder3(AW4)    
 
impor t java.io.* ; 
impor t java.net.* ; 
impor t java.util.* ; 
impor t com.toshiba.beegent.* ; 
impor t com.toshiba.beegent.xml.* ; 
impor t com.toshiba.beegent.util.* ; 
 
as earlier , you don’ t need the explaination here any more; 
 
01:          public class Awr IPStateS3 extends Awr IPState{ 
 
02:          public Awr IPStateS3(){ super(" NEGO" ); } 
 
03:           public void action()  { 
 
04:                   XmlAcl xa = null; 
05:                   Str ing per f    = new Str ing(); 
06:                   Str ing sender   = new Str ing(); 
07:                   Str ing action  = new Str ing(); 
08:                   Str ing args    = new Str ing(); 
 
lines 1-2 )  The declaration of the state class and the definition of the constructor. 
setPrecond in the constructor registers the state name that is the precondition, which is 
necessary. 
 
Line 3) The state action is defined in the action method. The action method should be 
declared public. The action method is necessary. 
    
                  // Receive XML/ACL 
09:             while(waitXML(0))  { 
10:                     xa      = getXML(); 
11:                     per f    = xa.getTag2Value(" per formative" ); 
12:                     sender   = xa.getTag2Value(" sender" ); 
13:                     action  = xa.getTag2Value(" action" ); 
14:                     args    = xa.getTag2Value(" args" ); 
 
15:                     if(per f.equals(" request" ) || (action.indexOf(" sell-car " ) != -1)) 
16:                     break; 
17:              }                 
 
line 10-17) Waiting until an XML/ACL message whose performative is request and the 
contents of the action tag is sell-car. As for waiting for receiving and taking out from the 
queue, please refer to the explanation of receiving in class AW1 ( AgentWrapper AW1 
who name is Mother ). 
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// Send XML/ACL 
18:      int cost = new Random(System.currentTimeMillis()).nextInt(); 
 
19:      if( cost <0) { cost = 1500;} 
 
20:      int cost1 = 6; 
 
21:      if(cost1 > 0) { 
22:           xa = new XmlAcl(); 
23:           xa.setTag2Value(" per formative" ," inform" ); 
24:           xa.setTag2Value(" sender "       ,getMyname()); 
25:           xa.setTag2Value(" receiver"     ,sender ); 
26:           xa.setTag2Value(" content"      ," "  + new Integer(cost).toStr ing()); 
 
27:       }  else  { 
29:           xa = new XmlAcl(); 
30:           xa.setTag2Value(" per formative" ," failure" ); 
31:           xa.setTag2Value(" sender "       ,getMyname()); 
32:           xa.setTag2Value(" receiver"     ,sender ); 
33:           xa.setTag2Value(" action"       ,action); 
34:           xa.setTag2Value(" args"         ,args); 
35:           xa.setTag2Value(" reason"       ," malfunctioned!" ); 
36:           } 
 
37:            if(!sendXML(xa)) 
38:                Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
39:                setPostcond(" INIT" ); 
40:            } 
41:         } 
 
line 18) Deciding the selling price as a negotiation result using a random number. 
 
Line 19 ) Make sure that the bid(price) is allway a positiv sum , It will be very stupid if the 
bid is a negativ sum, 
 
Line 21-36 ) If the price(bid) is a positive value(and we make sure that it will be ), the 
wrapper generates an XML/ACL message whose performative is inform and in whose 
content tag the price(bid) is set. If the price is a negative value(And it will never happen), 
the wrapper generates a message whose performative is failure. As for the process of 
message generation, please refer to the explanation of XML/ACL message sending in 
class AW1 .  
 
Line 26)  set the bid(price) to content tag and that will be sent to mobileagent Kid ( 
mediation agent BEE1) ; 
 
Line 37) Sending the message. As for the message sending, please refer to the explanation 
of XML/ACL message sending in AW1 . 
 
Line 39: Setting the next state as "INIT". After replying the selling price the process 
terminates at this moment and return to the initial state. 
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Now it is time to present the code for the mobile agent .  
You had seen the Java codes for the AgentWrapper AW1 , AW2 , AW3 , AW4 ,  
 
Now , finally it is time for you to see the codes for the mobilagent , see next section  
 
  
 
12.4.4.5 The code for  BEE1  
 
The codes for mobileagent BEE1 (mediation agent  Kid )   
 
 
impor t java.io.* ; 
impor t java.net.* ; 
impor t java.util.* ; 
 
impor t com.toshiba.beegent.* ; 
impor t com.toshiba.beegent.xml.* ; 
impor t com.toshiba.beegent.util.* ; 
 
As earlier ,  
 
But  , Very Important : 
  

1) Do not make package declarations in mediation agents because of the 
restrictions of the system. Put the mediation agent class on the (machine 
where exists the classes of) agent wrappers that generate the mediation 
agents and add the directory to the CLASSPATH environment variable.  

 
2) Make the all classes used in the mediation agent serializable. This is 

necessary for migration. The classes that are provided in the Bee-gent 
package like the Bee class are serializable. 

 
 
01:       public class BEE1 extends Bee implements I_Bee  { 
 
02:       public void init() throws InstantiationException  { 
 
03:      addIPStates(new BeeIPState1()); 
04:      addIPStates(new BeeIPState2()); 
05:      addIPStates(new BeeIPState3()); 
06:      addIPStates(new BeeIPState4()); 
07:      addIPStates(new BeeIPState5()); 
08:      addIPStates(new BeeIPState6()); 
 
09:      } 
10:   } 
 
lines 1-10 ) here in this prototype , the mobile agent had only 6 states , but you can make 
more if you want . Every state is a process or a decision to do a specific process ( or task ), 
You can use any advance negotiation , decision process you want . 
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Here , the BEE1 add only 6 states .  The BEE1 class is the mobileagent (mediation agent) , 
his name is Kid and he can only be born by his mother , the AgentWrapper  AW1 , AW1 
is the mother of BEE1 .  
 
AW1 is the one who actually dispatch BEE1 to a remote host . ( By forward to BEE1 the 
request ( parameters) from the user ) .    
  
Line  1 ) The class declaration of the body of the mediation agent. This is declared public. 
Extend the Bee class and implement the I_Bee inter face. These are necessary. 
 
Line 2) A mediation agent is generated as a thread by the agent wrapper. For this reason, 
the main method is unnecessary unlike the agent wrapper. This init() method is necessary.  
 
Line 3-8 ) The init method generate and register the state classes of the mediation agent. 
The processes of generation and registration are the same as the agent wrapper. Please also 
refer to the explanation of generation and registration of the state classes of AW1. 
Here, after they are newed explicitly, they are registered using the addIPStates method. 
 
 
Now let see state 1 . By this time , I am sure that you are already familiar to all the 
communication process of Bee-gent framework . So if you look at the codes , you see the  
Almost the same as earlier , because the AgentWrappers and the MediationAgents ( 
BEE1) communicate with each other by using XML/ACL (as mentioned earlier ) .  
 
In State 1 , BEE1 ( mobileagent who name is Kid)  is waiting for  the message from his 
mother ( agentwrapper AW1 who name is Mother) ,  
 
11:     class BeeIPState1 extends BeeIPState implements I_BeeIPState{ 
 
12:       BeeIPState1()  { super(" INIT" ," CFP" ); } 
 
13:         public void action()  { 
 
                // Receive XML/ACL 
14:           while(waitXML(0))   { 
15:                XmlAcl xa     = getXML(); 
16:                Str ing per f   = xa.getTag2Value(" per formative" ); 
17:                Str ing sender  = xa.getTag2Value(" sender" ); 
18:                Str ing action = xa.getTag2Value(" action" ); 
19:                Str ing args   = xa.getTag2Value(" args" ); 
 
20:                     if(per f.equals(" request" ))  { 
21:                          putBaggage(" Mother" ,sender); 
22:                          putBaggage(" deal" ,action); 
23:                          putBaggage(" spec" ,args); 
24:                          break; 
25:                      } 
26:                } 
27:         } 
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28:     } 
 
 
 
 
 
lines 11)  The declaration of the state class. Please begin the state class name with 
"BeeIPState". The class should extend the BeeIPState class. It should also implement the 
I_BeeIPState interface. These are necessary. 
  
Line 12 )  Setting the state name and the names of the next states. This line is equivalent to 
the next list.   
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The names of the next states can be defined somewhere until the thread terminates, but it 
is necessary to set the precondition of this state in the constructor. In this sample, as the 
next state is "CFP" regardless of the results of the actions, the name of the next state is 
also defined in the constructor 
 
Lines 15-19) Waiting for an XML/ACL message, taking out the message from the queue 
and copying the message contents to the internal variables. Waiting for receiving and 
queue operations are the same as the agent wrapper. Please refer to the explanation of 
receiving in AW1. 
 
Lines 20-23 ) If the performative of the message is request, the agent stores the message 
contents to enable the other states to reference the contents. For the other performatives, 
the agent does nothing and waits the next message. In this case, the message is discarded. 
If you do not want to discard it and you want to take out a message whose performative is 
request from the queue, you should use other queue operation methods other than 
getXML. Please refer to the API document of Bee-gent framework . 
 
21 , 23 , 23 )   Bee-gent framework provide Baggage for the purpose of storing objects the 
user generates before or after the mediation agent migrates or between states. Baggage is 
valid from the generation of the mediation agent to its expiration.  
 
putBaggage(tag name, object) stores the objects with the tag name. Please refer to the 
API document for the detail of the methods related to Baggage. It is necessary that the all 
classes the mediation agent uses are serializable. This is the same for the classes in 
Baggage. 
 
Line 27) It is necessary to define the next state by setPostcond before returning from the 
action method in the same way as the agent wrapper. Howver in this example, because the 
next state is always "CFP", this is defined in the constructor. This setting is valid until the 
mediation agent expires 
 
 
In state 2 , the BEE1 send a multicast message to all  the AgentWrappers in the network (  
I this case : agentwrappers AW2 , AW3 and AW4 . The name of AW2 is bidder 1 , of 
AW3 is bidder 2 and bidder 3 for AW4 ) .   
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Definition of the "CFP" state of Kid 
 
In "CFP", the mediation agent sends the message to make sure the stock and waits for the 
reply. 
 
 
29:     class BeeIPState2 extends BeeIPState implements I_BeeIPState { 
 
line 29) The declaration of the state class is the same as the "INIT". 
 
30:         BeeIPState2(){ super(" CFP" ); } 
 
line 30) In the "CFP" state, since the next state differs according to the action results, only 
the name of this state is specified in the constructor. This description is equivalent to the 
next list.  
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31:           public void action() { 
  
                    // Multicast XML/ACL 
32:                XmlAcl xa = new XmlAcl(); 
33:                xa.setTag2Value(" per formative" ," cfp" );  
34:                xa.setTag2Value(" sender"       ,getMyname());  
35:                xa.setTag2Value(" receiver"     ," bidder1" );  
36:                xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
37:                xa.setTag2Value(" args"        , (Str ing)getBaggage(" args" )); 
38:                sendXML(xa); 
 
lines 32-38) Generating a XML/ACL message, specifying its contents and sending it. 
These operations are the same as the agent wrappers. Please refer to the explanation of 
message sending in Kid . The recipient of this message is the bidder1 agent wrapper in a 
remote host. The mediation agent can move and talk (exchange messages) locally and also 
exchange messages remotely as in this example. You can  select the more efficient way 
from the viewpoint of communication data amount, communication frequency and so on. 
 
In this example ; mobileagent Kid send a request to sell a car to all the agents in the 
network ; By using multicast XML/ACL ;  In this case , the receiver agents are 
agentwrapper AW2 (bidder1)  , agentwrapper AW3(bidder2) , agentwrapper 
AW4(bidder3) .  
 
39:                   xa = new XmlAcl(); 
40:                   xa.setTag2Value(" per formative" ," cfp" ); 
41:                   xa.setTag2Value(" sender"       ,getMyname());  
42:                   xa.setTag2Value(" receiver"     ," bidder2" );  
43:                   xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
44:                   xa.setTag2Value(" args"       ,(Str ing)getBaggage(" args" )); 
45:                  sendXML(xa); 
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line 42 -45  ) The generated message contents are not changed even after being sent. If you 
want to send the message again with modification of some tag contents, you should re-
specify the changed part send the message. In this sample, only the recipient is changed 
and the message is sent. 
 
46:                  xa = new XmlAcl(); 
47:                  xa.setTag2Value(" per formative" ," cfp" ); 
48:                  xa.setTag2Value(" sender"       ,getMyname()); 
49:                  xa.setTag2Value(" receiver"     ," bidder3" ); 
50:                  xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
51:                  xa.setTag2Value(" args"       ,(Str ing)getBaggage(" args" )); 
52:                  sendXML(xa); 
 
lines 49-52 The recipient is changed to bidder3 and the message is sent in the same way. 
 
                      // Receive XML/ACL 
53:                  int    cnt = 0; 
54:                  Vector  bid = new Vector (); 
 
55:                  while(waitXML(0)){ 
56:                         xa  = getXML(); 
57:                         Str ing per f   = xa.getTag2Value(" per formative" ); 
58:                         Str ing sender  = xa.getTag2Value(" sender" ); 
 
60:                         if(per f.equals(" propose" ))  {  
61:                            bid.addElement(sender ); 
62:                                 if(++cnt > 2) break; 
63:                         } 
64:                         else if(per f.equals(" not-understood" ) || per f.equals(" refuse" )) { 
65:                               if(++cnt > 2) break; 
66:                        } 
67:                 } 
 
line 53-67 ) Receiving replies from bidder1 through 3. As for the way of receiving 
XML/ACL messages, please refer to the explanation of message receiving in the "INIT" 
state or in class AW1 . In this sample, the agent repeats receiving until it receives three 
messages whose performatives are propose, not-understood or refuse 
 
If  no one are interested , the BEE1 send a message to his mother tell her that no one deal ,  
His mother stores the message “  no one dealt “  to the text file result2.txt .  In this case the 
BEE1 ( mobile agent ) doesn’ t had to migrate to the remote host , he can just die ( to 
release the host resources ) . See lines 68-80 below  
 
68:                   if(bid.isEmpty())  { 
 
69:                      xa = new XmlAcl(); 
70:                      xa.setTag2Value(" per formative" ," failure" ); 
71:                      xa.setTag2Value(" sender "       ,getMyname()); 
72:                      xa.setTag2Value(" receiver "     ,(Str ing)getBaggage(" Mother " )); 
73:                      xa.setTag2Value(" action"       ," cfp" ); 
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75:                      xa.setTag2Value(" args"         ,(Str ing)getBaggage(" deal" )); 
 
 
76:                     xa.setTag2Value(" reason"       ,"  no one deal" ); 
78:                     sendXML(xa); 
 
79:                     setPostcond(" END" ); 
80:                    } 
     
lines 68 –80)  If there are no messages whose performative is propose among the three, the 
agent sends a reply whose performative is failure and extinguishes itsefl. A mediation 
agent can extinguish itself by making the next state the special "END" state. See lines 79 
 
but if there is any one who are interested , the BEE1 choose the first arrived  bid .  
 
81:                   else{ 
82:                      putBaggage(" bid" ,bid); 
83:                      setPostcond(" SELECT" ); 
84:                    } 
85:                  } 
86:                } 
 
lines 81-86 )  If there is at least one message whose performative is propose, the agent 
makes the next state "SELECT" and terminate this state ( that mean he terminate state 
END on line 79 and makes next state a SELECT ; line 83 )  . 
 
Now in state 3 the BEE1 choose the first arrived bid and migrate to the remote host where 
the AgentWrapper ( who is the own of this bid ) is running on . See lines 87-126 below  
 
DEFINITION of the SELECT state  
In the "CFP" state, the mediation agent decides to go on negotiating with the bidder who 
has replied with propose first. The mediation agent sends the reject-proposal message to 
the other bidders who have replied with propose and move to the location where the 
selected bidder exists. 
 
 
87:         class BeeIPState3 extends BeeIPState implements I_BeeIPState{ 
 
              //   choose the AgentWrapper he want to migrate to // 
88:         BeeIPState3(){ super(" SELECT" ," MGRT" ); } 
89:          public void action(){ 
 
lines 87-89 ) The state class declaration, the definition of constructor and the action 
method declaration are the same as the "INIT" state. 
 
              // Select one 
90:          Vector  bid    = null; 
91:          Str ing bidder  = null; 
 
100:          tr y { 
111:               bid    = (Vector )getBaggage(" bid" ); 
112:               bidder  = (Str ing)bid.fir stElement(); 
 
 
113:               bid.removeElement(bidder); 
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114:          }  catch(Exception ex) {  } 
 
               // Send XML/ACL 
115:           Enumeration en = bid.elements(); 
     
116:          while(en.hasMoreElements()){ 
 
117:            XmlAcl xa = new XmlAcl(); 
118:            xa.setTag2Value(" per formative" ," reject-proposal" ); 
119:            xa.setTag2Value(" sender"       ,getMyname()); 
120:            xa.setTag2Value(" receiver"     ,(Str ing)en.nextElement()); 
121:            xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
122:            sendXML(xa); 
 
123:          } 
 
lines 90-123 ) Saving the bidder name stored on the head of Baggage and sending a 
message whose performative is reject-proposal and whose recipient is the other bidders. 
 
                  // Migrate to bidder  
124:            migrateBee(bidder );  
125:        } 
126:     } 
 
lines 124) Migration of mediation agents is performed by migrateBee(destination agent 
wrapper name). After migrating, this state terminates. For this reason,  Specify the next 
state before invoking migrateBee. In this sample, the next state is specified in the 
constructor. Migration is tried three times and, in the case of failure, the mediation agent is 
"reborn" on the agent wrapper the mediation agent has departed from. If the migration 
succeeds or fails, a message carrying the result of the migration is sent from the agent 
wrapper to this mediation agent automatically. Please make the agent receive this message 
in thie state and judge the success or failure of the migration. This procedure is performed 
in the next state "MGRT". 
 
Migration(migrateBee), Cloning(cloneBee) and Continuation of execution 
In the Bee-gent system, a state of IP is an execution unit of mediation agents. Therefore, a 
mediation agent is started from a state specifed as its next state after migrated to a target 
host.  
 
On the other hand, cloning that generates clones of mediation agents proceeds as follows.  
 

·  An orginal agent continues its execution from the next sentence to cloneBee().  
·  An cloned agent continues its execution from a specified state in arguments of 

cloneBee(). (Note that the cloned agent restart from the current state if no state is 
specified.)  

 
 
 
Now in state 4  , BEE1 (Kid) decide what to do after the migration . 
The agent BEE1 have two migration states , 
 

1) after he migrate to the bidder ( that mean either AW2 or AW3 or AW4 )  
2) After he migrate back to his mother ( AW1) from the bidder host (location), that 

mean after he finishing the negotiation process with the bidder at that bidder host .    
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In 1) after BEE1(Kid) migrate to the bidder host , BEE1 goes to the NEGO state 
In 2) after BEE1(Kid) migrate back to his mother host , BEE1 goes to the REPORT state  

  
If  BEE1 failed to migrate to either the bidders or to his mother  , he goes to the END state 
( he die ) .   
 
See lines 127-146  
 
Definition of State  MGRT( Migration state )  
 
127:     class BeeIPState4 extends BeeIPState implements I_BeeIPState{ 
 
128:      BeeIPState4(){ super(" MGRT" ); } 
 
129:           public void action() { 
 
lines 127-129) The state class declaration, the definition of constructor and the action 
method declaration are the same as the "CFP" state. 
 
                  // Receive XML/ACL 
130:            Str ing per f   = new Str ing(); 
131:            Str ing sender  = new Str ing(); 
 
132:             if(waitXML(0)) { 
133:             XmlAcl xa = getXML(); 
134:             per f      = xa.getTag2Value(" per formative" ); 
135:             sender     = xa.getTag2Value(" sender " ); 
136:             } 
 
lines 130-136 ) Because a message carrying the migration result is sent by the agent 
wrapper to the mediation agent automatically, the result can be known by receiving the 
message. It is judged that the migration is successful or not by checking if the 
performative is failure or not. The value of the sender tag indicates the current agent 
wrapper. (If the migration is successful, this is the destination agent wrapper name, and if 
the migration fails, this is the name of the agent wrapper the mediation agent has tried to 
depart from.) 
 
   
                //  BEE1 die if he failed to migrate 
137:         if(per f.equals(" failure" )){ 
138:                Debug.pr intLog(getMyname()," failed to migrate Bee." ); 
139:                setPostcond(" END" ); 
140:         } 
 
lines 137-140 ) Here if the migration fails, the next state becomes "END". "END" is a 
special state and the mediation agent extinguishes itself. In a practical use, an appropriate 
error handling is needed 
 
             // after BEE1 migrate to  his mother , he goes into REPORT state  lines141-142 
141:    else if(sender .equals((Str ing)getBaggage(" Mother" )))  { 
                 setPostcond(" REPORT" ); 
142:     } 
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             // or he goes into the NEGO state ( that mean after he succesful migrate to the  
              bidder ) lines 143-146  
143:      else  {  
144:                    setPostcond(" NEGO" );   } 
145:        } 
146:      } 
 
 
The state 5 is the negotiation state , BEE1 accept any prices if that price is large than the 
price determined by the user ( the mobileagent’s boss )  or he reject the price .  
 
For example  : If the request from the user is : 
 
                  sell-car   modell BMW700i pr ice 50000 dollar   
 
Then BEE1 known that the user doesn’ t want to sell under that price . So if the bidder give 
a bid , for example  40000 dollar , BEE1 will not accept that bid . 
 
But if the bid is 55000 dollar , BEE1 accept the bid and carrying back the result . 
 
To be able to do this task BEE1 must carrying the request price ( the price determined by 
the user )   with him .   
 
See the bold line after this text      
 
 
147:    class BeeIPState5 extends BeeIPState implements I_BeeIPState { 
 
148:        BeeIPState5(){ super (" NEGO" ," MGRT" ); } 
 
149:           public void action() { 
 
line 147-149) The state class declaration, the definition of constructor and the action 
method declaration are the same as the "INIT" state. 
 
150:           XmlAcl xa; 
151:           Str ing per f   = new Str ing(); 
152:           Str ing result = new Str ing(); 
 
Here BEE1 carrying the price determined by the user with him , and he retrieve it  to be 
ready for the negotiation process with the bidder . 
   
153:    Str ing com = (Str ing)getBaggage(" spec" ); 
 
            // convert the price to int  
 154:   int le1 = Integer .parseInt(com); 
 
line 154) int le1 is now the value of the determied price from the user , for example if the 
request from the user is :  
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   sell-car BMW7000i price 50000 dollar , then  le1 =  50000 ; and Bee1   
 
               // Send XML/ACL 
 155:          xa = new XmlAcl(); 
 156:          xa.setTag2Value(" per formative" ," accept-proposal" ); 
 157:          xa.setTag2Value(" sender "       ,getMyname()); 
 158:          xa.setTag2Value(" receiver"     ," " ); 
 159:          xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
     
 160:         if(!sendXML(xa)) 
 161:          Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
 
lines 155-161) The message whose performative is accept-proposal is sent to the bidder. 
 
Lines 158 ) If the receiver is the null string ("") in the case of a mediation agent, the agent 
wrapper on which the mediation agent currently exists becomes the receiver. (If the 
receiver is "" in the case of an agent wrapper, the message cannot be sent and sendXML 
fails.) 
 
                 // Send XML/ACL 
162:           xa = new XmlAcl(); 
163:           xa.setTag2Value(" per formative" ," request" ); 
164:           xa.setTag2Value(" sender "       ,getMyname()); 
165:           xa.setTag2Value(" receiver"     ," " ); 
166:           xa.setTag2Value(" action"       ,(Str ing)getBaggage(" deal" )); 
167:           xa.setTag2Value(" args"         ,(Str ing)getBaggage(" spec" )); 
168:           if(!sendXML(xa)) 
169:           Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
 
lines 162-169) Sending the message to the bidder requesting to show the selling price. 
 
                  // Receive XML/ACL 
170:           if(waitXML(0)) { 
171:                xa   = getXML(); 
172:                per f = xa.getTag2Value(" per formative" ); 
 
173:                if(per f.equals(" inform" )) { 
        
                       // result is the bid from the bidder  
174:               result = xa.getTag2Value(" content" ); 
175:               int le2 = Integer .parseInt(result); 
 
lines 170-173 As the procedure of waiting for the reply, the mediation agent waits for 
messages until a message whose performative is inform arrives. 
 
Line 174-175 , now the bid from the bidder is initiate to le2 ; 
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Now , BEE1 can make a decision ;   
Here , BEE1 check if the bid is larger than the price determinated by the user , if it is . 
BEE1 accept that bid  . If it is not , BEE1 carrying back the result : Soory , no one deal  
 
See lines 176-181;       
 
 176:         if( le2 > le1  ) { 
 177:              putBaggage(" result" ,result); 
 178:         } else if( le2 < le1  ) { 
 179:              result = "  Soory , no one deal " ; 
 180:              putBaggage(" result" ,result); 
 181:          } 
 182:       } 
 
line 176 ) if the bid is larger than the determined price from the user ; BEE1 accept that 
bid ; and stores it to Bagger  see line 177 ; else if the bid is smaller than the price ; BEE1 
don’ t accept it and he carrying the message ”Soory , no one deal “  with him back to his 
Mother ( AW1) ;  see line 178-180  
 
 182:       else if(per f.equals(" failure" )) { 
 183:             result = xa.getTag2Value(" reason" ); 
 184:             putBaggage(" result" ,result); 
 185:         } 
 186:       } 
 
line 182-186 ) or if BEE1 cannot receive any message from the bidder (for example 
because network error or bidder can not send message or BEE1 can not receive the 
message or if any other network failure occurs ) then BEE1 carrying back the message “  
no one deal “  ;   
 
             // Migrate to Mother  
187:      migrateBee((Str ing)getBaggage(" Mother" )); 
188:      } 
189:   } 
 
line 187 ) BEE1 migrate back to his mother(AW1)  
 
Now finally , BEE1 migrate back to his mother , and report the result to his mother , AW1 
, then BEE1 die ; see  lines 190-201 ;     
 
By this time , I’m sure you are already familiar  with Bee-gent framework so I don’ t think 
I had to explain the codes in lines 190-201 any more      
 
L ine 190-201  : Definition of  State REPORT   
 
190:      class BeeIPState6 extends BeeIPState implements I_BeeIPState  { 
 
191:         BeeIPState6(){ super(" REPORT" ," END" ); } 
 
192:            public void action()   { 
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                         // Send XML/ACL 
193:                  XmlAcl xa = new XmlAcl(); 
194:                  xa.setTag2Value(" per formative" ," inform" ); 
195:                  xa.setTag2Value(" sender"       ,getMyname()); 
196:                  xa.setTag2Value(" receiver"     ," " ); 
197:                  xa.setTag2Value(" content"      ,(Str ing)getBaggage(" result" )); 
 
198:                 if(!sendXML(xa)) 
199:                 Debug.pr intLog(getMyname()," failed to send XML/ACL." ); 
200:           } 
201:       } 
 
  
 
Now let summary :  In this case you had seen that the mobile agent BEE1 (Kid) act on 
behalf of the user ; actually , BEE1 act on behalf of Agentwrapper AW1 (Mother) ; And 
Mother act again on behalf of the user ;  Son in Bee-gent framework ; in this example ; the 
mobileagent act indirectly on behalf of the user ;  
 
Agents or mobile agents are programs / applications who can act on behalf of human or on 
behalf of other agents ;  They can take actions either without or with limited interaction 
from humans ;  

In this example ; It is not possible for the user to update the request or to locate the 
mobile agents  query  for the process result , but it is possible to do that if you want 
; just reprogram the Agentwrapper AW1 and the mobile Agent BEE1 ; As I said 
before ; you can have more than 6 states in the mobile agent BEE1 ; You can have 
many states you want; Then you just write your mobile more advance ; But you 
must use some clever programming skill who avoid you from any un-necessary 
enlarging the size of your mobile agent; unfortunately ; Bee-gent framework had  
limitation too and that is ; as the restriction of use, the size of a migrating 
mediation agent is limited to 32Kbyte. 

 

 
12.5   The Installation Guide for  The Prototype 
 

12.5.1 The overview  
 
To be able to run the Prototype , it is important that every part 
of the Prototype work . 
 
There are three main par t in this Prototype : 
 
1) The MIDlet (  you need  J2MEWTK1.3.1 ) 
 
2) The JavaServlet ( you need Jakarta-tomcat-4.0.2 or other Tomcat webserver  ) 
 
3) The Bee-gent framework (You need the Bee20s.jar package of Bee-gent ) 
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First you must do the follwing  
 
 
1) You must download ans install the J2MEWTK 1.3.1 at  

 
      http://java.sun.com/products/j2mewtoolkit/ 

 
following the instruction there and install the J2MEWTK on your computer 
 
2) You must download and install the Jakarta-tomcat-4.0.2 or Jakarta-tomcat-4.0.3 
  
            http://jakar ta.apache.org/builds/jakar ta-tomcat-4.0/release/  
 
  
3) You can download Bee-gent framrwork at  
 
            http://www2.toshiba.co.jp/beegent/index.htm 
 
 
4)  You must dowload and install  JDK-1.2 or later on your computer  
 
            http://java.sun.com/j2se/1.3/ 
   
 
The Prototype had only been tested on Window NT platform .  
 
You should run  the Prototype on Window NT platform only  .  
 
The CD-ROM include these packages : 
 
The next picture show you all the packages , directories of the Prototype 
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Picture 1    The packages and directories of this Prototype 
 
 
The Prototype include these main packages : 
 

1) contract_net  
2) J2me   
3) JavaServlet 
 
These three are the main packages of the prototype , the other directories are  
 
AW1_api , AW2_api , AW3_api , AW4_api , BEE1_api , JavaServlet_api , 
Socket_api , addPublicIPStates_api are the api documentations . You only need them 
when you want to see how the methods , parameter  , etc works  .  
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You can install the Prototype any where you like in your computer but the easiest way is 
following : 
 
 

1) Extract the package contract_net  from the CD-ROM of this Project to a directory 
 �

� �

            
          That mean your class path should look like : 
             
                                            C:\contract_net 
 

2)  Extract all the classes in the JavaServlet directory into the  
   
       C:\Jakar ta-tomcat-4.0.2\webapps\ROOT\Web-inf \ classes  
 
       Classpath  of Jakar ta-tomcat .  
 
3) install the J2me into the  
 

C:\j2me\apps  directory of  the J2MEWTK  
 

4) Then you must build a project on J2MEWTK like this : 
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      Picture 2 

Start the J2MEWTK and  
 
Click on  the button new project and then you will see the screen as in picture 1 , then  you  
write J2me on the field Project Name and write mobileAgent on the field MIDlet Class 
Name   , then click the button Create Project .  
 
The J2MEWTK will create a project name  J2me .  
 

5) Then click on the button Open Project and select the project J2me , then click the 
button Open Project  . J2MEWTK will load the project J2me . And it is ready but 
you still must do the following  : 

6) Click on the    Setting ….  Button and then and must sure you have exactly the 
same sa the next screenshot .  

 
See the next pictures   
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Picture 3 
 
 
 
The required field are madatory , you don’ t had to fill the optional field . 
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The the next field should  be like this  : 
 
 

 
 
 
  picture 4     The MIDlet  
 
 
 
Just fill exact like this picture 4 ( for the MIDlet ) 
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The the use define field should be like this :  
 
 

 
 
Picture 5    The user defined  
 
 
That is all :  
 
 
 
Now just click the build button and the J2MEWTK  will compile  the project for you , and 
then you are ready to run the MIDlet .  
 
 
But first  , you must set up the servlet ( Jakarta –tomcat ) and the Bee-gent framework .  
 
 
To set up the Jakarta-tomcat , you just have to follow the installation guide from : 
 
http://www.moreservlets.com/Using-Tomcat-4.html 
   
Just do exactly as descibed there :   
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Then when you have finished with the installation , you can start up the Jakarta-tomcat , 
and this should be like this : 
 
 

  
Picture 6   The Screen of Tomcat servlet ( the back sreen )  
 
 
 
Then ,  now you only need to start up the Bee-gent framework , and you must do this : 
 
 
 

12.5.2    The Directory configuration for  Bee-gent 
 
You can find the same information on TOSHIBA CORP  
 
Here they explain the directory configuration of the class definition files (amongst others) 
required by the agent wrappers and mediating agents. Please refer to the individual 
directories to examine the contents of a particular file.  
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        Agent Wrapper  
 

AgentWapper  
+-- Agent Wrapper Classes (including state classes) 
+-- Batch File for Starting 
+-- conf 
| +-- mime.types (Mime Type Difinition File) 
| +-- Name2Address.csv (Address File) 
+-- htdocs 
| +-- IPViewer4IE.html (html File for IPViewer) 
| +-- IPViewer.java (IPViewer Class Library) 
+-- xml 
+-- dtd Files for xml Definitions 
+-- xml Sample Files  

 
           
 
 
 
AgentWapper Directory 
 
This directory should appear in the environment variable CLASSPATH. The following 
files should be found in this location. 
 
Agent Wrapper Classes  
 
The classes of wrappers. Please also copy the state classes here if the state classes are 
divided into different files in order to use the addPublicIPStates() method.  
Batch File for Starting 
The file to start the agent wrapper (for Windows).  
conf Directory 
mime.types  
The list of mime types referenced by the wrappers. In the standard usage, the attached files 
can be copied and used as they are.  
 
Name2Address.csv  
 
Defines the correspondence between wrapper names and their addresses. The addresses 
are represented by URL expressions. In addition to using this file, agent wrappers can find 
the addresses corresponding to the names of other agent wrappers in the following ways.  
Through use of the address registering method at execution time.  
� E From previously received messages or arriving mediation agents (When a message or 
mediation arrives, the origin address is acquired as part of the interaction acknowledgment 
process.)  
From departing mediation agents. (Similarly the migration process requires 
acknowledgment of the departing agents destination address.)  
htdocs Directory 
 
This directory includes the files related to IPViewer. The files attached to the Bee-gent 
framework are copied and used.  
 
html File for IPViewer  
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IPViewer is started by opening this file via a Applet-supported browser in the URL format 
of http://(agent wrapper address)/IPViewer4IE.html. IE is the most suitable browser.  
 
 
xml Directory 
 
This directory includes both sample files and the dtd files that define the XML/ACL 
messages. For each performative, both "performative name".dtd files and "performative 
name".xml files should be created. These files are read when the agent wrappers start-up 
(or when the mediation agents are generated). In the standard usage, the files attached to 
the Bee-gent framework are copied and used. New performatives can be added and the 
DTDs of the attached files can be modified; by either adjusting or creating from scratch 
the dtd & sample. Note that the tags <sender></sender> and <receiver></receiver> should 
not be changed. Note also that the character "?" cannot be used in the sample files. The dtd 
files can also be specified in http format within the sample files. In this case, it is not 
necessary to put the dtd files in same directory. 
 
 
3.2  Mediation Agent 

 

Mediation Agent Directory 
+--Mediation Agent Classes (Including State Classes) 
+--xml 
+--dtd Files for xml Definitions 
+--xml Sample Files 

 
These files play the same roles as the similarly-named agent wrapper files. This directory 
should appear in the CLASSPATH of the agent wrappers generating the mediation agents. 
 
First you must check that you have the right directory on Bee-gent :   
 
 
Please , Do note this:  In the Prototype in the CD-ROM of this project , I had check that all 
the necessary files are included , so you don’ t had to do any thing ; just install the diretory 
name : contract_net to C:\ on your computer and use the bat files to run as described on 
the user guide ( see 12.6). 
 
   

2.5.3  The network address  
 
If you run the prototype on only one computer , you do not change the hostname   
localhost  
 
But if you want to run the prototype on diefferent host , you must change the localhost to 
the hostname or IP number of that host . 
 
 



 218 

 
 
Picture 7  The address on the conf  directory , The names Mother , bidder1, bidder2 , 
bidder3 are the names of the AgentWrappers  
 
In picture 7 you see the all the AgentWrappers , AW1 , AW2, AW3 , AW4 run on the 
same host , localhost , if you want to run them on different host , change the  localhost   
To the hostname of the host you want to run the AgentWrapper on .  
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For example : if you want to run the AgentWrapper AW1 (Mother) on the host name 
rose76   
 
Change the  localhost  to rose76  for field  Mother  , like this . 
 
Change  Mother ,http://localhost:9441  to  Mother ,http://rose76:9441    
 
You can also choose a different port number to , the number 9441 is the port number the 
AgentWrapper AW1 ( Mother) run on . Every agentwrappers in the network had their own 
file with the name : Name2Address ; You must open these files and make sure they all 
have the same address ; The agentwrappers must known about each other address on the 
network ; otherwise they can’ t communicate or interact with each other ; Therefore , the 
addresses in the files    Name2Address  of difer rent agentwrappers  must be the same;  
That mean they must  have the same values for  network address  
 
 
Important 
 
If you extract the directory contract_net onto C:\  on your computer then  
   
The Name2Address file for agent wrapper AW1 is located in:  
 
c:\contract_net\AgentWrapper1\conf\Name2Address  ( see picture 7) 
  
The Name2Address file for agent wrapper AW2 is located in:  
 
c:\contract_net\AgentWrapper2\conf\Name2Address  
  
The Name2Address file for agent wrapper AW3 is located in:  
 
c:\contract_net\AgentWrapper3\conf\Name2Address and  
 
The Name2Address file for agent wrapper AW4 is located in:  
 
c:\contract_net\AgentWrapper4\conf\Name2Address  
 
 
If you create any new agentwrappers or BEE1 ( mobile agent ); You must copy all the 
files necessary ( see directory configuration showed earlier in 12.5.2)  to the new agents 
you just created ; 
 
You don’ t had to recompile the source codes in Bee-gent (contract_net) to be able to run 
this Prototype .  
 
 
This Prototype includes ready to run classes files such as : 
 
1) Mandatory classes for the Bee-gent framework : 
  
These classes are necessary to run agentwrapper AW1 : AW1.class , AwrIPState1.class , 
AwrIPState2.class,  
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These classes are necessary to run agentwraper AW2 : AW2.class , AwrIPStateS1.class , 
AwrIPStateS2.class, AwrIPStateS3.class,  
 
These classes are necessary to run agentwraper AW3 : AW3.class , AwrIPStateS1.class , 
AwrIPStateS2.class, AwrIPStateS3.class,  
 
These classes are necessary to run agentwraper AW4 : AW4.class , AwrIPStateS1.class , 
AwrIPStateS2.class, AwrIPStateS3.class,  
 
These classes are necessary to run mediation agent  BEE1 : BEE1.class , 
BeeIPState1.class , BeeIPState2.class, BeeIPState3.class, BeeIPState4.class, 
BeeIPState5.class  
 
 
 
2) Madatory classes for the JavaServlet : 
JavaServlet.class , Sender.class , getResult.class 
 
 

 
 
 
3) Mandatory class file for the MIDlet :  
mobileAgent.class Itemslist.class 
 
 
Important  
If you create your own mobileagent ; you must recompile the Java source codes ; The 
following command allow you to compile : 
 
First , you must include packages : Bee20s.jar    and   IPEditor03s.jar   in your 
CLASSPATH ;  
 
These packages can you download at http://www2.toshiba.co.jp/beegent/index.htm 
or you can find them on CD-ROM for this Project , in directory Diplom\contract_net  
 
If you install Bee-gent on C:\  on your computer ; then type : 
 
Set classpath=%CLASSPATH%=;.; C:\Bee\IPEditor03s.jar; C:\ 
Bee\Bee20s.jar; 
 
Then Javac BEE1.java (for example) if you build your own mobileagent;  
 
The mobile agent ( Mediation Agent BEE1) is located on directory 
Diplom\contrac_net\BEE1;  
 
 
The agentwrapper (AW1 ) is located on directory Diplom\contrac_net\AW1;  
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The agentwrapper (AW2 ) is located on directory Diplom\contrac_net\AW2; 
 
The agentwrapper (AW3 ) is located on directory Diplom\contrac_net\AW3;  
 
The agentwrapper (AW4 ) is located on directory Diplom\contrac_net\AW4;  
  
 
 
 
 
 
 
 
You can open the IPViewer to be able to see the processes of the agents in 
the Prototype , for example ; goto :  
 
C:\contract_net\AgentWrapper4\htdocs\IPViewer4IE.html and open the html file 
IPViewer4IE.html; you will see some thing like this screen : see Picture 8  
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picture 8  ,  The  IPView4IE , en-able you to see the processes of the agentwrapper and the 
mediation agent  
 
 
 
 
 
 
 
 
 
 
12.6   The User Guide  
  
Go to the directory       C:\contract_net\Agentwrapper1    and start up the Agentwrapper  
AW1  ,  
 
type the following command  : 
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                                     C:\contract_net\AgentWrapper1\aw.bat 
 
And you will see the screen like the next picture  
 
In the next picture you see that the Agentwrapper AW1 name is Mother . And she is the 
one who born the MediationAgent BEE1 ( the mobileagent )     
 
 
 
 
 
 
 
 
 
 

 
 
 
Picture 9   The Agentwrapper  AW1 is up running  
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And then  just do the similar to start up the AgentWrapper AW2 . 
 
Go to directory              C:\contract_net\AgentWrapper2  
 
And type the command    AW2.bat   like this : 
 
                                       C:\contract_net\AgentWrapper2\aw.bat 
 
 
Then you have the screen like this  
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Picture 10  The AgentWrapper  AW2 is up running , her name is bidder 1  
 
 
Then just do the similar to start up AgentWrapper3 and AgentWrapper4, type the 
following command : 
 
Goto         C:\contract_net\AgentWrapper3    and  C:\contract_net\AgentWrapper4  
 
And type command : 
 
C:\contract_net\AgentWrapper3\aw.bat     and 
 
C:\contract_net\AgentWrapper4\aw4.bat 
 
Then you should have the screens like the next pictures : 
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Picture 11    The AgentWrapper  AW3 is up running , her name is bidder2  
 
You will see the similar screen for Agent Warpper  AW4 when you start up the 
AgentWrapper  AW4   .    AgentWrapper  AW4  name is bidder 3  
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Picture 12   AgentWrapper  AW4 is up running , her name is bidder3   
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Then you are ready for  action  
 
Now let take a look at the UI for the MIDlet , in the next picture you will see  the UI for 
the MIDlet whent it start up . 
 
 

 
 
Picture 13   The UI on the MIDlet 
 
On picture 11 you see the UI for the MIDlet . When you click on the green telephone 
button  show abow you will see the next UI .  
 
See the next screen shot . 
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picture 14      Here you can type the message (request) to your mobileagent 
 
 
Impor tant :  you must type a valid request or Java servlet will not forward the message 
to mobileagent . 
 
How to write a valid request ? :  
 
For example : if you want to sell your car , modell BMW700i  at the price 50000 dollar ,  
You must type the request exactly like this : 
 
                  
             sell-car   BMW700i   pr ice  50000   dollar    
 
The values in bold are mandatory ( I mean that you must include these values but not 
necessary in bold )  , because the mobileagent need this information ( the determined price 
mentioned earlier ) for the negotiation process with other agents  
 
The beginning word  sell-car must be either uppcase or lowercase and not a combination 
of these . Please do not use comma in your request . 
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These request are not a valid request :        
 

·  Sell-car  BMW700i  , price 50000 dollar 
·  Sell-Car BMW700i 50000 dollar  
·  Sellcar , BMW700i , price = 50000 dollar 
·  Sell my car , price = 50000 dollar 
·  Let watch football VM to day  

 
And etc .  
 
Because the Javaservlet will not understand that . And servlet will send you a respond tell 
you that you had sent a bad request .   
 
 
When you have finished to type the valid request just click on the send button and your 
request will be sent to mobile agent , then you can disconnect if you want and wait for the 
mobileagent to finish the task you want him to do ( selling car for you ) .  
 
 
The next screens shots show you the process of the mobileagent .  
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Picture 15      The AgentWrapper AW1 had receive a request and she born the BEE1 agent 
(Kid) , Kid is the name of the mobileagent . AW1 forward the request from the user to Kid 
 
 
 
 
 
 
 
 
 
 



 232 

 
 
 

 
 
Picture 16      Kid had receive message from bidder3 tell him that bidder3 is not interested 
for a negotiation  and  Kid had  also  receive a message from bidder1 tell him that bidder1 
is interested for a negotiation , Kid migrate then to bidder1  .  After the migration , Kid 
wait for a bid from bidder1 . At this time , Kid is running on the same place at bidder1 .   
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Picture 17    Kid is now on bidder1 place , and they negotiate for a deal . Bidder1 send  kid 
a bid    =   43306067  , this bid is larger than the determined price from the user , 50000 , 
therefore Kid accept this bid and he migrate back to his mother , AgentWrapper1 , 
carrying this result with him and deliver that to his mother , then he die ( he is finishing 
the task he should do , and he die to release the host resource ) . 
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Picture 18   bidder3 receive the request from Kid , and she send message to Kid tell him 
that she is not interested to buy his car . Then she goes back to the wait state a again . 
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These are some screens so you can see how thing works . When the agents are finishing 
the process , you can send a request to Java servlet to ask for a result . Java servlet will 
load the result store in result2.txt file by AgentWrapper AW1 and send it back to you 
using XML . 
 
 
Impor tant :   Here is the valid command to ask for a result  
 
                         RESULT      
 
Yes , only that  
 
 
These are not a valid command to ask for a result  
 

·  Result  
·  ReSult 
·  I want the Result  
·  Send me the result 
·  Let drink whiskey  

 
 
And  etc ……  
 
The next screen show you the UI where you can send the command RESULT to Java 
servlet to ask for the result of the deal . 
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Picture 19   Send the command RESULT to servlet to ask for the result of the deal , 
 
 
 
 
The next screen will show you one example , where the result is parse back to MIDlet by 
servlet , The next example had nothing to do with the previous shown screens  
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Picture 20    Here is the result of one example , in this example the negotiation went well , 
BEE1 and the bidder agree for a deal , Here after sending the command RESULT to Java 
Servlet , servlet get the result in the file Result2.txt and parse that back using XML ,  
 
Here , the result is 1322441887  parse back to MIDlet     
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Chapter  13   
 
The Conclution  
 
13.1  The conclution 
 
Now it is time to summary the works that had been done  .  
 
Today , people enjoy the convenience of accessing real time informations such as news , 
stock quotes , and weather on the Internet right from their cellphones or PDAs . Most of 
these wireless application are powered by technologies such as wireless WAP and i-Mode. 
As the wireless industry becomes more mature with the increasing bandwidth of wireless 
network and the increasing processing power of wireless devices , peoples will no longer 
be satisfied only with surfing the Internet from their cell phones . They will demand more 
interactive and personalized wireless apllications that can significantly improve their 
lifestyles and greatly simplify the way they conduct business . 
 
J2ME is the solution to these challenges . J2ME is State-of the –art  to create wireless 
applications running on small devices with limited resources .  
 
But in today information society , users are overwhelmed by the information with which 
they are confronted on a daily basis . For subscribers of mobile wireless data services , 
however , this may present a problem . Wireless handheld devices , such as cellular 
telephones are connected via wireless networks that suffer from low bandwidth and have a 
greater tendency for network errors . In addition , wireless connection can be lost or 
degraded by mobility .  
 
Therefore , by using mobileagents technology from mobile wireless handheld devices will 
benefit greatly because it will overcome wireless network limitations such as low 
bandwidth  and disconnection .  
 
In this report , you have seen an presentation and description of J2ME  (Java 2 Micro 
Edition ) , and Mobile agent techology , and also an suggest solution to en-able you to use 
mobile agent technology from wireless handheld devices with limited resources . 
 
J2ME must be designed in a way to en-able it to run on small devices . Therefore , J2ME  
cannot adopt all the functional avaiable on J2SE . One of the most important function who 
is missing in J2ME is that the KVM ( Kilo Virtual Machine ) doesn’ t support custom 
classloader due to the security concerns . The built in class loader in KVM   
cannot be overridden , replaced or reconfigured by the user . That is why you cannot 
transfer mobile agents on MIDP –devices .  
 
Therefore , you must find an another way to workaround this problem to en-able you to 
use mobile agents technology from MIDP-devices .  
 
The J2ME have several limitiations presented in this report . But fortunately , the J2ME 
had some advantages too . The biggest advantages of J2ME is no down the HTTP protocol  
The HTTP protocol is mandatory on all MIDP-devices . It must be supported by all 
MIDP-devices . By using HTTP , you are guaranteed to achieve portability , remember the 
motto “  Write once , run everywhere “  . 
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And more fortunately , some clever Java specialist had designed the Middleman 
Architecture . The Middleman Archtitecture en-able you to use advanced network 
programming technoloy like RMI , CORBA , Java Sockets and maybe even JINI too. 
 
By using this Middleman Architecture mention before , you can transfer messages , 
requests , parameters to your mobile agents running on a remote host through Java servlet 
running in the middle . And the HTTP protocol en-able you to do that . 
 
You don’ t had or need to transfer mobile agents on your MIDlets , you can just use this 
loose coupling to transfer parameters to your mobile agents , when your mobile agents had 
received the parameters , they can dispatch itself to the network to do the tasks you want 
them to do . In the meantime , you don’ t had to be continuous connected to the network ( 
or to your mobileagents ) . You can close the connection and go and do something else , 
the next time you open the connection again to Java Servlets , the results or data from your 
mobile agents are ready avaiable for you .  
 
This solution benefit greatly for wireless handheld devices which connect to the wireless 
network , because the wireless network suffer from many problems such as greater 
tendency for networks errors (disconnection) , low bandwidth or lost or degraded by 
mobility .  The data or result carrying back by mobileagents don’ t had to be stored on the 
MIDP-devices , it can just be stored on a remote host (one precise computer) . On a 
database or file . 
 
One more important point I want to present to you is that : As mentioned earlier , the 
KVM doesn’ t support custom classloader due to the security concerns, The built in class 
loader in KVM cannot be overridden , replaced or reconfigured by the users . It may turn 
out to be a advantage too , Why ? , because of this , you are safe from attack from virus on 
your devices . There is no way for the bad guy to attack your MIDP-devices with data 
virus .  
 
Computer virus act almost the same as mobileagents ( the different is that virus have only 
bad intention , of cource). They transfer from computers to computers to attack harddisk , 
when they were finishing the damage , they move on to another host . Computer virus is a 
big and annoyed  problem in computer network today , Every single day , your computer 
had been or may be attack by virus . So how can you be so sure that your MIDP-devices 
will never be attack by virus ? .  
 
But in the J2ME platform avaiable now ( the current release ) . There are no chance for 
virus to attack your MIDlet , and that is exactly because the KVM doesn’ t support the 
custom classloader . You are guaranteed to be safe from virus .      
 
By using the suggest solution in this project , you are not tied to use one precise mobile 
agent system , actually , you can use any kinds mobile agent systems you want as long as 
you master them good enough , but maybe Bee-gent and Voyager are the two most easy-
to-use mobile agent systems . And by using CORBA , you can make different mobileagent 
interact with each other , and achieving great skills .  
 
It is one important for you to note , Bee-gent have the IPEditor tool that en-able you to 
generate code automatic , personally . I prefer to write the codes my self but if you want , 
you can use the IPEditor to generate codes automatic.   
 
Part of the Prototype I made in this project ( the mobile agent and agent wrappers ) was 
build based on a Tutorial of Bee-gent  from TOSHIBA Corp. I decided not to use any 
advance Java skills like Java RMI , Java Been , JINI in this prototype because I want to  
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make it simple so it will be easy for you to see the point of the suggest solution I present 
in chapter 11 . But that is not support to mean that you cannot apply these advance Java 
skills  mentioned abow . It is full possible for you to apply Java RMI , CORBA , Java 
Been and maybe even JINI too to construct the Middleman Architecture . All you need is 
a brigde in between so you can construct a loose connection from the MIDlet to the mobile 
agents system  on the other side as present in the figures in section 12.2 . 
 

     
 
13.2  The remain work  
 
As you may know , development is going very fast on Data Information Technology . 
When I was finishing to implement the prototype , I discovered something new as may be 
interesting . As mentioned earlier , the down side of XML is that it’s not a very efficient 
way of expressing data . On slow wireless networks , every byte count . A bether solution 
is to use token ( by using WBXML , please see : http://kxml.enhydra.org/ ) for parsing on 
MIDP-devices .   
 
I had not used this WBXML package in my prototype because I don’ t had time , and it’s 
may be a interesting thing to do .  
 
This prototype had only been tested on the Motorola emulator in J2MEWTK and not on a 
real device . So it may be a interesting thing to try too . 
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