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Abstract

This report preseris a study of the e ect of reusing experiencein the Hazards and Operability Anal-
ysis method (HazOp method) with regardsto how the e ectiv enessof the method is a ected. The
study was conductedby rst creating a software tool for experiencereusein HazOp, then testing that
tool in a student experiment in which the participants usedthe tool when conducting a HazOp.

During the experiment it was found that students using the tool found 21% more hazards in the
systemunder study than their counterparts. After conducting the experiment it was found that there
was a 94% certainty that this improvemen was not due to random e ects.
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1 Introduction

1 Intro duction

Some systemscan have seriousimpact on their ervironment if they fail. If a control system for a
nuclear power plant fails, the consequence$or peopleand environment can be disastrous. According
to B. Carter , "Major disasters, particularly in the oil, nuclear and chemial sphekes, have stimulated
attention on risk reduction to protect the environment and human safetyfd]." These systems often
contain software componerts. It is necessarnto know how and why a systemmight fail to reducethe
risk it posesto the ervironment. In this context we focus on systemhazards. Hazards, acciderts, and
risks are subjects that are tightly coupled. We will usethe C.Knutsons de nition of hazard in this
project:

"A hazad is a setof conditions, or a state, that could lead to an accident, giventhe right environmental
trigger or set of events. An accident is the realization of the negative potential inherent in a hazad."

(8]
Being aware of what hazards a system might presen, and dealing with these before they turn into
acciderts is crucial. In order to becomeaware of hazards, one must analysethe systemsin question.

Avoiding risks when designing systemsis an important part of systemsengineering. As software
becomesan ever larger part of the systemsthat surround us, avoiding risks also increasingly falls
under the domain of software engineering.

"(...) and sowe learn to live with the inherent risks that surround us, becausethe cost of avoidane
just seems simply too high. However, as technolagy becomesmore and more ubiquitous, with more of
that technolayy controlled by software, a greater portion of the risk we face is ultimately in the hands
of software engineers." [8]

In this paper we create a software tool that provides accesso previous experiencesmade doing such
analyseswith the HazOp methodology and run an experiment to test whether using such a tool can
be helpful when doing HazOp analyses.

1.1 Hazards Identication and Metho dology

There are seweral methodologiesand techniques for identifying risks and hazardsin systems. Some
of the most common are What If ?, Interaction Analysis, Zonal Analysis, Chedlists, Fault Mode and
E ect Analysis (FMEA) and HazOp. Which is the most appropriate technique will depend on the
project at hand. A combination of them can give the best result [6].

1.2 HazOp

This paper will focus on the HazOp methodology. "Hazard and operability study (HazOp) is perhaps
the most powerful technique for the identi ¢ ation and analysis of hazads[6]." HazOp was originally
dewveloped for the chemicalindustry but hasbeensuccessfullyemployedin other industries [6]. HazOp
is a group study where the concept is to review a system in a seriesof meetings, during which a
multidisciplinary team methodically "brainstorms" the systemdesign,following the structure provided
by the guide words and the team leader'sexperience[3]. In the study they look for possibledeviations
from designintent which might have serious consequences.HazOp is a creative technique where a
thorough exploration of the designis in focus.

No matter how good a methodology may be, it still has to be managed by people. The HazOp
methodology is a tool for a team, to identify hazards. As for any tool, its power is for naught if the
personsusing it doesnot know how to useit. The outcome of an analysisis therefore a combination
not only of the of the methodology applied on the caseat hand, but also of the practitioners' skills
and knowledgein utilising the methodology; their ability to put it into practice. "A HazOpis carried
out by a team and is suaessfulonly if the team is well composed and well led[6]."
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1 Introduction

A problem with HazOp today is that all the experience about the methodology and the practice
fully dependson the knowledge of the personsinvolved in the team, and doesnot take advantage of
the knowledge available in the organization. The members of the HazOp team are usually a part of
the organization, but the organization can contribute with information no individual member is in
possessiorof. Taking advantage of experiencein an organization, a HazOp team can make sure that
many aspects are taken into consideration during the project.

1.3 Purp ose

The purposeof this paper is to test what e ect a software tool for reuseof knowledge can have on a
HazOp study.

This project will continue the work of Kristian Marheim Abrahamsen, exploring how reuseof knowl-
edge can be applied in HazOp projects to achieve better results. In his work he suggestedthat a
software tool could support exchange of experiencebetweenprojects [1]. To the best of the authors'
knowledge,no sudc tool existsto date. Abrahamsensetout a framework in the form of a requirements
speci cation which such a program should adhereto. In this paper, this requiremerts speci cation is
expandedon and implemented into a fully functional tool for assistingthe HazOp process.

To get empirical quantitativ e information on what e ect such a program might have, an experiment
will be executedand the results from this will be analysed. The experiment will consist of groups of
students conducting HazOp on simpli ed casestaken from the real world, both with and without the
implemented program. This provides statistical data that will either support or undermine the theory
that using a software tool to assistthe HazOp processleadsto more e cien t identi cation of hazards
in systems.

14



2 HazOp

2 HazOp

This chapter is an intro duction to the HazOp methodology. To a large extent it is basedon the book
"System Safety, HAZOP and Software HAZOP" by Redmill et al. [6]. They claim that "HazOp is
recognizel to be a powerful technique, and its power is basal on teamwork and a methdical step-by-
step procedure.” This meansthat the organization must ensurethat they are carrying out the HazOp
processthe way in which it is intended. If not, there is a high likelihood that the study will achieve
only poor results evenif the costis high "The title HazOp hasbeen accorded to almost any attempts to
identify hazads, often whenthe most casual approacheswere employel[6]." The reasonfor this might
be that the literature on the subject hasbeensparseand that the managemen of the study hasbeen
inadequate. As with any creative process,the result often dependson who is involved and how they
work. The bestand, in theory at least, easiestway to ensurethe succesof a HazOp is to selectthe
right study leader and give that personaccesso all necessaryresources.The resourcesneededfor a
HazOp are for the most part properly skilled people,with time enoughto be a part of all the study
meetings. The material resourceswill not contribute signi cantly to the overall cost of the study, but
are just as necessaryin order to ensuresuccess.

The study hasfour sequettial stages. Theseare:

Initiating the study
Planning the study
Holding the study meetings

Dealing with follow-up work

This chapter will take a closerlook at eat stageand seewhat is recommendedpractice.

2.1 Initiating the Study

Planning is an essetial part of a HazOp; "If a HazOpis to be carried out suaessfuly, it needsto be
planned in advan® and somene in the organization needs to be maderespnsiblefor it [6]." A study
initiator should be selected. This person has the overall responsibility for the study. It is important
that the study initiator hasa good understanding of the process,and that he or shehasthe authority
to allocate the necessaryresourcesto the project. It can be hard to get the most quali ed people
in the organization to join the HazOp team as these personsoften have other regular duties. The
organization must prioritize the study by giving the study leaderenoughpower to make surethat the
quality of the team is good enough. The study initiator selectsthe study leader who is responsible
for planning and managing the HazOp.

15



2 HazOp

2.2 Planning the Study

HazOpis a study that identi es hazardsand operability problems. "A HazOpis carried out by a team
and never by an individual [6]." The quality of the HazOp dependson the performanceof the selected
team; hence the selection of appropriate members is crucial. The study leader is responsible for
selectingappropriate membersfor the team. The members must have complemernary skills. Together
they must have the technical knowledgethat is necessaryto complete the study. BecauseHazOp is
a creative technique, the members and their team work are of vital importance to the result of the
process. Group dynamics are of great importance for the quality of the study. "A group which has
complementary personalities may work better than a group which has been selested solely on technical
ability [17]." The members must be able to understand the designpapers. A member can have more
than onerole. Typically, the roles are classi ed as:

Study leader
Designer

User or intended user
Expert

Recorder

The study leader is responsible for managing the study. The designerrole may be lled by dierent
peopledepending on which part of the designis presered. It is crucial that the person lling the user
role is able to explain operational and environmental issues.If not, this role will not add much value
to the study and may even confusethe other team members. The expert role can be lled by one of
the other team members, for examplethe study leader or designer. This would reducethe cost of the
study, but it is an advantage to have an extra explorer, particularly when this personis a specialist in
a eld essetial to the study [6]. The study will have seweral meetings before the group has covered
the complete design. Di erent peoplecan Il agivenrole in di erent meetings. The study leader must
make sure that the intended group is available at the time the meetingsare being held.

2.3 Conducting the Study Meetings

"HazOp is basa on the principle that sevenl experts with dier ent backgounds can interact and
identify more problems when working together than when working semrately and combining their
results[3]." The conceptis primarily to make the team brainstorm the hazards of the system based
on the designrepresenation. The reasonwhy HazOp emphasizesthe designis that a hazard can
result from a deviation from designintent. This can be within a single component like a module for
SQL queries, or the deviation can occur in an interaction betweentwo componerts, for instance a
databaseand a program module that tries to update a table.

To get an overview of what a system can do and how, it is important that the designrepresenation
covers all concernsof the system's stakeholders. It is impossible to detect any deviation from a
designrepresertation that doesnot exist. Therefore, the team must always be sure that the design
represeration is complete. If they should seethat they lack the necessaryinformation for carrying
out their intended work, the designermust return with a complete designrepresenation later.
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2.3 Conducting the Study Meetings

Cary out pre-meeting
activities
[
Explain design intent
|

4 |
Explain design
eyl da yminkint
4 |

| Select attnbute |
[

] |

Select guide word

|

4 ]
Select attribute-guide-word combination

Yes

Is deviation aredible? }—l
No

Investigate causes and
M consequences and
document

A

Have all interpretations for that
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No combination been applied?

Yes

A 4

Have all guide words been
No applied to that atribute?

Yes

h

Have all attributes of that
No entity been investigated?
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h

Have all entities on the design
No representation been
investigated?

Yes

<R

Figure 1: HazOp Meeting Structure

HazOp study meetingshave a de ned structure for how they are carried out, as seenin gure 1.
A study meeting starts with pre-meeting activities. This includes recording the presenceof the team
members, explaining the meeting rules etc.

The next step is to explain the intention of the design represenation which the group is going to
study. The study leader selectsan ertity for further investigation. It is the designer'sresponsibility
to explain the designof that ertity.

After this has been carried out, the study leader's next step is to identify one of its attributes for
study. An attribute is a relevant property of the ertity. This could be responsetime, data ow etc.
The team should then take a closerlook at ead guideword that could be combined with the selected
attribute. "A guidewod is a word or phrase which expressesand de nes a speci ¢ type of deviation

17



2 HazOp

from designintent [6]." It is a common practice to have a list of genericguidewords like "no", "more",
"less”, "as well as", "part of", "reverse", and "other than". When it is relevant to examinetiming as

a part of a HazOp, guidewords like "early”, "late", "before", and "after" should be used.

There are three di erent "schools" on how to treat guidewordsin a HazOp study. One can either use
the list of words "as is" directly in the analysis, where any special interpretations of the guidewords
needto be found at the study meetings. Alternativ ely, the study leader can work out all the inter-
pretations beforehandin light of the systemat hand and presen theseto the HazOp group. The last
option is to work out standard domain-speci ¢ guidewords that are brought to the HazOp studiesin
stead of the standard list. Experienceshows that the derived guidewords can be too restricted, and
are not exible enoughto bring out the analysts' creativity to the fullest [18].

Table 1 is an exampleof HazOp sheetrow for a helicopter diagnosisproject takenfrom [6]. The system
can be represeried in many views to caover the stakeholdersconcern. The HazOp team is interested
in the design represenation that involvesthe part of the system which can have consequencegor
the ervironment. This could for example be the software modules of a control system for a nuclear
power plant; what could happen if the graphical user interface module doesn't work in the intended
manner? The study should cover all ertities in the designrepresertations and the interactions between
them. The team must have a member who is responsible for recording the results from the meeting,
otherwise it will be dicult to keeptrack of what has beendone and what remainsto do.

HazOp item | Entity Attribute | guideword | Cause Consequence/ Question/
implication recommen-
dation
15 Data Chan- | Data ow | Part of Generation | Algorithms R15 The
nel handle of messages fail to | criticality
value to is evernt | recognise of evidence
initiate driven and | a  critical | should be
evidence so evidence | evert considered
might be and critical
missed evidence
should
be sert
respectively

Table 1: HazOp meeting sheettaken from [6]

2.4 Dealing With Follow-up Work

During the study, uncertainties can arise which might in uence the work of discovering hazards. These
questionsmust be dealt with sothe assaiated issuescan be resolvedin subsequeh meetings. A HazOp
must end with conclusionand recommendations,not questions[6].

The study leader must make surethat all questionsby the end of the study are resolved by delegating
follow-up work to the appropriate personswho are involved in the designof the system. The study
record should be usedto verify the completenessof the HazOp. It is hard to give a preciseanswer to
a question which is not well de ned; thus, it is important for the team to reach a consensus.

Besidesanswering questions, the follow-up work could consist of dealing with the recommendations
arising from the meetings. Recommendationsdi er from questionsby not demanding an answer.

"The studieswhich are the subjects of the recommendationsmay be carried out after the HazOp study
has been completed; whether they have been completed may be an issue for a later HazOp, or for a
subsguent part of the continuing hazad or safety analysis, but it may not need to detain the current
study." [6]

18



3 Software Tool for Reuseof Experiencein HazOp

3 Software Tool for Reuse of Exp erience in HazOp

Although HazOp for software intensive systemsis a well-establishedtechnique which has beenused
by many organizations with good results, there is always room for improvemen. Leaving hazards
undetected can be disastrous. Every possibility to improve the methodology at a relatively low cost
should be investigatedfurther. By utilizing experiencefrom previous projects within the organization,
HazOp can be improved. To make this improvemert the organization must focus on what information
should be stored and how it should be retrieved. A well-designedprogram could be a solution to the
problem. To avoid any misunderstanding, we point out that for this chapter, the term "system" will
be usedto denote the system being studied, not the software tool usedin the study.

3.1 Impro vement of HazOp by Use of Existing Kno wledge

Experiencedteam members play an important role in achieving the desired results in HazOps [6].
However, there is no formal processfor using existing knowledgewithin the organization at the begin-
ning of a HazOp. This project focuseson the motivation and software support for such a pre-study.
There can be many bene ts from taking advantage of existing organization knowledge at the begin-
ning of the study. Learning from experiencesis an important factor for attaining the desired quality
requiremerts [16]. Sud an activity could be a part of the organization quality culture, a culture where
quality is a focus of the software process.Even if the organization has good results with their HazOp
projects and feel that they have the necessaryhuman resources,there are seweral reasonswhy they
should considerbuilding a knowledgebasefor usein future studies.

Onereasonis that when a personleavesthe organization, the knowledgeand experienceof that person
is lost if knowledgeand experienceis not systematically structured and stored within the organization
[16]. This could be a problem evenif the persondoesn't leave the organization. The personcan simply
be unavailable for the HazOp becausehe or she has other duties to take care of.

Another reasonis the limits inherent in the human brain. We are not machineswith a stable memory
like a computer. There is no assurancethat we remenber all the things we want to. Long-term
memory has a large capacity for storage of information for long periods of time. There is, how-
ever, no easyor ohvious way to determine the limits of how much can be stored, or for how long it
canbe stored [7]. Storing information on a hard-disk or in a badk-up ensuresthat nothing is forgotten.

19



3 Software Tool for Reuseof Experiencein HazOp

Development

Knowledge
Database

Figure 2: KnowledgeBasein HazOp

As gure 2 shows, the knowledgebasefor the software tool contains information from seweral parts of
the project life cycle. The rst thing to do is to record important experiencefrom the HazOp. Such
experience could for instance be the consequence®f deciding whether to consider multiple design
aspectsconcurrertly or sequetially [6]. Designingsoftware systemsis a complextask, and during the
developmert phaseprogrammers may experience possible hazardsthe HazOp team did not foresee.
Recordingthis information can be invaluable. Why did not the study discover the hazard? Wasthere
anything special about the combination of system intent and design represenation? What can be
doneto help us discover such hazardsduring a HazOp in the future?

The outcome dependson the quality and relevanceof the information. If the knowledgebaseis large,
an e cient way to seard through the documertation is neededto maximize the bene ts of such a
pre-study. If too much time is spent reading irrelevant information, the cost of the pre-study would
not pay o. The way the organization structures the information can have impact on how an employee
seardhesthrough the documerntation.

20



3.2 Program Information Base

3.2 Program Information Base

In order to plan a project we need knowledge and experience. A good plan is crucial for successn
a project. By using information within the organization at the start of the project it could be easier
to seewhat kind of designviews are required to represen the project. The organization can look at
what incidents former systemshad and investigate why they occurred. What design represenation
could expressthe systemin such a way that a HazOp team could have noticed a deviation from design
intent? Sud information can make the di erence betweenfailure and successor a HazOp.

Documerting a project is time-consuming and costly. As an organisation would want to get as much
value aspossiblefrom such an activit y, careshould be takenon what information to store. If everything
in connection with a project is recorded and documerted, it can prove tedious to nd the relevant
information when planning a new HazOp. It could becometoo much of a bother making peoplefeel
they are drowning in information. Psychologists characterize this asa kind of malady, and call it the
Information Fatigue Syndrome. Psychologist David Lewis commerts it this way: "We'r e often seeing
a failure of concentration. We're seeing a loss of motivation, loss of morale. We're seeing greater
irritability."  [10]

Another related subject is information overload. Information overloadis de ned by Mark R. Nelsonas
"the inability to extract needed knowledge from an immense quantity of information for one of many
reasons[13]." All these factors can have negative impact on the HazOp planning and might even
give worse results than not seekingstored experience. People'semotions impact their performance.
"Even if they recognise their need for information, people often lack the understandingsand skills to
identify, locate, access,evaluateand then apply the needed information [2]." The value of information
structuring and extraction should not be underestimated, and the problem of information overload
should be consideredin a software tool for reusing HazOp experience.

Storing too much data can lead to information overload unlessthe data is handled properly. Infor-
mation overload increasesthe cost sincethe organization will use more time on recording and nding

information. Information overload can also make it harder to sift through the irrelevant information

to nd the things that arerelevant. Storing only relevant information/kno wledgeshould be a goal for
the organization. The problem is to understand what exactly relevant information is. Furthermore,
what is consideredrelevant today may not be soin the future. The best way to ensurea sound
recording and retrieving of information will be to cortinually improve the processesand artifacts used
for this purpose.

Selectingwhat information should be stored is a hard task, sinceit dicult to predict future needs.
Making surethat all vital information hasbeenstored can make the information databasebig. Struc-
turing information could then resolve a potential con ict betweenstoring all necessaryknowledgeand
preverting information overload when seekingrelevant information.

HazOp focuseson deviation from designintent. The HazOp team examinesthe designrepreseration
looking for possible hazardsin the system. An appropriate design represenation is crucial for the
result of the HazOp [11]. The problem is to know when you have the right represenation of the
system design. We will use IEEE's recommendedpractice for architectural descriptions of software-
intensive systems[14] as a guideline when dealing with the designrepresenation topic. Hereis a brief
explanation:

A systemhas many stakeholderswith dierent interests and concerns. Examples of stakeholdersare
users, acquirers and developers. The HazOp team is also a stakeholder in safety-critical systems.
Viewpoints are usedto cover all the concernsof the stakeholders. A viewpoint is a speci cation of
the convertion for constructing and using a view. The designrepreseration that the HazOp team is
examining can be called "views" in the architecture of the software system. A view is a represenation
of the whole systemfrom the perspective of a related set of concerns. Every view should conform to
a viewpoint, which are ER diagrams for databases,UML diagrams etc.

Adhering to this recommendedstandard ensuresthat the designrepresenation the HazOp team will
be examining coversthe whole system. Howewer, it canbedi cult to selectthe appropriate viewpoints
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for the software architecture. Selectingthe right viewpoints has consequence$or how many hazards
will be detected. A view is an abstraction of the system from a certain viewpoint and it is crucial
that the abstraction givesthe team members a good understanding of how the system has met its
requiremerts.

Learning from previous projects can give a better understanding of which viewpoints to selectin
order to cover the concernsof the HazOp team. During the study the team might discover that one
viewpoint makesit hard to detect hazards. The software tool could then be usedto store information
on why this viewpoint made it hard to do their work. This experiencecan result in recommending
a dierent kind of viewpoint for study in similar HazOps in the future, possibly resulting in more
detected hazards.

Other topics the program should cover are group selection and what hazards were detected. As
merntioned in section 2, group selection has seriousimpact on the result of the study. Information
about what roles and personalitiesa group should consist of can be valuable when selectingthe team.
Someprojects can have much in common, and hazardsthat weredetectedin a previous project similar
to the onethat is being studied might be relevant to the new system.

Interpretation of guide words is a vital part of detecting hazardsin HazOp. As mentioned in section
2.3, there are three ways of treating guide words in a HazOp study. The tool should ideally support all
theseways of doing HazOp. A dedicated category for guide word interpretation can make the HazOp
participants aware of how the guide words can be interpreted in certain contexts. In this way it can
be used by the HazOp team for inspiration on how to interpret guide words in a study meeting, by
the study leader when preparing for study meetingsby providing insights into how guide words can
be interpreted for dierent typesof systems,and via searhable keywords which can be alternativ e
guide words, the followers of the third way of using guide words (a specialisedset of guide words per
domain) can be satis ed.

There are numerous other topics that can be of relevancefor future studies. It is impossibleto know
in advance all topics that the software tool should support. Trying to build a separate module for
every single topic can not succeedbecausethere will always evolve new topics no personwas aware
of in advance. To overcomethis problem the software tool should support customizing user speci ¢
modulesto cover requestedtopics. The advantage of this choiceis that it givesthe usersmore freedom
in structuring their own information. The drawbadk is that the program will require a higher awareness
of what constitutes relevant information and how to structure that knowledge from its users. This
awarenesswill grow with the experiencegained by the use of the program. The example topics and
how they are usedin the program can help the userto create and structure new topics. A technigue
such asPost Mortem Analysis, PMA, can help the organization structure information and decidewhat
experienceshould be stored after a HazOp. The PMA conceptis described by Stalhane, Dings yr,
Hanssenand Moe in [19] to be to: "(...)gather all participants from a project that is ongoing or just
nished and askthem to identify which aspects of the project worked well and shouldbe repeated, which
worked badly and should be avoided, and what was merely "OK" but leave room for improvement.”

There can be other methods and techniquesthat canbe applied to decidewhat experienceto be stored,
and the organization should selectone that works for them. The idea is that they are consciousof
how they elicit and record experienceafter a project. In the beginning, when an organization starts
using the tool, they might experiencethat the information baseis too small to be helpful in many
circumstances. If the systembeing studied is quite di erent from thosealready in the knowledgebase,
they can feelthat the software tool is only wasting their time. Sud feelingsmight lead to the HazOp
team disliking the tool, which again will have a negative e ect on how the tool is used, thus starting
a vicious cycle ultimately leading to the compary discortin uing the useof the software tool. To avoid
this, the HazOp team leader should look at the description of the projects in the information base
to seeif there are any projects that have similarities with the current HazOp. If so, the programs
seard function should be able to yield relevant information. If not, using the program might be
inappropriate for that particular HazOp.
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4 Software Tool Requiremen ts Speci cation

The software tool must have a de ned scope. This project is not intendedto develop a single program
that meets every need a HazOp team would ever have. The program will focus on recording and
nding information on previous HazOps. As a minimum requiremert, the organization should be able
to store all the information they deem necessary This meansthey should be able to store not just
plain text, but alsoimages,video streams, and other data in di erent formats. In principle it must
be capableof storing every le format the organization uses.

Functional requiremerts are statemerts of servicesthat the systemshould provide. The requiremerts
in this section corntinuesthe discussionin section 3. They are a more formal way to expresswhat
functionalit y the software tool should contain. Also, the software requiremerts include how the system
should react inputs made by usersof the software.

The functional requiremerts will be illustrated by use casesas used by Martin Fowler in the book
"UML Distilled" [5] to seein what context they are relevant. Each usecasewill be followed by a list
of requiremerts relating to that usecase.

Non-functional requiremerts are constraints on the servicesor functions o ered by the system. Ex-

amples of such requiremerts are performance, usability etc. Theserequiremerts are also sometimes
called the quality attributes of the system. The non-functional requiremerts of the software tool will

be discussedafter the functional requiremerts.

4.1 Functional Requiremen ts
The functional requiremerts can be divided into di erent main functions the program should pro-

vide. We illustrate the functional requiremerts with use casesboth textually and gurativ e. The
implemented requiremerts will be highlighted in sections5 and 6.
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4.1.1 Main Functions of the Software Tool

The main functions of the software tool are to store information and later nd that information so
that more hazards may be discovered. Being consciousabout how the knowledge should be struc-
tured will make it easierto nd relevant information. The example topics in the program: "design
represeration”, "group selection”, "guideword interpretation" and "detected hazards", will illustrate
how the knowledgecan be structured. All stored information must be linked to a project soit can be

read with an understanding of the cortext.

HazOp Staff O

Find relevant information

Store information Structure Information

Developer

User

Figure 3: Program Use Case
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4.1.2 Selecting Pro ject

The program is intended to store experience related to speci c projects. All problems, re ections
and obsenations must be seenin a context if a good understanding is to be achieved. We de ne the
context neededto properly make senseof the experienceto be the "system project’. The system
project includesthe HazOp, developmert, testing, maintenanceand operation of the system.

It is not enoughto simply relate the experienceto just speci c HazOpsasthere might be information
valuable to a HazOp even if it has beendiscoveredin other parts of the systemlife cycle.

Select project

Create new project

Program user

Describe project

Figure 4: SelectProject Use Case

Use Case Name Select project
Actor Program user
Summary The user wants to select a project the experience can be related to

Basic Course of Events 1. The user creates a new project and gives it an appropriate name
2. The user fills in information to describe the project

Alternative Paths In step 1, the user instead selects an existing project. If requested
the user can edit the field that describes the project.

Trigger The user wants to store some information and must relate this to a
specific project.

Figure 5: SelectProject Use CaseTable

F-1 The user must be able to create a new project
F-2 The user must be able to describe a project

F-3 The user must be able selectan existing project
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4.1.3 Storing Information

When the user wants to store information, the program must ensurethat it is properly catalogued.
Each topic should have a distinct category. This is done by forcing the user to selectan existing
category or create a new one if none of the existing one can be used. Each category should have
a certain structure. Examples of categoriesare Design Represetation, Group Selection, Detected
Hazards and guideword Interpretation. This can be accomplishedby having dialog boxes where the
users Il in the appropriate information.

2

Modify category

Uses

//se;;an existing cateaorv/ Edit form
\ / Uses

Program user

Create a new category

&S

Flll in data

Figure 6: Store Information Use Case

Use Case Name Store information
Actor Program user
Summary The user wants to store information that can be used in future

HazOps. The user must figure out how the information should be
structured and catalogued. After an appropriate category has been
selected or created, the user fills in all the data that needs to be
stored.

Basic Course of Events 1. The user creates a new category

2. The user specifies which fields the category form shall have by
editing the category form
3. The user fills in the data in the fields
4. The user requests the program to save the data
Alternative Paths In step 1, the user instead selects an existing category, jump to

step 3 or in step 3, the user adds one or more fields to the
category form before filling in the fields

Exception Paths In step 1 the user tries to give the category a name that is already
taken. The program tells the user to give the category another
name and explains why the first name did not work.

Trigger The user wants to store some information

Figure 7: Store Information Use CaseTable

F-4 The user must be able to create a new category

F-5 The systemmust have no categorieswhich sharethe samename

F-6 The user must be able to modify an existing category

F-7 The user must be ableto Il the category form elds with appropriate data

F-8 The user must be able to save the data
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4.1.4 Editing Category Dialog Box

By letting the userspecify the dialog box of a category, the program becomesmore exible. The dialog
box is made up from user-speci ed elds. The user can set constraints on what kind of data a eld
can contain, the default being the string format. Examplesof data formats can be strings, integersor
certain le typessuc aspdf, doc, gif, mpegetc. The purposeof constraining the categoriesdialog box
elds is to enforcethat the information is structured in a standard way. If the usersspecify certain
elds when searding for information they can usetheseconstraints to get a better seard result. The
program must give the usersthe opportunity to remove or rename elds. The dialog box editing has
many similarities with editing tables in databases.

O

Specify data format

Add field

G

Remove field

o

Rename Field

@

Search in"field library"

Program User

Figure 8: Edit Category Use Case
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Figure 9: Edit Category Use CaseTable

F-9 The user must be able to add elds to the category dialog box

F-10 The user must be able to remove elds from a category dialog box.
F-11 The user must be able to specify a elds data format

F-12 The user must be able to renamea eld

F-13 The usermust be able to select elds from a eld library that canbe addedto the category
dialog box

F-14 All elds in the category must have a unique name



4.1 Functional Requiremerts

4.1.5 Finding Information

When the userswant to nd information it is important that they have functionality which can be
usedto Iter the seard so they can avoid information overload. This can be done by selecting a
category, selectingsomekeywords from a xed list, and optionally assaiate thesewords with certain
elds in the dialog box of the selectedcategory. The reasonwhy the usersselectkeywords from a list
is that this can force the dierent usersto have a common understanding of how information should
be described. This will hopefully make the seard result better.

Figure 10: Find Information Use Case
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Figure 11: Find Information Use CaseTable

F-15 The user must be able to selectone or more categories
F-16 The user must be able to specify keywords for the seard
F-17 The user must be able to selectkeywords from a list.
F-18 The program must return a list of hits after the search

F-19 The user must be able to browsethrough the seard result



4.1 Functional Requiremerts

4.1.6 Design Represen tation Category

If the usersdo not have any relevant category dialog boxesto look at and work with in the beginning
they might avoid using the program. There are some categorieswhich can be useful for any kind of
HazOp. One of these categoriesis designrepresenation. A good designrepresertation is crucial for
achieving successvith the HazOp. This is becausethe HazOp sta discover hazardsby systematically
working through the designrepresertation looking for deviations from designintent. Bad material will
make the work harder. A minimum requiremert is that the designrepresenation coversthe whole
system. Another requiremert is selecting the best way to represen a system when carrying out a
HazOp. This will depend on the systemrepresenied. Evenif there is a good selection of viewpoints
there might be someaspects the HazOp sta should be aware of working through that part of the
designrepresenation. Somehazards may be hard to nd no matter what choice of viewpoints has
beenmade. Reading guidelines could then help the group studying the designrepresertation.

The designrepresertation category dialog box should cover all theseissues. The problem is to have
elds that are not too speci ¢, sincethis may restrain the expressivenessof the users. Also, if they are
too generic, information overload can be a problem since the user might get more information than
required when they read through the seard result.

Figure 12: Design Represeration Use Case
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Figure 13: Design Represettation Use CaseTable

F-20 The user must be able to Il in information in the eld for completeness(of the design
represeration)

F-21 The usermust be ableto Il in information in the eld for selectionsof viewpoints

F-22 The usermust be ableto Il in information in the eld for reading guidelines

F-23 The usermust beableto Il in information in the categorieseld for additional information
F-24 The usermust be able to assaiate key words from a xed list to elds that are non-empty

F-25 The usermust be ableto Il the elds with data on the formats string, picture les, movie
les and documert les.



4.1 Functional Requiremerts

4.1.7 Group Selection

A good team is crucial for achieving successwith a HazOp. The groups performancedependson each
menbers skills and knowledge combined with how well they work as a team. Before a HazOp can
start there must be a group selection. By having information on what expertise a group should have
for a particular kind of system, the study leader is better suited to selectthe right team. Not only
information about the roles can be of importance for the organization, but also knowledgeof the skills
and experiencefor eat personwho can have the di erent roles can help the organization selecting
the right people.

A groups performance depends not only on each menmbers contribution but also how they work to-
gether. The combination of personalitieshasimpact on how the group works asa team. After a study
it might be concludedthat the personality composition of the HazOp sta wastoo homogenous.Lack
of certain personalities can also be a problem.

After a HazOp, an evaluation may suggestthat the group lacked certain roles. For example during
the developmert a software engineermight detect somedi culties that canleadto a hazard. During
an evaluation of what could have beendoneto detect this hazard the conclusioncan be that the group
lacked an expert on the topic UML state diagrams.

If the organizationis large, di erent rolescanbe lled by many individuals. Stored data of ead persons
experiencecan help the organization in selectingthe right personfor a particular role. Information

about the employeespersonalities can also be of interest. The program user must be careful when
evaluating the personswho were involved in the HazOp as the sta might feel uncomfortable about
this, and can this could have a negative impact on the working environment.

Figure 14: Group SelectionUse Case
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Figure 15: Group SelectionUse CaseTable

F-26 The usermust be ableto Il in information in the eld for role selection
F-27 The usermust be ableto Il in information in the eld for group personality composition
F-28 The user must be able to evaluate every personthat was a part of the HazOp group.

F-29 The user must be able to selectthe personsthat should from an employeelist within the
program

F-30 If the userwants to evaluate a personthat is not on the organization employeelist the user
should be able to add personsto the list.

F-31 The usermust beableto Il in information in the categorieseld for additional information



4.1 Functional Requiremerts

4.1.8 Detected Hazards

Hazardsthat weredetectedin a certain systemand ernvironment are likely to appearin similar systems
and ervironments. By comparing the systemto be studied with previous onesthe HazOp group can
seeif the hazardsthat were detected are relevant to the study. The category should contain a short
heading for eadh hazard and a more detailed description. Information about which ervironment it
belongsto can also be valuable since a system might operate in seweral ervironments. The program
user should have the opportunity to browseall the documertation for the HazOp included the design
represertation. This documertation would be les from external programs since this program does
not support recording of the study meetings. If the HazOp group usesthis information as chedlist
when reading the designrepresenation, that may have a negative e ect on the creativity. Looking
for hazardsthat appearedin similar systemsand ervironments should therefore rst take place after

the ordinary inspection.

Figure 16: Detected Hazards Use Case
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Figure 17: Detected Hazards Use CaseTable

F-32 The usermust be ableto Il in information in the hazard heading eld

F-33 The usermust be ableto Il in information in the eld for hazard description

F-34 The user must be ableto Il in information that describesthe hazardsernvironment.

F-35 The user must be able to add any documentation les which are relevant for the hazards.

F-36 The user must be able to assaiate keywords with every eld in this category.



4.1 Functional Requiremerts

4.1.9 Guidew ord Interpretation
Interpretation of guidewordsis a vital part of the HazOp. Someinterpretations canbe relevant in other
HazOps. These interpretations can be creative and not immediately obvious. Being aware of such

interpretations might help detecting more hazards. To get a good understanding of the interpretation,
information about the corntext is required. Additional information might also be useful.

Figure 18: Guideword Interpretation Use Case
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Figure 19: Guideword Interpretation Use CaseTable

F-37 The usermust be ableto Il in information in the interpretation heading eld.
F-38 The user must be able to assaiate the interpretation with a guideword from a list.
F-39 The usermust be ableto Il in information in the interpretation eld.

F-40 The user must be ableto Il in information in the context eld.

F-41 The user must be ableto Il in information in the additional information eld.

F-42 The user must be able to assaiate keywords with every eld in this category.



4.2 Non-Functional Requiremens

4.2 Non-F unctional Requiremen ts

There are four main non-functional requiremerts which must be taken under consideration when
implemerting the software tool:

1. Learnabilit y - It should be relatively easyto understand how to usethe tool. The usershould
not spend too much time learning the program. If the user have problems with understanding
how the program works, it might becomediscarded.

2. Usabilit y - Using the program should be as e ectiv e as possible. If the user must invest a lot
of time and e ort into getting the information from the program, they might think that it is not
worth the bother, ultimately discarding the tool.

3. Main tainabilit y - The program must have an architecture that enablesthe possibility to extend
and maintain it. This is important sincewhen a program is being used, people often seethings
which could have beendone di erent and better. It is also likely that userswant to add new
functions which the implementers did not think of.

4. Reliabilit y - The program must should be stable and crash as little as possible. If the users
do not feel they can depend on the program, they might not useit becauseit posesa risk to
only wasting their time. Additionally , the tool should not lose any data as this kind of data is
potentially a very valuable resourceto organisations.
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5 Software Tool Design

5.1 Intro duction

When designingthe softwaretool it wasimportant to considertwo factors. Firstly, the easewith which
the software could be made to implement all the requiremerts from the requiremerts speci cation.

Secondly the necessiy to implemert the software quickly, leaving enoughtime to do the experimert.

Thesetwo factors were found to be mutually exclusive, soa compromisehad to be made. The basis
of the software was made general enoughto accommalate later incremerts implementing the more
advanced functionality in the software requiremerts speci cation. The software, however, was made
for the requiremerts in section4. The single most signi cant deviation from the requiremerts wasthe
ability to designnew categoriesin which to store knowledge,and the ability to modify existing ones.
This functionality wasleft out in order for usto be sure we would have the tool ready in time for the
experiment. Sincethis was left out, the tool that was created can not be classi ed as anything but a
prototype on which further developmert is possible.

5.2 Arc hitecture

The software tool was implemerted using a three layer architecture. A cleanly layered architecture
makesit easierto replaceparts of the program without having to restructure the ertire program each
time a changeis made[9]. There is a separatedatabase-accesmodule, a separatedata object model,
graphics module and controlling module.

For the rest of this section of the documert, the term 'Project' will be usedto denote HazOp studies
that hasbeendone, for which information is to be stored in the HazOp Tool.
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5.2.1 Realised Arc hitecture

The following is an overview of the designthat wasimplemented. The program consistsof a project

Figure 20: The Architecture of the implemented HazOp Tool.

browserthat is usedboth to input data into the database,and to provide data to the userin an easily
navigable form. The project browser is cortrolled by a cortroller that handles changesto the state
of the program. The cortroller is also the link betweenthe browser and the database module. The
databasemodule acts asa server which providesand storesdata on requestfrom the controller. When
starting up, the program rst collectsall the data from the databaseand storesthis data in an object
model. This model is then accessednd modi ed by the project browserwhen the program is in use.
Finally, when the program is shut down, it storesall addedand modi ed data into the database,and
deletesall data that hasbeendeleted by the user. This is suboptimal at best, but it made for rapid
dewvelopmert. A better solution would be to load data only when needed. The participants of the
experiment were not inconveniencedby this, however, sincethe databasewassmall at the time of the
experimert.

The category managemen part of the tool wasnot implemented, but three hard-coded categorieswere
provided. These categorieswere the onesdeemedmost appropriate and helpful for this experimert.
The categorieswere "Design Represeiation”, "Guide Word Interpretation” and "Hazards Found".
Sinceonly three categorieswere usedin the experimert, the workload involved in hard-coding them
wasfar smaller than the workload required to make a generalsystem, capable of handling any number
of categories.
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5.2.2 ldeal Arc hitecture

The following is what we believe to be an optimal design,o ering a generalsolution to satisfy a vast
amournt of categories.Due to constraints on time, however, it was not implemented.

Figure 21: The Architecture thought to be ideal for the HazOp Tool.

The program consistsof a form editor, which createsand edits xml-forms. Theseforms are templates
for the di erent categories. It also modi es the databaseto incorporate the changesmade. When
the other parts of the program are loaded, these xml-forms are read and the categoriesand their
database-linking are rendered from them. Thus, at compile time, none of the categoriesmight exist,
theseare createdand modi ed later by users. The program therefore consistsof a module to interpret
these XML- les and feedinformation to the graphical layer.

The graphical layer generatesa graphical user interface (GUI) at runtime, basedon the categoriesin
any given project. When editing projects, new categoriescan be added to that project from the list
of already existing categoriesor onesalready presert can, along with all their data, be deleted from
a project.

XML les are usedto keeptrack of the following: Which categoriesexist, what elds they have, what
ead eld is called in the database,whether any eld is a list of constarts, and in that casewhether
that list can be addedto. In e ect this givesthe program enoughinformation to give the usersthe
latest categorieswith their respective data for any project stored in the databasewithout the need of
foreseeingsudh information at compile time.

The XML les are themselvesput into the databaseand are the rst things the program readsfrom
the database. This then setsup the program to usethe rest of the database.
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5.3 Data Mo del

In order to reusedata in later incremerts of the software, the database was created as general as
possible. All textual data found in the software is located in " elds" These elds can have keywords
attached to them via a key list, and les attachedto them. Each eld is attached to oneand only one
project via categories. The idea is that asthe program ewolvesmore categorieswill be made through
a userinterface, and the program will keepstock of which categoriesexist.

The implemented data model is shavn below

Figure 22: Data model of the HazOp Tool asimplemerted.

For practical reasons,we made an object model of the data as an interface between the database
and the user interface. The main di erence betweenthis model and the databasemodel is that the
elds only exist as strings within the categories. The categoriesthemseles keeping stock of all its
elds and their key lists and les. This wasdoneto be able to work on separateparts of the program
concurrertly without the needfor databaseaccess.Unfortunately, this led to the necessiy of a lot of
extra code for databasemanagemen. Currently, this code residesin one classof about 1000lines. In
order to add even one category, one would have to add about 150 lines of code at various placesin
this class. This is suboptimal at best, but in order to guarantee a prototype within the time we had
to work, this was the safestoption.
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A completely generaldata model was also designedthat di ers only minutely from the implemented
one. Instead of having a special "guide word" table, a more generalconstart list is used. This list o ers
the samefunctionality for the guide word categorythat the guide words did, aswell asbeing available
to other categorieswhere a list of constarts might be needed. This could be a list of employees,a list
of gradesetc. The constart list doesnot even needto be "constant”. A variable setin the XML les
which storesthe category information and are read at startup signi es whether the list can be changed
or not. In this way, seweral di erent categoriesmay sharethe samelist of constarts if required.

The data model thought to be ideal and generalis shonn below:

Figure 23: Data model of the HazOp Tool asthought to be ideal.
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5.4 Example of Use

The following is an overview of the functionality o ered by the software tool. The tool is structured
as a set of windows forms

5.4.1 Intro duction Screen

Figure 24: Screenshotfrom the Introduction Screenin the HazOp tool

The HazOp tool implemented welcomesuserswith an introduction screenin which userscan choose
the desiredmode of operation. Either the userscan view projects in a safemode in which no data can
be modi ed or they can edit projects already inserted into the system. A last possibility is to make a
new project that can be lled with new data. As a safety feature, it is impossibleto delete projects
from this interface. That functionality should be left to managersasit could potentially meanthe loss
of valuable knowledge. Since a separateinterface for managerswas not called for in our experimert,
we did not implement sud functionality. The only way to delete projects in the tool asit standsis
by manually editing the database.
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5.4.2 Design Represen tation Screen

Figure 25: Screenshotfrom the designrepreseration screen

When entering the project browser, the useris preseried with three main tabs, "Data in", "Search”
and "Results". These are linked to the two main functionalities of the tool; inputting data into the
HazOp tool and searding through the data already in the tool. When inputting new information into
a project and when only browsing projects, the userswill bein the "Data in" section of the program.
Within this tab a new tab-selectionis found in which all the categoriesalready used for the project
can be found. For the systemwe made, this was limited to the three categoriesalready mertioned.
The user can freely switch betweentheseand edit them if in edit mode.
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5.4.3 Detected Hazards Screen

Figure 26: Screenshotfrom the hazardsscreen

Each category may have one or seweral branching points. Branching points are placeswhere later
information dependson the value at that point. In practice this is done through the use of Combo
Boxes. When a new value is inserted, all elds below are blanked out and ready to acceptnew data.
When selectingan already created value, the elds below the branching point are lled with the data

for that value.
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5.4.4 Guide Word Screen

Figure 27: Screenshotfrom the guide word interpretation screen

In our implemertation, two such branching points were made, one in the "Hazards Found" category
where all the elds were dependent on which hazard the user was looking at any given time. The
other was located in the Guide Word Interpretation category.
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5.45 Key Adder Screen

Figure 28: Screenshotfrom the keyword adding screen

When editing projects, keywords can be addedto any eld via the "Add keyword" button next to eact
eld. When pressingthis button, an overview of all keywords usedsofar in any project is presened to
the user, and the user may decidewhether to add a new keyword or usean already existing keyword.
This is doneto easethe seart functionality. Too many similar keywords will make searding harder
as all synonyms would have to be chosento ensurea complete seard of the database. The user is

encouragedto rst seard through the list and se whether a good candidate already exists before
adding a new key word.
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5.4.6 Search Screen

Figure 29: Screenshotfrom the seard screen

When the user wants to seard the databasefor data relevant to what he/she may be facing in a
current HazOp, he/she can usethe seard functionality. By adding keywordsto the elds asthey are
entered into the tool, one can ensurethat information will be easyto track down at a later stage.
Usersmay specify a seard where the ertire databaseis searded and all hits are returned in a table
where their origin HazOp study can be seenand a small excerpt from the eld in questionis shown
to help the user decidewhether this is a relevant hit or not.
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5.4.7 Search Result Screen

Figure 30: Screenshotfrom the seard result screen

The user can selectone of the elds by clicking on it, the project from which this eld was taken will

automatically pop up in a separatebrowserin view mode. In addition, the browser will be focused
onthe eld selectedby the userin the seard, making it easyfor the userto usethe seard functions.

When the useris nished browsingthe project that was presered in the seard he or shesimply closes
the new browser and is returned to the seard results where a di erent entry may be selected. If the

usershould want to changethe seard criteria he/she simply presseghe "search" tab and is returned

to the seard criteria section of the program.
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5.5 Further Development

In orderto getthe tool to implement the requiremerts for generality assetout in section4, afewthings
needto be done. Firstly and most importantly, the graphical module aka the project browser needs
to be able to display a userinterface basedon the content of xml- les. This meansthat no graphical
elemerts can be hard-coded into the program for the "Data In" part of the browser. Secondly we
needa cortroller module that is ableto read XML les and usethe information in the les to generate
the graphical user interface from scratch, basedon the content of those les. Thirdly, the category
editor needsto be made. This editor needsto be able to generate XML les for the categoriesas
speci ed by the usersand update the databaseaccordingly.

The data model can be kept more or lessasis, the only di erence being the constart lists replacing
the guidewords. Hence, all the data we have collected in this experiment can be reusedin a later
experiment. We made surethat the data model was generalenoughfrom the start. This wasdone so
that it would be possibleto conduct more experimerts in the future while re-implemerting the tool
part by part at later stages. Somegraphical elemens suc as the welcomescreenand the keyword
managemen screenas well asthe screensfor searding for elds via keywords can also be kept asis.

Other changesthat is advisedfor future developmert of the softwaretool is to remove the object model
of projects and their elds and instead using the databasedirectly to feed the graphical layer with
information. Additionally , a better seard functionality should be implemented basedon searding
directly through the database. This will lead to a signi cant simpli cation in the program when
changingit to a dynamic self-changing tool.
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6 Software Tool Implemen tation

This sectionof the documert is mostly written for anyonewanting to cortin ue our work on the software
tool. It explains someof the choiceswe made when implemerting, For a more detailed and thorough
description of the implementation seeE

Our main concernsfor the software tool wasthat it should be both easyto useand fast to implemert.
We wanted our participants to be able to usethe program with easesothat little error wasintro duced
by people not understanding what to do. We also neededto make this program in a short period of
time aswe neededtime to do the experiments and analysethe results.

C# seemeda suitable tool to make the program in, asit delivered a familiar user interface with a
windows-feelto it, and proved quick to implement using Visual Studio .NET. Using C# resulted in a
lot of code, but using Visual Studio, implemerting this code was relatively easy

The total number of lines of sourcecode in the software tool endedup to be 5100. Someof this code
was auto-generatedby Visual Studio.NET. We estimate that a completely universal program would
needsome10000lines of code in order to work as speci ed in section4. The program we usedin the
experiment had 5100lines of code. Out of our code, some1000-2000ines should be directly reusable
in such a program, the rest would only work as a starting point on which to basemore generalcode.

We have included the sourcecode for the software tool aswell asa compiled versionin Appendix E.
Anyone wishing to extend our work is free to do so, and all code is o ered asis. In Appendix E, a
more complete overview of the code producedis o ered.
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7 Experiment

We base our experiment on the theory as preseried by Claes Wohlin et al. in [22]. First we will
preseri the theory, then we will follow their template in preseriing how we conductedthe experimert.

7.1 Experiment Theory

Experimerts are a form of empirical quartitativ e researd. The aim of an experiment is to identify
a cause-e ectrelationship. An advantage of experimerts, is that they provide quantitativ e data that
promote comparison and statistical analysis. This makesan experiment useful in our casesince we
want to study the e ect of using a software tool for reuseof experiencein a HazOp.

According to Wohlin et al. [22], the phasestypically involved in software experiments are:

Experiment de nition.
Experiment planning.
Experiment operation.
Analysis and interpretation.

Presernation and padage.

In the de nition phase,we state the purposeof the study, and de ne the goalsof the study. A null
hypothesisand alternativ e hypothesesare formulated in this phase.

In the planning phase,the context of the experiment is determined in detail. This includessetting up
testing facilities and determining what is to be tested and how.

In the operations phase,the experiment environment is setup accordingto what hasbeendetermined
in the planning phase. Actual experiments are run and data collected.

In the analysisand interpretation phase,descriptive statistics are usedto understand the data infor-
mally. More detailed statistical analysisis done on data deemedto be relevant. The null hypothesis
is either rejected or accepted.

In the presenation and padkagephase,the results are written down and made available to the public
(this report).

All of these phaseswere used explicitly in our work.
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7.2 Experiment De nition

In orderto conduct a successfukxperimert it is necessarto have a good understanding of its purpose.
De ning its goalsof makesan experiment easierto plan, asthis will avoid confusion of what it tries
to achieve. Goal Question Metric (GQM) is a useful method for de ning the goalsof an experimert.

The GQM model is a standardizedway of seeingsoftware experiments through from start to end. The
purposeof the GQM is to make sure that the focusis kept on ful lling the goalsof the experimert.
Using the GQM method makesit easierto verify that important aspectsof the experiment are de ned
beforethe planning and execution phase.

"GQM de nes a gaal, re nes this gal into questions, and de nes metrics that should provide the
information to answer these questions. By answering the questions, the measured data de nes the
gaals operationally, and can be analysel to identify whetheror not the gaals are attained. Thus GQM
de nes metrics from a top-down perspective and analysesand interpr ets the measurement data bottom-
up." [24

Using the Goal Question Metric Models goal template, the goal de nition of the experimernt is to:

Object: The HazOp Tool
Purpose: Find if useof the program leadsto more hazardsfound in a HazOp studies.
Quality Focus: | Number of Hazards found, time neededfor HazOp.
Perspective: | HazOp team member, Project managemen.
Context: Student experiment with a toy size problem.

58



7.3 Experiment Plan

7.3 Experiment Plan

The purpose of the experiment plan is to describe how the experiment will be conducted. It is
important that the plan correspond to the goal de nition of the experiment. An experimert is built
up around trying to ched if the null hypothesiscould be replacedwith an alternativ e hypothesis.

The plan must include a context selectionfor the experiment. Next, hypothesesmust be formulated
and variables must be selected. Subjects for the experiment must be selectedand together this forms
a basis for the experiment design. The instrumentation, ie. what input to the experiment will be
made and what outputs from the experiment will be measured,must be prepared. Finally, we need
an evaluation of the validity aspects of the experimert.

7.3.1 Context Selection

Ideally, the experiment should re ect a real situation. In our casethis would mean a real HazOp
for an organization with a rich program information base. Unfortunately, this was not possible. The
project problem was decidedin January, at which time no tool had beenimplemented. As there was
lessthan half a yearto both createthe tool and run an experiment on it, it proved impossibleto make
arrangemerts with an organisation for real life testing. A morerealistic alternativewasto run a HazOp
experiment staed with students. This, however, put limitations on how much time ead treatment
could take, asit wasassumedto be dicult to get enoughstudents to participate in treatments that
lasted longer than 2 hours. This again set limitations on the size of the casesthe students would
analyse. Nevertheless,an experiment with students on a relatively small HazOp can still add value
to the discussionof reusing experiencein HazOp. Ours is not the rst experiment to encourter such
problems, using studernts in experimerts is a common phenomenon. Even if using students leadsto
lessexternal validity, many people, including Arne Svb erg et al. believe that student experiments
still can add value to researt [20].

7.3.2 Hyp otheses

As a starting point, our null hypothesisis that using a knowledge basetool in HazOp has no e ect.
We set this as our null hypothesisas we would like to show that it doeshave a positive e ect on the
HazOp. It is conceiable that using the tool could either improve the quality of a HazOp or reduceit.
Sinceno two teams are the same,experiencemade by oneteam may be helpful to a di erent team and
might help them nd hazardsthey otherwise would have missed. On the other hand, using the tool
takesup time. If it doesn't contribute enoughto the process,it might not be worthwhile and result
in time wasted, hencereducing the quality of HazOps. Therefore, our null hypothesisand alternativ e
hypothesesare as follows:

Null Hyp othesis: Using the software tool has no e ect on the number of hazardsfound in a
HazOp.

Alternativ. e Hyp othesis A: Using the software tool leadsto more hazardsfound in a HazOp.

Alternativ. e hyp othesis B: Using the software tool leadsto lesshazardsfound in a HazOp.

7.3.3 Variable Selection

Variablesin an experiment are either independert or dependent. The independert variables are those
variables we control and changein the experiment. The dependert variables are variablesthat might
change as a result of applying the di erent independert variables. In this experiment there will be
one independert variable; whether or not the students are using the software tool. The e ect of the
treatment of this variable will be the dependert variable; the number of hazardsidenti ed.
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7.3.4 Selection of Sub jects

HazOp is team work, wherethe team members must have enoughknowledgeto understand the design
represertation of the systembeing studied. Ideally, the study leaderis experiencedand many of the
participants have taken part of a HazOp earlier. Unfortunately, there are not many students that
fulll this need. Howewer, selecting students that had enough knowledge to understand the design
represertation of the ight caseand train casewas easy sincethese design represertations required
only basiccomputer knowledgeand an ability to read designdocumerts. This takeninto consideration,
the selectedsubjects were chosenfrom the studies "Computer Science","Cyb ernetics", "Electrical
engineering" and "Communication Tednologies" that had completedtheir rst year of study.

We could not force anyoneto take part in this experiment, we had to rely on corveniencesampling
within the limits just merntioned to get enoughstuderts to participate. We needed4?2 studerts in order
to carry out the experiments as planned. To get students to participate in the experiment, we sert
e-mailsto all the students doing the subject "TDT 4140- Systerrutvikling" at IDI, and alsorecruited
students within the aforemertioned limits from data labs on the campusof NTNU. We endedup with
a semi-random sample from all of this by randomly selecting participants from the volunteers. In
order to ensureenoughinterest in the experiment, ead participant received a compensation of NOK
200.

7.3.5 Exp eriment Design

For testing the software tools e ects on HazOps, we conducted a student experiment with two treat-
mernts (i and ii);
(i) A HazOp without the use of the software Tool as a reference.

(i) A HazOp with the useof the software Tool to seehow the tool a ects the HazOp

The students involved in treatment (ii) usedthe tool when conducting the HazOp. Studerts in group
(i) functioned as a baselineto measurethe students in (ii) against.

The treatment (i) consistedof:

A 15 minute intro duction to HazOp using the robot cell caseas an example
A 90 minute period in which to do the HazOp on the provided case.

A 10 minute period in which to Il in a questionnaire provided (seesection 8.3).
The treatment (ii) consistedof:

A 15 minute introduction to HazOp using the train position caseas an example

A 5 minute introduction to the software tool

A 90 minute period in which to do the HazOp on the provided case.

A 10 minute period in which to Il in a questionnaire provided (seesection 8.3).
In treatment (i) there was a 5 minute explanation of the HazOp tool to the studerts before the
problem solving part sothat they would be able to utilise it e cien tly. The questionnairesprovided
both information to feedinto the tool (after treatment (i) ), and feedba& on how they experienced

the task of doing a HazOp. When doing the HazOp, the groups used a special form to record any
hazardsfound. Theseforms also provided information to the HazOp tool.

When conducting the two treatments of the experimert, it was important to both get enough data
that we might statistically show a di erence between groups in (i) and (ii), and that we could be
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con dent that the data we collect is comparable. This was ensuredthrough using only groups made
up of a certain type of students for the experiment (see7.3.4). Furthermore, any deviations from this
optimal group composition was done symmetrically, so that the two treatments were as similar and
comparableas possible.

7.3.6 Instrumen tation

The instruments for an experiment can be divided into three types:

objects
guidelines

measuremen instruments

Objects The objectsin this experiment wasthe casesthe participants have to solve and a software
tool with a knowledge base. The caseswere taken from real world situations. There was a train
position caseand a igh t landing case.

The software tool is uselessunlessit contains information that can be used during a HazOp. We
neededto get data into the HazOp Tool beforethe experimert to test its usefulness.Sincethis would
normally be done by personsusedto the HazOp process,we opted to have more groups work on the
samecaseto make the collected data more represenativ e. We usedfour groups of three personsead
in a pre-experiment. The resulting data was put into the system after being chedked so that no two
identical hazards were added. A group size of three personsseemedto be an optimal number in a
student experiment to facilitate cortribution from all members of ead group. If too many students
are placed in a group, it would be easy for some of them to "hide" in the mass, their ideas and
experiencesbeing lost to the usersof the tool.

We conducted a pre-experiment with four groups for two reasons:

1. Gather information for the programs knowledgebase

2. Gain experiment experience

It could not be taken for granted that the participants in the experiment could conduct a HazOp in
a satisfying way when they had no experiencewith the methodology. In the pre-experiment we could
also obsene if any unforeseenproblemswould arise. The pre-experiment was conducted in this way:

A 15 minute introduction to HazOp using a robot cell caseas an example. Seesection C.1.
A 60 minute period in which to do the HazOp on the provided train case.Seesection C.2.

A 15 minute period in which to Il out a questionnaire provided. Seesection 8.3.
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The data collection gave the following statistics:

Element | Hazardsfound
Group 1 18
Group 2 20
Group 3 23
Group 4 18

Mean: 19.75

Range: 5
Variance: 5.58

Table 2: Results from pre-experiment

The results show that the participants did not have much problem conducting the HazOp. This can
be seenfrom the number of detected hazards, relatively low statistical range and standard deviation.
If the results had beenbad we would had to reconsiderour introduction to HazOp. The purposeof
our survey wasto gure out if there were any problemsthat could not be seenfrom the results and
obsenations. The survey pointed out that the time limit was a problem during the HazOp. Because
of this, the HazOp in experimert treatments was expandedwith 30 minutes from the pre-experimert.

An important issueto consideris the amourt of experience stored in the knowledge base. Due to
constraints on the experiment, we were only able to input experiencefrom one HazOp done in the
pre-experimernt into the tool. In order to make sure that the participants would nd relevant infor-
mation in the knowledge base, we deliberately chosethe two casesmerntioned. They both portray
systemsfor supervising position information of vehicles. For a thorough description of eac system,
seeAppendix C. Speci cation and implementation of the software tool was also part of the instru-

mentation. Information on how we went aheadto produce the tool can be found in sections: 4, 5,
6.

Guidelines  Sincethe subjects of the experiment did not have any experiencewith HazOp, we had
to teach them and give them guidelinesof how to work through the cases.For the students who were
using the software tool we had to make guidelinesfor how to usethe program when conducting the

HazOp. More information about the HazOp guidelineswe provided the participants can bee seenin
B.

Instrumen ts The measuremen instrument usedwasthe forms the groups usedto record the haz-
ards they found during the HazOp and a questionnaire in which they gave us feedbad on the experi-
ment. The hazard forms were of the type shown in Table 3.

Element | Attribute | guideword | Deviation | Consequence| Cause

Table 3: Form usedby participants to record hazards

The questionnaire contained questionsthat both provided information to put into the knowledgebase
and feedbad on how the participants experienceddoing a HazOp.
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7.3.7 Validit y Evaluation

A discussionof validity threats of the experiment prior to the execution is neededto make sure that
the experiment is planned in a proper way. The four kinds of validity in experiments according to
ClaesWohlin et al in [22] are:

Conclusion Validity: Abilit y to draw the correct conclusions.
Internal Validity: Certainty that obsened e ect is causedby treatment.
Construct Validity: Certainty that obsened e ect is part of assumedtheory.

External Validity: Abilit y to generaliseresults to industry practice.
For this experimernt, the threats to conclusionvalidity were:

Low statistical power.
Not enoughgroupsto get statistical signi cance. Sincewe had limited funding, we might risk
not getting enoughstudents to do the experiment as planned.

Random heterogeneit y of subjects.

We might end up with having onetreatment with very skilled students and a di eren t treatment
with very unskilled students. Sincethere was no clear cut way of testing this, and since using
gradesfrom university courseswas not viable, due to the sensitivity of this information, we had
no way of ensuring this doesnot happen.

Random irrelev ancies in exp erimen tal setting.

Since the rooms we could book for the experiment was fairly small, the participants might be
disturbed by noisefrom the other groups. There was also a possibility that somegroups might
hear and usewhat other groups discuss.

Threats to Internal Validity were:

Instrumen tation.

The forms usedmay not catch the data we neededor the program might be unsuitable to use.
Also, we had no guarantee that the categorieswe had chosenwould be useful for future HazOps.
The programs knowledge basemight be too small to have signi cant impact in the experimert.
In our experiment, we madethe assumptionthat there wasrelevant information in the knowledge
base. If the casesin the experiment weretoo di erent, the program wold probably have almost
no e ect on the HazOp.

Selection.
A certain type of student might be more likely to participate in the experiment, making it
possiblethat obsened e ects stem from this biasedselectioninstead of the treatment.
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Threats to Construct Validity are:

Exp erimen ter exp ectancies.
We might unconsciouslygive hints to the students that we expectedthe secondtreatment to be
better than the rst, thereby a ecting them to put more e ort into the secondtreatment than

the rst.

Hyp othesis guessing.
When people take part in an experiment they might try to gure out what the purposeand
intended results of the experiment is. This could in uent their behavior in the experimert.

Threats to External Validity are:
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Interaction of selection and treatmen t.

In practice, HazOp teams usually had a certain structure. Ideally, it hasan experiencedstudy
leader, domain experts, and system designers. We could not compose such groups becauseof
the resourceconstraints. This makesit di cult to generaliseresults to the real world.

Interaction of setting and treatmen t.

Due to time and economicconstraints set on the experimert, the casesusedfor ead treatment
would necessarilybe toy size or overly simplied real world problems. This would make it
dicult to claim that any results could be generalisedfor problems of larger magnitude in the
industry.
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7.4 Experiment Operation

This section explains the preparations done before conducting the experiment and the measuresthat
were taken to ensurea high degreeof validity.

7.4.1 Preparation

During the experiment we experiencedthat getting enough participants was not as big a problem as
we thought it to be. We were able to select42 participants randomly from a pool of 75 interested
students. We hope that this leadsto a smaller bias on the experiment from the students involved.

We also found that our estimated 15 minute intro duction to the HazOp processeasily could be cut
down to 10 minutes as the students took to the processquickly. The extra 5 minutes was given to
them to do the HazOp, bringing the total time to analysethe systemup to one hour and 35 minutes.

At the start of the experiment, eat student was given a booklet containing a brief intro duction to
HazOp and an example casewith an example HazOp form lled in to exemplify the HazOp process.
The introduction they were given can be found in section B. In addition, they ead received an
explanation of the casethey would work on, the ight landing case,and a design represenation of
that case.This information can be found in section C.3.

7.4.2 Execution

Physical location The groupswere placedin relatively large roomsdimensionedfor meetingswith
20+ people. We had at most four groups at any one time in a room, eac placedin a corner of the
room. We would sit in the middle of the room ready to answer any question that might arise. The
groups using the HazOp Tool were eath given one computer at their deskto useasthey pleased. Care
was taken to make sure that the groups were spread out, so that they would not be within earshot
of eat other when talking softly. We had to do the experimert in four batches. This was done for
practical reasons,both regardsto the size of the room and with consideration of when the students
were available for the experimernt.

Subjects We endedup having to usetwo students from 5. year Computer Scienceon the rst

treatment of the experiment (HazOp without tool), thesewere spreadon two di erent groupsin that
treatment. To balance the experience,we also usedtwo 5. year students in the secondtreatment
(with tool). When observingthe groups, no di erence could be obsened in the groupsthat had one
5. year student from those groupsthat had none.

In order to avoid any Hawthorne E ect [12] in the experiment, we kept the real purpose of the
experiment hidden from the participants until they were done with their HazOp. This was done
so that the participants without the program were not to feel lessobliged to do high quality work.
Likewisethat the participants using the tool should not feela higher degreeof stressto do good in the
experiment than the other participants. To accomplishthis we made care not to mertion the HazOp
tool to the participants in the rst treatment, and we made care not to mention the rst treatment
to the participants of the secondtreatment. Wohlin et al. say that deception should only be usedas
a last resort:

"If deception is the only alternative, it shouldonly be applied if it concerns aspects that are insigni ¢ ant
to the participants and do not a e ct their willingnessto participate in the experiment. ... If deception
is applied it should be explained and reveled to the participants as early as possible." [22]

We have lived up to this rule, we found no alternative to "fooling" the participants to believe the
experiment tested them in a di erent way.
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7.4.3 Data Validation

All the groups found between 18 and 30 hazardsout of a total of 73 hazardsfound. This shaows that

none of the groups had too little understanding of the HazOp processto be able to work e cien tly.

In order to verify the hazards, we cheded that the proposedhazardswas indeed credible, and that

the groups did not get credit for the samehazard more than once. During the experiment we were
occasionallyasked questionson the HazOp processby the groups, and we made a round after approx-

imately 10 minutesto ched that all the groupsdid indeed know what they were doing. During these
rounds, we did not encourter a single casewhere the students were still with in the wilds regardsto

the HazOp process. Furthermore, all the groups were asked whether they experiencedany problems
during the HazOp and none answeredthat they thought the processwasdi cult to do or understand.
During the experiment we obsened that the studerts took their job seriously and that they seemed
geruinely concernedwith getting the best results possible. All of this adds up to giving us a high

con dence that the data we collected was produced by the best of the students' abilities.
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8 Results

This section of the documert shows the results from the experiment. First, an accourt of the obser-
vations made during the experiment will be made, Next, the hazardsfound by ead group are given.
Lastly, the feedbak forms lled in by the groupswill be discussed.

8.1 Statistical Data from Exp eriment

The groupsin the experiment found a total of 73 di erent hazards. Theseare listed in the appendix
section D. Here follows an overview of the statistical data found in the experiment.

8.1.1 #T otal Hazards Found

In order to seewhether the tool wasbene cial to the processwe measuredthe total number of hazards
found by ead group and averagedthose numbersto nd the averagenumber of hazardsfound both
by groups using the tool, and groups without the tool. The results are shown in table 4.

Average | Variance | Std. deviation | % of total
Without tool 22 18.5 4.3 30.1
With tool 26.6 15.8 3.97 36.4

Table 4: Statistical data from the experiment. Total amount of hazardsfound

The groupswith the software tool found on average36.4%of the hazards. The groups without found
30.1%. This meansthat, on average,the groups with the tool found 21% more hazards than their
courterparts without the tool.

67



8 Results

8.1.2 #Hazards Found Element by Element

In addition to comparing the total number of hazards found by eat group we also wanted to seeif
the program could have an impact on detecting more hazards assciated with certain elemens. To
do this, we measuredhow many hazardsead group found on ead elemen.

The spread of the hazards after interpreting them can be found in tables 6 and 5 showvn below. The
letters at the top represeris modulesin the GPS - landing system as identi ed by the groups. The
letters are assignedto the modules as follows: (see section C.3 for a thorough explanation of the

system.)
a: The GPS satellites
b: The di erent modules aboard the airplane
¢: The communication part of the ground system
d: The RMM unit
e: The remote cortrol unit
f: The ATC panel

g: The certral cortrolling system

Element |a|b|c|d|e]| f|g]l sum
GroupA |4 4|3|0|8|0]|0 19
GroupB | 3|7 |4|1]2|1]|0 18
GroupC |0|5|3|4|6|2]|0 20
GroupD |6 | 7|5]4|10|3]|0 25
GroupH |3|7|5|3|4|6]|0 28

Table 5: Results from treatment 1, without tool

GroupE | 8| 2|8|4| 8|0|0] 30
GroupF |8 10| 0|0| 8|03 29
GroupG 3| 7|61 3]0|0}| 20
Group!l | 5| 3|7]0]10|0]| 3| 28
GroupJ |4 3|92 0|8]|0]| 26

Table 6: Results from treatment 2, with tool

Thesedata are analysedin section 9 of this documert.
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8.2 Observations During Exp eriment

Somedi erences were obsened in the way the groups worked on the problem. The largest di erence
could be seenin the groupswhere a clear leader surfaced. Thesegroups had more e ectiv e discussions
when nding hazardsthan the other groups. For the most part, this was achieved through keeping
focus away from the possiblecausesand consequencesf hazards, and instead focusing on identifying
possible hazards. In the most e cien t groups, the leader would cut right through a discussionand
demand progressto the next hazard with authority enoughto ensuree ciency .

On the other hand, in one group two leaderssurfaced. This lead to somerather unwanted conse-
quences.Firstly, the group would losetime bickering over the wording of certain hazards, neither of
the leaderswilling to give in. Secondly neither part would admit "defeat" and ask questionsabout
the designwhen issueswere thought to be ambiguous. This naturally lead to frustration within the
group and more time wasted. Lastly, the last member of the group almost did not cortribute to the
HazOp at all, his commerts being ignored by the other two. In the end the group did not do as bad
as could be expected, nding a total of 20 hazards. This is largely due to the fact that one of the
"leaders" was acting as secretary and would write down his own opinions while discussingwith the
other "leader".

The groups seemedto get into the HazOp method quickly, but somegroups would sit and read the
casefor about 15 minutes before starting to work. This was more true for the groups that usedthe
tool than for the others. We believe this was a direct result of entries in the tool which proclaimed
the value of doing this. We also obsened much fewer questionsfrom groupsthat had taken the time
to read the designrepreseration properly from start to nish before starting to work on parts of it.
The groups that had read through the designrepresernation seemedmore con dent, and also gave
more positive feedbad afterwards.

When doing the HazOp, controversy within the groups as to the validity of a certain hazard would
often arise. Some of the groups would spend much time deliberating over the hazard in question,
e ectiv ely wasting their time while debating someesoteric point. The groups were never interrupted
in their discussionsso as to a ect the experiment as little as possible. The futilit y of longwinded
discussionswas, however, pointed out in the start of the experiment during the introduction to the
HazOp method. To be fair, all feedbak was given directly to the groups asking questions,not to the
room at large, sothat the other groupspresert in the room at the time would not be unfairly favored
over the other groups not in the room at that time. Each group had the same opportunity to ask
questionsduring the experiment.

The groupsworking with the tool learnedfrom the tool that previousgroupshad found it advantageous
to start in one end of the "signal path" and work their way through to the other end. This seemed
to work well, but it also lead some of the groupsto not reach the end, being too detailed in their

treatment of someof the elemerts in the designrepresenation to have time to cover all of the design.
The groups without the tool seemed\b etter" at budgeting their time to cover the ertire designthan

the oneswith the tool. On the other hand, the oneswith the tool seemedto go deeper into eadh

elemen. In e ect, they seemedto gointo more detail and to discover more hazardsper elemen than

the groups without the tool.

No treatment was noticeably better at nding non-trivial interpretations of guidewords. This is not
surprising, however, since the data available in the tool provided few insights on how to interpret
guide words. The two treatments thus had almost exactly the samestarting point in this respect.

A dierence we obsened betweenthose that usedthe software tool and those that didn't was that
the latter was more sporadic in their use of guide words. Those that had the tool would go through
the list of guide words methodically and write hazardsfor ead guide word that made even remotely
sense,even if that meart repeating hazards. Those without the tool would only write those that
made senseonce,and sometimeseven forget about a guide word interpretation until after sometime,
going back to write a new hazard on an elemen they had " nished" sometime ago. This made for a
rather erratic progresswith the groupsconstartly trying to seewhether they had forgotten something

69



8 Results

earlier, instead of focusing on the elemen at hand.

Theseobsenations all support that using inexperiencedstudents has quite a few similarities to using
personnelused to the HasOp method for experiments. The problems often encourtered by HazOp
teams are; time wasted while focusing on the problem and not on the solution, and the importance
of an ecient and clear leader. These problems are often cited in HazOp literature as key issues
that must be sorted out in order to ensurea successfulHazOp [6] [15. Having obsened that the

sametendenciesin a way governedthe successfulnessf the groupsin our experiment, this makesus
more con dent that the ervironment in the experiment at leastto somedegreematchesthe real-world

ernvironment of HazOp studies.

8.3 Questionnaire

When the groups had nished their HazOp or were told to stop, they lled in a questionnaire. This
guestionnaire had some standard feedba& elds from which we could seehow they felt they fared
and what they thought of HazOp etc. Also, there were elds that were linked to the HazOp tool,
giving us information both to put into the tool for later groupsto use, and on how to improve the
tool. Information put into the tool was for example information on what the students had learned
about designrepreserations during the HazOp etc. Later usersof the tool will be able to use this
information and add to it if needbe. Here follows the questions, asked along with a summary of the
answers.

What do you think of HazOp as a metho d for nding hazards? The groups without the
tool answered almost unanimously that HazOp is both systematical and simple enoughto be useful.
One group pointed out that every hazard seemsequally probable when doing the HazOp, thus one
needa later study to identify probabilities.

Of the groups with the tool, three claimed that the method was a good one, emphasisingthe use of
guide words to direct the thought process.Two groups thought the method was boring.

Do you think that HazOp is suited for nding hazards in practice? The groups without
the tool answeredthat they thought HazOp wasa good idea in principle, but that for the method to
work in practice, knowledge of the domain at hand was paramount. They also pointed out that the
HazOp method seemedto nd all the "simple" hazards,but that it didn't investigate deeplyinto the
systems.

One of the groups using the tool said that they didn't think HazOp dealt properly with hazardsasa
result of multiple componerts failing at the sametime. Another claimed that they felt restricted by
earlier obsenations. The rest thought the method was well suited in practice.

How was it to conduct a (limited) HazOp? someof the groups not using the tool said they
felt they lacked the domain knowledgeto do a good job. One group claimedthat the study wasboring,
and one group said they felt they had identi ed all the hazards.

One group with the tool said they missed probability in the analysis, two group claimed they were
unsurewith what to Il in the hazard forms, and one group said they had beentoo detailed, thus not
being able to cover the whole system.
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Did you exp erience any problems in the experimen t? Out of the groupsnot usingthe software
tool, one group said they had a hard time identifying the elemerts in the designand one group said
they neededmore time to complete the study.

Three of the groups using the program felt they had too little time. One group said they felt they
didn't know how to usethe program properly. Incidentally, this wasthe group that scoredlowest of
the groups with the tool.

Did you use the tool actively during the HazOp Only one of the groups said they had not
usedthe tool during the HazOp, this was group G, the group that scoredlowest out of all the groups
using the tool. The other groups had usedit to somedegree. One group claimed they had used it
mostly at the beginningto geta ying start. One group said they usedthe tool to help brainstorming
when they found no hazardson elemeris.

W as the tool helpful?  One group (group G) claimed the tool just hindered the processconsuming
time without them getting anything badk. The other groups claimed the tool had beenhelpful.

What functionalit y would you lik e the tool to have One group felt that the tool should be
closerlinked to the hazard forms. Two groups said they would want more seard-functionality in the
tool. The ability to specialiseseardhesand group the results on the keywords.

Questionnaire summary  Groups with the tool were generally more sure of their own domain
knowledge when doing the HazOp. They also found the tool to be helpful during the study. The
only negative aspect of using the tool was that they to a larger extent felt they had too little time.
Seeingas they found more hazardsthan their counterparts, this could indicate that they were more
thorough in their study. This, of course,is not negative at all. From observingthe answers given by
the groupsthe software tool seemsto be a success.There doesseemto be a potential for improvemert
in the tool. Most notably, the seard functionality should be changedto re ect better the wishesof
the participants.
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9 Analysis

In the analysispart of an experimert, the results are discussedvia descriptive statistics and hypothesis
testing is done. The goal of the analysisis to be able to within a certain con dence reject the null
hypothesisand acceptan alternativ e hypothesis.

9.1 Measuring and Organizing Collected Data

After we had collected the schemasfrom the groups, we had to get a measuremehn of their work. As
a part of the experiment plan, we wanted to compare hazardsfound using the program versusthose
found not using the program.

One problem with analyzing the schemaswasthat the samehazard can be described in di erent ways.
Speci cally, the granularity of the data o ered by the groups was often di erent.

As an example there were some groups that interpreted the guide word "no" combined with the
satellite's attribute signal astwo hazards:

Figure 31: Example of ne granularity in the data provided by the groups

Many of the other groups, however, interpreted this combination of elemen, attribute and guide word
asone hazard:

Figure 32: Example of coarsegranularity in the data provided by the groups

In order to be able to comparethe two di erent granularities, we interpreted the secondexample as
expressingtwo distinct hazardsin onerow. Sincethey did not specify which signal was missing, no
signal to both of the elemeris wasimplied.

This sort of organisingthe collected data was done throughout the experiment data, in e ect bringing
the data down to the lowest granularity level suggestedby any group. We did this consistertly
throughout the results provided by the groups. This lead to the fact that groupstending to give more
vague hazardswere rewarded by having more hazardstotal. There was, however, very few instances
of us having to modify the granularity of the data. As we had provided a very ne granularity in the
example data, the groupstendedto usethis granularity as a template.
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9.2 Descriptiv e Statistics

We have divided the participating groupsinto two categories. One that usedthe program and one
that did not. Groups A through D and H did not usethe software tool, groups E through G and |
through J did usethe tool.

As can be seenfrom the results in tables 6 and 5; the groups that used the software tool seemed
to nd more hazardsthan the oneswithout the tool. This was also noticed in the operation of the
experiment as seenin section 8.

It wasalsonoticed that the groupsworking with the software tool did not touch someof the elemers.
At the time of the experiment it was suggestedthat this cameasa result from the groups not having
enoughtime to complete the HazOp.

Group E, F, G and | did not nd any hazardson the ATC panel. This component is a certral part
of the systemand is to a large degreevisible in the designrepresenation. It is not likely that the
groups merely "forgot" the componert when doing the analysis. Far more likely is the possibility
that they just did not make it becausethe limited time available. A total of 11 dierent hazards
were identi ed on this componert alone by other groups. We therefore made the assumption that
it was not the absenceof possiblehazardsthat led to 0 hazardsfound for the four groups with this
componert. Three of the four groups in question were the groups that identi ed the most hazards
in total, this leadsus to believe that the oversight was not the result of sloppy work. Instead, the
explanation is assumedto be that the groups did not have time to start analysing this componert.
This is supported by the obsenations made that suggestedthat the groupsdid not getto nish their
analysis. Seesection 8.

With this assumption made, we had to look beyond merely courting the total number of hazards
found, asthis might not give a correct view of the e ectiv enessof the groups. It is conceiable that
somegroups started out with "easy" elemens which had a lot of hazardsconnectedto them, whereas
somegroups may have started out with elemers without that many hazards. If the groups spent a
comparableamourt of time on ead elemen, this would lead somegroupsto end up with more hazards
found in total by skipping the "hard" elemens. Thus, in order to seehow e ective a group was, a
better measuremen would be how thorough they were on ead elemert they did get to investigate.
le how many hazardsthey found on eat elemert they got to start on.

None of the groups without the software tool found anything wrong with componert g, the certral
controlling system. This might be becausethey did not think to include it into the analysis. This
elemen could not be directly seenfrom the design represenation. It had to be derived from the
system explanation. In the program knowledge basethere was information about a similar elemert
abstraction for the train position system. The design represenation category contained this advice
and someof the ertries in the detectedhazardscategory could help the groupsidentifying this elemert.
We believe that this is the reasonwhy two of the groups using the program did analyseg and found
3 hazardsead. The total hazardsdetected for this elemen was four.

When disregardingelemen g, the total count of un-analysedcomponerts are 4 out of 30 for the groups
without the tool and 8 out of 30 for the groupswith the tool. Sincethe groups who where using the
program found more hazards, this indicates that these groups were more thorough when analyzing
ead elemen, and that they did not have enoughtime to complete the study.
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9.3 Dataset Reduction

In addition to comparing the total number of hazardsfound by ead set of groups, we also analysed
the results elemen by elemer. During the experiment we obsenedthat the groupsusing the software
tool seemedlessable to cover the ertire design represenation when doing the analysis. Thus, the
groups could well be doing the HazOp more thoroughly, but still end up with approximately the same
amount of identied hazards as the other groups. In order to test whether this was the case,the
groups' analysis of eath elemen was compared. When doing this comparison, the elemen called "g"
was omitted as none of the groups not using the software tool found any hazardsin this elemen.
Furthermore, this elemen wasfound only implicitly in the designrepresenation and casedescription.
Additionally , the dataset was reduced so that only groups that had actually covered the elemers
weretakeninto consideration. Sincewe could not obsere during the experiment which elemeris were
and were not coveredby ead group, we instead interpreted zero hazardsfound on a given elemert to
mean that the group did not have time to start work on that elemen. Thus, all groups that found
zero hazardson an elemen were not counted when analysing the results elemen by elemen.

9.4 Statistical Analysis

In order to reject the null hypothesis, one must show statistically within a certain level of con dence
that the alternativ e hypothesiscan be assumedto be correct. One method to do this when comparing
two treatments is the Studert's t-test. For the Studert's t-test to work, the obsenations needto be
normally distributed. We have no way to con rm this with just 5 obsenations madein ead category,
but sincewe are con dent that we have a good semi-randomsample of experiment subjects, and that
the variations in the number of hazards found for ead group stem from randomnessin the sample,
we assumethat the samplesare normally distributed and we can henceusethe Student's t-test.

The student's t-test takesinto consideration the obsened variance and tests if there is a signi cant
di erence in the obsened mean values. The null hypothesisis that there is no signi cant di erence
betweenthe two treatments. If a signi cant di erence is found on the mean values, this meansthat
we can reject the null hypothesis.

Our null hypothesis was that the students using the software tool and the oneswithout discovers
approximately the sameamount of hazardsin a systemduring a HazOp. In order to reject this null
hypothesis, we neededto show that the students using the software tool either found signi cantly
more hazards (alternativ e hypothesis A) or that the students using the software found signi cantly
less(alterativ e hypothesisB). From the data available, it was clear that the alternativ e hypothesisB
could not be accepted, since the students using the software tool found more hazardsthan the one
without. Whether they found signi cantly more hazards, however, can be tested using the Studert's
t-test.

The groups using the software tool found an averageof 26.6 hazardsin the GPS landing system. The
oneswithout the tool found a total averageof 22 hazards.

Using a one sided Studert's t-test, we found that the null hypothesiscould be discardedwith a 6%
risk of error. In other words, there was a 94% possibility that the obsened increasein hazardsfound
by the groups using the software tool was not due to random e ects. We were thus able to discard
the null hypothesisand replaceit with the alternative hypothesis A: "Using the software tool leads
to more hazardsfound in a HazOp"

As was obsened throughout the experiment, it seemedthat the groups using the program were
generally more thorough when going through the elemers in the designrepresenation. As a result
of this, they did not cover the entire designrepresernation. In order to chedk whether the groupswith
the program generally found more hazardson ead elemen, the following test was applied:
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For eac of the identi ed elemens named"a" through "f", skipping "g" on accourt of its ambivalert
nature, a Student's t-test was done on an elemer by elemen basis, where groups with no hazards
found for a particular elemen wasdisregarded(seesection9.3). When doing this, we got the following
results:

Average | Variance | Std. deviation | #Groups
a 4 2 1.41 4
b 6 2 141 5
c 4 1 1 5
d 3 2 141 4
e 5 6.67 2.58 4
f 3 4.67 2.16 4

Table 7: Statistical data from the experiment. Groups without tool

Average | Variance | Std. deviation | #Groups
a 5.6 5.3 2.3 5
b 5 115 3.39 5
c 7.5 1.67 1.29 4
d 2.3 2.33 1.53 3
e 7.25 8.92 2.99 4
f 8 0 0 1

Table 8: Statistical data from the experiment. Groups with tool
When feedingthis data into the t-test, the results were as follows:

Elemert a: The groups using the software tool was more thorough than the other groups with
88% con dence.

Elemert b: The groups using the software tool was more thorough than the other groups with
71% con dence.

Elemert c: The groups using the software tool was more thorough than the other groups with
92% con dence.

Element d: The groups using the software tool was more thorough than the other groups with
70% con dence.

Element e: The groups using the software tool was more thorough than the other groups with
85% con dence.

Element f: This proved impossibleto test due to there being only one obsenation from the
groups using the program.

Setting a limit at 90% con dence, only elemen b was shown to be more thoroughly investigated by
the groupsusing the software tool than the others. Thus we werenot able to show that usinga HazOp
software tool for knowledgereuseleadsto ead elemen being more thoroughly investigated. We have,
however, beenable to show that the total amount of hazardsfound increaseswith the useof such a
tool.
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9.5 Discussion

The tool available to the studerts held only experiencefrom one previous HazOp. The results shoved
that even if only one project is found in the programs knowledge base, the groups could use this
experienceto detect more hazards. In a real life setting, such a program might hold experiencefrom
tens, even hundreds, of HazOps. Thus, the usefulnessof a HazOp tool for experiencetransfer would
be much greaterin real-life. It is probably the similarity of the two caseghat compensatesthe limited
program information. If the knowledgebasewashuge, it could have beenmoredicult to nd relevant
information which again could have e ect on the groups' motivation on using the program.

One should be careful, however, to proclaim the software tool to be a necessiy for real-life HazOp
based on the results from this experiment. The participants in this experiment had absolutely no
experiencewith the HazOp processand only a little experiencein reading designdocumerts. It could
well bethat the information they got from the HazOp tool only helped them get a better understanding
of the HazOp process.If this is the case,peoplein the industry would not benet from using the tool
to the sameextent asthey are already familiar with the process.

During the experiment we obsened that the groups did not nd it to be a inconveniencehaving a
computer in front of them during the HazOp. The processseemedwell suited to accommalate the
participants occasionally seekinginformation and inspiration from the tool. This, we think, could be
transferrable to real life HazOps.

9.5.1 Kno wledge Base Size

It is important to considerhow much data is neededin a knowledgebasebeforeit can be considered
to be useful. Clearly, a large knowledge basewould be able to provide more cluesto help the HazOp
processthan a small one. If there is insu cien t data, the tool could becomea burden more than a
help to the processas explained in section 3.2. The question therefore ariseshow much information

is neededas a minimum. If this amount could be identi ed, the data could be pre-loadedinto the
system beforeit wasusedby any compary.

We found that experiencefrom but one study was enoughto help the students do a better HazOp. In
the real world, this would probably not be the case.There is onefactor that needsto be consideredin
order to make a claim about what the minimum value might be. Knowledge recorded by the HazOp
teamswould probably be limited to just the non-trivial experiencethey would gain. This to limit the
knowledgebaseto a manageablesizeand to cut the costs of recording the experience.

Thus, a related question will be how much non-trivial experienceis gainedin a standard HazOp. If
the HazOp teams are cortinually reinverting the wheel, having even one HazOp recordedwould be a
help. On the other hand, if most of the work is routine work, a di erent tool supporting automation of
the HazOp processwould be more suitable. The literature suggestshowever, that the processworks
best when done as a creative processconducted by experiencedpersons[6]. This suggeststhat the
practice of doing HazOpsis nearer the former type.

Apart from basic knowledge on the HazOp method itself, all the experiencegainedin HazOp will be
domain-speci ¢ to someextent. If doing a HazOp in a dissimilar domain, such knowledge could turn
out to be next to irrelevant. In order to ensurethat the tool is usefulto an organisation no matter
what the object of the HazOp might be, it is our opinion that there should at least be experiencefrom
one HazOp done on a systemwithin ead of the domains the organisation would needto do HazOps
on in the future.
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9.5.2 Validit y

As wasidenti ed during the experiment plan, certain threats to the validity of the experiment exist.
The completelist of threats we have found to apply for this experiment can be found in section7.3.7

Conclusion Validit y We had enough groups to reject the null hypothesis with 94% statistical
signi cance. Thus, the threat of low statistical power was answered.

Almost all the participants were from the sameyear of university studies, and little di erence in the
skill-levels of the groups were obsened. The deviations we made from the rule of just using second
year students were done symmetrically. Thus, the threat of random heterogeneiy seemsto have been
answered.

The rooms usedfor the experiment provedto be suitable for the experiments. The participants were
able to speak softly to ead other without being overheard by other groups. Our presencein the
rooms made sure that the groups did not cooperate. This answers the identi ed threat of random
irrelevancies

Internal Validit y The tool provedto be useful during a HazOp, and the information we collected
into the tool also proved useful. Furthermore, since we choseparticipants randomly from the pool of
available students, and also choserandomly which treatment to put ead studert in, any bias from
the participants should have been properly dealt with.

Construct Validit y None of the groups were told beforehand the setup of the experiment, so
they were not aware that we were to have two treatments. This e ectiv ely removed the threat of
experimenter expectancy The threat of hypothesis guessingwas also countered in the sameway.

External Validit y We found it hard to counter the threats to external validity in this experimert.

Using only students from a limited set of possible students made for a very narrow spreadin the
experience of the students. Although this makes us able to claim that there is little threat to the
conclusionvalidity, it meansthat we are unable to claim that our results could have beenduplicated
in a real-world HazOp study where this homogeneily would certainly not be found.

Using only toy-sized caseson which the students did HazOps, we could make sure that the groups
would be able to cover most of the casesin the time allotted. But this also meansthat we cannot
claim our results to be valid for-real world HazOpsthat might go on for months with larger groups of
peopleworking on much larger problems.
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In this paper we have showvn the possiblebene ts with using a tool for experiencetransfer in HazOps.
We have laid out a requiremerts speci cation for such a tool, and implemented a prototype of that
tool. Furthermore we have run an experimert to test whether using the tool is helpful during HazOps.

During the experiment we found that using a tool in which previous HazOp experience was stored
lead to more hazardsfound in a HazOp done by studerts. Sadly, the lack of external validity in the
experiment meansthat the results cannot easily be generalisedto be true in the real world. We found
that studerts with little or no experiencewith the HazOp methodology bene ted signi cantly from
having a tool available in which previous experiencewas stored. As such we have shown that there is
somereasonto believe that using experiencetransfer in HazOp might work in practice.

We were unable to show that using the HazOp tool led the groups to be more thorough on ead
individual elemert in the study, eventhough we did nd someevidenceto suggestthis.

When using the tool, the groupsfelt lesshindered by a lack of domain knowledgethan their courter-
parts without the tool did. They alsofelt that they would needmore time to completethe study. The
only group that was negative towards the tool after the HazOp had not beenable to useit properly,
and was also the group with the least hazardsfound out of all the groups using the tool. (seesection
8.3

Obsenations made in section 8 support that the experiment we did have a lot in common with a
real-world setting in that the groups faced the same problems often faced by HazOp teams in the
industry.

All this makesus able to concludethat using the tool we have made can be bene cial to the HazOp
processunder certain conditions, especially when usedby relatively inexperiencedteam members. In
order to conclude on its overall usefulness,we would needto test it under seweral conditions. We
explore this further in section 11.
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Our experimert is only a beginning in quartitativ e researd of experience-reusein HazOp. Even
though results from the experiment indicates that a well designed software tool can increase the
performance of a HazOp, there are still many questionsthat needto be answered,

The rest of this sectionis organisedas follows: First we will discusswhat changeswe seein hindsight
we should have made to the experiment to make it better. Then we will explain how the tool should
be improved to better facilitate cooperation with companiesdoing HazOp. Further, we will set out
what we think to be ideal test conditions for the software tool. Lastly, we will discussother topics
that may be investigated in the wake of this report.

11.1 Better Experiment
The participants involved in the experiment had for the most part three complaints:

They didn't have enoughtime to complete the study.
The seard functionality of the software tool could have beenbetter.

The amount of available data in the software tool was small.

Time: The time limit wasimposedby us aswe found it hard to believe that we would get enough
participants if the experiment lasted much longer than two hours. As we didn't have any problems
recruiting enough participants for this experiment, the next time a similar experiment is to be run,
more time should be budgeted. Ideally, one should rst get a few participants to do a HazOp where
the goal is to seehow long time they needto complete the study. Then one could limit the size of
the systemto be studied accordingto how much time it is possibleto recruit the required number
of participants with. From our experience,it should be possibleto get students to participate in an
experiment of at least three hours.

Having enough time to do the study is important. In a real-life HazOp, enough time is usually
budgeted for the study. Lack of time leadsto an inferior HazOp study which no party is interested
in [6]. Thus, to better mimic a real life situation and thereby improve the external validity of the
experiment, enoughtime should be a orded.

Tool: Someimprovemerts on the software tool would also be preferable. The groups complained
that they couldn't narrow down the seard by putting in conditions like a logical "and" between
keywords in the seard. Also, they complainedthat the seard data should be sorted in a better way.
These shortcomingsin the seard functionality didn't seemto hinder the participants unduly, but it
is likely that with a larger information baseto seard through, problems like information overload
would soon arise if nothing is doneto easeinformation retrieval.

In order to improve the seard functionality of the tool, a few small changesare needed.Firstly , when
usersseard for multiple keywords simultaneously, the entries with the most keywords applying to
them should appear at the top, being the most relevant hits. It should also be possibleto specify
some of the keywords as obligatory in the seard. Entries failing to have these keywords would not
be taken into consideration when building the result set of the seard. Finally, being able to specify
logical operators like AND and OR would make the seardy much more sophisticated.

Data: In our experiment, the participants only had accesso experiencefrom one previous HazOp.
In an industrial setting, the tool would contain information from sewral HazOps. Since we had
a seriouslack of data, we should perhaps have supplemerned the data in the knowledge base with
information found in the literature in addition to commonsensethat just wasn't put down in writing
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11 Further work

by any of the groups in the pre-experiment. Adding more data into the tool might make it more
bene cial to use,provided that the seard functionality facilitates easyinformation retrieval.

11.2 Case Study

A next logical stepis to bring the software tool out into the real world. A viable option is to presen
the tool to an organisation and seehow it a ects their e ectivenessin HazOps. Such a casestudy
would needto be comparedto the compary baselinein order to ched e ectiv eness. Multiple case
studies would be neededin order to seewhether the tool is helpful on a regular basis.

The needto move beyond student experimerts is great. In a student experiment, we must limit our-
selvesto toy-sized problems and subjects with little or no prior experiencewith the HazOp process.
This makesfor little external validity in the experiments. A casestudy does have its disadvantages
though. Most noteworthy is the inability to generalisethe results from one casestudy in one or-

ganisation to the industry at large. We are seeingthis drawback already in a student experimert,

however.

In spite of this drawback, a casestudy would provide valuable information on how the organisation
usedthe tool, and what they would want sudch atool to do. However, before an organisation will want
to usethe tool, it must be made con gurable and should be lled with useful data. Without initial
data, there is little chanceof any return on the investmert of using the tool the rst time around.

The casestudy should therefore be done in two parts. First, one should collect data to put into the
tool and nd which categoriesare needed. This should be donein cooperation with companiesthat do
HazOpson a regular basis. This work could also be done simultaneously with upgrading the tool to
encompasghe category editor by one or two Master of Technology, Computer Scienceb. year students
for their project work in the ninth semester.Second,the follow-up casestudy of the HazOp tool used
in practice in one or more companiesfor real life HazOps could then be done asthe Master Thesisin
the tenth semester.A small HazOp would be required sothat there would be time to completeit in
the courseof six months.

11.3 Impro ving the Software Tool

Before a casestudy can be performed with the software tool, it will needto be improved beyond the
prototype usedin this experimert. Most of the changesneededare mertioned in section 5.5 of this
documernt. Firstly, the category editor and universal behavior of the tool is paramount. Without

this functionality, the tool will be very cumbersometo update, and it will generally be more trouble
than it's worth to modify the existing categories. This might lead to little goodwill among the
companiestowards putting the tool into production. As mertioned earlier, a better approac towards
information retrieval is needed, as the seard functionality currently embedded in the tool is too
simple. Additionally , having a standard minimum knowledge basewhen distributing the tool might
encouragesmaller organisationsto usethe tool, asthey might not be able to build a large knowledge
baseby themseles.

11.4 Other Topics

Apart from seeingwhether or not the tool is helpful in a HazOp, more interesting topics could be
investigated during a casestudy. One interesting point would be how the tool was usedin practice,
who would useit and when. An additional point is what sort of data is stored. Keeping in mind
that the tool would be universal enoughthat the di erent organisations would be able to changeit
over time as needed,di erent strategiesfor knowledge storing and retrieval could possibly arise with
di erent needsin ead organisation. It would alsobe interesting to seewhether the tool had any e ect
on the employees'views on HazOp and its value within the organisation.
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11.4 Other Topics

Given that enough organisations participated, knowledge on how to do HazOps could be shared
betweenthem within the tool, making for better HazOpsin ead organisation, and a faster growing
knowledge base. If this proved to be politically feasible within the industry, it could lead to safer
systemsproduced at a lower cost. In our opinion this is a goal that further studies should try and
work towards.
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A Glossary

A Glossary

Attribute - An attribute is a relevant property of an entit y.

Design represen tation - All documertation of the system designwhich is the HazOp team needs
to complete the study.

Dialog box - A window in a graphical user interface which appearsin order to requestinformation
from the user. The user con rms the information by clicking the "OK" button

Exp erimen t - Empirical quantitativ e researd aiming to identify cause-e ectrelationships

Guide word - A guide word is a word or phrase which expressesand de nes a specic type of
deviation from designintent.

GQM - Goal Question Metric. Method for de ning the goalsof an experimernt.

Hazard - A hazard is a set of conditions, or a state, that could lead to an accidert, given the right
ernvironmental trigger or set of events. An accidert is the realization of the negative potential
inherent in a hazard.

HazOp - Hazardsand Operability study. A techniquethat helpsan organization detecting hazardsby
having a group brainstorms through the systemsdesignrepreseration in a structured manner.

Information  overload - The problem of exposing individuals of too much information
PMA - Post Mortem Analysis. A technique for eliciting experiencein a project or after it has nished

SQL - Structured Query Language. Query languagewhich is usedto update, insert, selectand delete
data from a database.

Study initiator - The personin the organization who is responsible for initiating the HazOp and
selecting the study leader. The study initiator has the overall responsibility for the HazOp
project.

Study leader - The person who is responsible for leading the meeting and makes sure that the
follow-up work is done.

System - A collection of componerts organizedto accomplisha speci ¢ function or set of functions.

System stak eholder - An individual, team, or organization (or classeghereof) with interestin, or
concernsrelative to, a system

View - A represeration of a whole systemfrom the perspective of a related set of concerns.

Viewp oint - A speci cation of the convertion for constructing and using a view.
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B Introduction to HazOp

B Intro duction to HazOp

This part of the report givesthe Information given to the students in the experiment. Sincewe were
only dealing with norwegian studernts, the introduction they got into the HazOp method was only
givenin Norwegian. This intro duction was a synopsisof the explanation in 2 and was as follows:

HazOp er en metode for a identi sere "farlige" elemerner i systemer(hasarder). Selv om metoden er
svrt enkel er den megetpopul r i industrien, sidendentilb yr en grundig giennomgangav systemet
0g en systematisk prosessfor a identi sere hasarder. Man tar utgangspunkt i designenav systemet
somman servha. en sakalt "Design Represenasjon” (Design represenation). Og gar igiennom denne
elemen for elemen. For hvert elemen benytter man alle ledeordenesom passertil det elemeriet.

Disseer:
1. Ingen (No) - Benektelseav Formalet.
2. Mindre (Less)-Kvantitativ Minking
3. Mer (More) - Kvartitativ kning
4. Del Av (Part Of) - Kvalitativ Minking
5. Motsatt (Opposite) - Motsatt av Formalet
6. Andre Enn (Other Than) - Fullstendig Substitusjon
7. Tidlig (Early)
8. Sen(Late)

for hvert av disseordenetolker man hva betydningen blir i forbindelse med elemernet og unders ker
sa hvorvidt dette medf rer en hasard. Ofte kan man stte pa elemerter hvor et gitt ledeordkan tolkes
pa ere ulike mater. | dissetilfellene tar man rett og slett og unders ker alle tolkningene hver for
seg. Som konklusjon har man enten "hasard" eller "ingen e ekt". Hvor hasard dekker over bade
personslader/d dsfall og forsinkelse/stopp i produksjon osv.

Hensikten med HazOp er a avdekkehasarder, deresarsaker og konsekwenser,ikke a foreska | sninger
pa problemene. For at tiden skal kunne benyttes e ektivt er det viktig a heletiden drive prosesserire-
mover og unnga lange diskusjoner utover identi sering av hasarder. Dersomman ikke klarer a avgj re

hvorvidt anvendelsenav ledeord pa elemert kan utgj re enhasard eller ikke, skal dette dokumerteres
som"Mer Informasjon Trengs".
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C Cases

C Cases

The following three caseswere usedin the experiment. The robot caseas an exampleto the students
in the pre-experiment on how the HazOp method works, the train caseas an exampleto the groups
in both treatments of the experiment and lastly, the landing system casewas studied and analysed
by the participants in the experimert.

C.1 Robot Case

This casewas given as an example only on how a HazOp might be done to further enlighten the
students in the HazOp process. The casewas only given to the participants of the pre-experimernt.
These studerts did a HazOp on the "Train Case" see traincasend recordedtheir experienceinto the
database. In a robot cell ervironment there is a robot with an arm powerful enoughto maim or Kkill

Figure 33: The Robot Cell Systemcaseusedin the pre-experiment

a person. The robot works in a room with chicken wire walls (a cell) divided into two parts. a door
leading into eadh. In the rst there is an "inbox" where the robot picks up raw materials to work
with. In the secondthere is an outbox where the robot puts nished artifacts into. Maintenance
workersconstartly needto re Il the inbox and remove nished artifacts from the outbox. To do that,
they go into the part of the cell where the robot is not, do the neededwork and get out before the
robot comesbadk to that part of the room. Additionally, sometimesthe robot needsmaintenance,
the workersthen needto get into the part of the room where the robot is.

To ensurethe safely of the workers, the cell is equipped with somesafety-features. If onewereto open
one of the doors, a circuit would be broken and the systemregistersthe part of the cell wherethe door
is located as "breached". If onewereto crossinto the other part of the room, a photoelectric switch
would trigger, thus marking both rooms as breached. If the robot wereto nd itself in a breached
part of the cell, it will automatically shut down. When passingfrom one part of the cell to the other,
the robot triggers a ipswitc h, thus making the system aware of its new position. In order to reset
the system sothat no part is marked as breached and restart a stopped robot, there is a button on
the outside of the cell. This reset button cannot be reached from within the cell. If both doors are
closed,a presson the reset button resetsthe systemand restarts a stopped robot
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C Cases

C.2 Train Positioning Case

This casewas given to four student groups. They wereto do a HazOp on the system and so provide
data for the groups using the software tool. The casewas also given to the participants in the
experiment as an example of how to do a HazOp analysis.

Figure 34: The Train Positioning Systemcaseusedin the experimert

NSB (Norwegian State Railroad) is replacing the old safety system of line-telephoneswith a new one
basedon radio signals. In the old system, when an engine broke down or the line was blocked, the
engineerneededto get out of the train and walk to the nearestmast wherehe would nd a telephone.
He would then call the trac controller and tell him where he was. The corntroller would then hang
up and call back. This would con rm the location. The cortroller would then direct other trains away
from that part of the line using the light signals along the tracks to avoid acciderts. This system
requirestwo engineersin every train, oneto guard the train and anotherto nd a telephone.

In order to save money and at the sametime be able to give better directions to the engineerNSB is
replacing this systemwith one basedon radio. This system consistsof radio masts along the tracks
sothat a train always will be within read of two of them. There's an antenna on the train which
receivesand sendssignalsto the radio masts. The radio masts are connectedto the trac cortroller
room via b eroptic cables.In addition to regular voice contact, the train sendsposition information.
It happenslike this: The train constartly sendsa radio signal directed at the tracks. In the tracks
there are "balises" that re ect the radio signal badk to the train with a signature unique to ead balise.
This signature is then concatenatedwith the trains own unigue signature and sert via the antenna,
radio masts and b eroptic cablesto the trac controller. The signalsare received by an input unit,
processedy a position-converter unit which usesa balise-tableto keeptrack of wherethe balisesare,
and nally thetrac controller getsan indication on his display telling wherethe train is located. As
balisesfrom time to time get destroyed by weather or accidens, they occasionallyneedto be replaced.
When a balise has beenreplaced,the old baliseis removed from the balise-table and the new is added
with the correct position stored. This is done manually. If two trains are headedinto the samearea,
the trac controller can give them a red light and usethe radio to talk them through the area. In
this way collisions are avoided

92



C.3 Landing Case

C.3 Landing Case

This casewasgivento the studerts participating in the experiment. They did a HazOp on this system
which provided us with statistical data for our analysis. Most airports have a systemto assistplanes

Figure 35: The GPS Landing system caseusedfor the experiment

when landing. This system consistsof a radio beam sert from the start of the runway and givesthe
optimal landing trajectory. Unfortunately, this beam only goesin a straight line. Someairports are
situated in such away that ying in a straight line whenlanding is not an option. Thus, theseairports
cannot usethe current system, making it impossibleto land there during fog. The new systemis based
on positions acquired through GPS satellites. GPS satellites sendssignalsto a GPS receiver on the
plane which calculatesthe coordinates and height the plane currently has. This information is then
fed into an onboard computer which, together with a 3d coordinate model calculateshow far o the
plane is from the optimal trajectory stored in the model.

As this systemis meart to work under all conditions, including fog, it is of utmost importance that
the coordinates are accurate. GPS positions are not accurate enough, however, and to counter this
inaccuracy, there is a ground station with its own GPS receiver. The ground station knows its own
exact position since it never moves. When the plane is closeenoughto initiate the landing system
the error in the GPS signalsfor the plane will be almost identical to that of the ground station. The
ground station can, however, knowing its own location exactly, senda correction signal to the plane.
The GPS signalsare adjusted by the correction signal before being fed into the on board computer.

Should any fault happen ( suc asif the signalsfrom the satellite are of poor quality), an alarm will
be sert to the plane, and the control panel for the systemwill display an alert.

The system has three modes of operation:

Regular - the systemruns and planescan land.
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C Cases

Test - the systemruns, but doesnot do self-theds.

Service- the systemmay be reprogrammed.

Test Mode is used to calibrate the system and to ched that everything works before using it for
landing planes. The 3D model of the perfect landing tra jectory is stored with the ground station and
transmitted to the plane when it approacdes. In order to changethe model, the systemneedsto bein
servicemode. When the systemis in servicemode, servicepersonnelmay changethe systemthrough
the Remote Monitoring and Maintenance System (RMMS). When in test mode or regular mode this
systemo ers statistics and surveillance data.

In order to control the systemthere is a cortrol panel attached to the ground station and a remote
control located in the air trac control tower. The ground control is located by the runway and is
connectedto the remote via wires. Both have the following switchesand indicators:

on/o switch

alarm indicator
- indicates whether an alarm situation has arisen.

operation mode indicator
- shaws which mode of operation the systemis currently in

Test mode switch
- switchesthe systemin and out of test mode.

Servicemode switch
- switchesthe systemin and out of servicemode.

Theseare usedby airport employeeswhenthere is a needof a mode switch, and by air tra c controllers
to verify which mode of operation the systemis in and whether an alarm has arisen.

Figure 36: The various usagesof the GPS Landing System
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D List of all hazardsfound

D

List of all hazards found

Here follows the complete list of the hazardsidenti ed by all the groups.

Table 9: The hazardsthe groupsfound in the GPS satelites.

D.1 Hazards found in GPS satelites
al | No satelites available
a2 | No signal comesthrough
a3 | Fewer GPS satelites, erratic signal
a4 | GPS signalsvery weak, erratic.
a5 | too late GPS signals, wrong pos.
a6 | GPS signal incomplete
a7 | GPS signalstoo infrequernt
a8 | GPS signal is wrong.
a9 | too late GPS signals, wrong pos.
al0 | Signalwrong but passesCRC
all | Signal contains too much information.
al2 | Satelite in wrong position.
D.2 Hazards found in The airplane modules
bl | On board computer dead
b2 | Pilot misinterprets signals
b3 | Pilot reactstoo late
b4 | On board computer missing
b5 | Weak signalsfrom Ground Station
b6 | No signalsfrom GPS
b7 | No signalsfrom Ground Station
b8 | Onboard Antenna dead
b9 | Signal misinterpreted
b10 | Wrong signal from Ground Station
b1l | GPS signal too late
b12 | Too much noiseon signals
b13 | Signal from Ground station too late
b14 | Weak signalsfrom satelite
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D.3

Hazards found in the Ground station communication module

cl

No GPS signals

c2

Weak GPS signals

c3

Wrong GPS signal recieved

ch

GPS signalsreciewed too late

c5

Too much noiseon GPS signals

c6

Antenna gone

c7

Antenna dead

c8

No signalssernt

c9

Lesssignalssert

cl0

wrong signalssert

cll

late signal sert

D.4

Hazards found in the RMM unit

dl

RMM unit dead

d2

RMM unit cannot contact Ground Station

d3

RMM only recievesparrt of the signals

d4

RMM recieveswrong data

d5

RMM doesnot senddata

dé

RMM sendsdata too late

d7

RMM corrupts the data

D.5

Hazards found in the remote control

el

Remote dead

e2

Remote sendswrong signals

e3

Remote doesnot reciewve signals

e4

Remote doesnot sendsignals

eb5

Remote only sendspart of signals

eb

Testmode switch dead

e7

Servicemale switch dead

e8

Alarm indicator doesnot indicate an alarm

e9

Alarm indicator indicates alarms too late

el0

Alarm indicator indicates false alarms

ell

Operation Indicator dead

el2

Operation Indicator indicates mode switchestoo late

el3

Operation Indicator indicates wrong mode

el4d

Remote sendssignalstoo late

el5

Remote doesnot indicate all alarms
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D.6 Hazardsfound in the ATC Panel

Hazards found in the central Landing System control system

D.6 Hazards found in the ATC Panel
f1 | ATC Panel dead
f2 | Wrong info shown on ATC Panel
f3 | Human error in using ATC Panel
f4 | No one presen to operate ATC Panel
f5 | ATC Panel operated too late
f6 | Alarm Indicator indicates alarms too late
f7 | Alarm Indicator indicates false alarms
f8 | Alarm Indicator doesnot indicate an alarm
f9 | Operation Indicator dead
f10 | Operation Indicator indicates wrong mode
D.7
gl | Systemfailure, systemdown
g2 | System calculatesthe wrong corrections
03 | System calculatescorrectionstoo late
g4 | Systemdoesnot calculate all the corrections
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E Software Tool

As has beenmertioned in section 5, we made somechoicesduring implementation. We decidedthat
we could not risk implemerting the complete set of requiremerts as set out in section 4, but that we
instead implemented a speci ¢ subsetof thesethat made the tool usablein the experiment setting.
We made the tool usecertral databaseaccessinstead of local le storageto facilitate multiple users
simultaneously accessinghe sameknowledgebase. We did not, however, build in any cheds to make
sure that simultaneous editing would work as this would not be neededin the experimert.

The software tool consistsof three parts, the graphical user interface and certral logic module, the
databaseaccessmodule, and the object model of the data.

The GUI and certral logic module consistsof the following classes:

Control.cs This classcontains the main logic of the program, its main job is to switch betweenthe
di erent screensin the program and to collect data from the databaseand seard through the
data. It holds one active ProjectBrowser and can generatemore as the user seardesthrough
the knowledge baseand wants to seeother projects. This is the classthat contains the main
method which starts o the program.

Intro.cs This classcontains the graphicsand logicsbelongingto the intro duction screen. (seesection
5.4.11t is linked to the Control.

Pro jectBro wser.cs This classcontains the graphics and logics belonging to the project-browsing
functionality of the program. In practice, this coversthe usesas shown in sections5.4.2 5.4.3
and 5.4.4 The ProjectBrowser is loaded with all the data pertaining to one "pro ject", ie a
HazOp already done, whenit is started. The ProjectBrowseris linked to the Control unit.

KeyAdder.cs This classcontains the graphicsbelongingto the key adder screenas shown in section
5.4.5

The Database AccessModule consistsof the following classes

IDBAccess.cs This is an interface usedby Control in order to get data from the database.

HazOpDB.cs This classimplements the IDBAccessinterface. It deliversdata objects to the Control
unit on the basisof data in the databaseand makesupdatesin the databasebasedon data objects
given from the Control unit.

The Data Object Model consistsof the following classes

Pro ject.cs All data in the databaseis in someway connectedto a project. In the object model, the
project is the object that is loadedinto project browserswhen userswant to seeor edit data from
previous HazOp studies. Each project contains one of eat of CatHazardFound, CatGuideWord
and CatDesignRep.

Pro jectCollection.cs  This is a collection of projects. It is the data format deliveredto and from
the databasemodule

CatHazardF ound.cs This is one of the categoriesimplemented. It may contain one or more Haz-
ardFound objects.

CatGuideW ord.cs This is one of the categoriesimplemented. It may contain one or more Guide-
Word objects.

CatDesignRep.cs This is one of the categoriesimplemented.

HazardF ound.cs This object contains data belongingto the CatHazardFound object.
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GuideW ord.cs This object contains data belongingto the CatGuideWord object

SearchRequest.cs This object is part of the seard-functionality of the program. The seard request
is tossedaround the object model and generatesSeardhResults wheneer appropriate

SearchResult.cs This represens a single hit betweenthe keywords searded for and data.

SearchResultCollection.cs  This represerts the complete set of hits which are returned to the Con-
trol unit and usedwhenthe usersare presened the seard results in the tool asshown in section
54.7

the sqgl le provided is enoughto reconstruct the databasethe way it waswhen we did the experimert.
In order to useit, a databasemust rst be made using for example mysql. Then this le must be
imported into the database.

In the physical copy of this appendix, here follows a cd containing the software tool with sourcecode
and sql script.
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