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Abstract

Bayesian network (BN) models gain more and more popularity in reliability analysis. In this
talk I will consider some of the properties of BNs that have made them popular, consider
some of the recent developments, and also point to some open problems.

1 Introduction

1.1 Basic properties of Bayesian Networks

A Bayesian Network (BN), (Pearl 1988; Jensen and Nielsen 2007), is a compact representation
of a multivariate statistical distribution function. A BN encodes the probability density function
governing a set of random variables {X1, . . . , Xn} by specifying a set of conditional indepen-
dence statements together with a set of conditional probability functions. More specifically, a
BN consists of a qualitative part, a directed acyclic graph where the nodes mirror the random
variables Xi, and a quantitative part, the set of conditional probability functions. An example
of a BN over the variables {X1, . . . , X5} is shown in Figure 1, only the qualitative part is given.
We call the nodes with outgoing edges pointing into a specific node the parents of that node,
and say that Xj is a descendant of Xi if and only if there exists a directed path from Xi to Xj in
the graph. In Figure 1, X1 and X2 are the parents of X3, written pa (X3) = {X1, X2} for short.
Furthermore, pa (X4) = {X3} and since there are no directed path from X4 to any of the other
nodes, the descendants of X4 are given by the empty set and, accordingly, its non-descendants
are {X1, X2, X3, X5}.

The edges of the graph represents the assertion that a variable is conditionally independent
of its non-descendants in the graph given its parents in the same graph; other conditional
independence statements can be read off the graph by using the rules of d-separation (Pearl
1988). The graph in Figure 1 does for instance assert that for all distributions compatible with
it, we have that X4 is conditionally independent of {X1, X2, X5} when conditioned on X3.

When it comes to the quantitative part, each variable is described by the conditional prob-
ability function of that variable given the parents in the graph, i.e., the collection of conditional
probability functions {f(xi |pa (xi))}n

i=1 is required. The underlying assumptions of conditional
independence encoded in the graph allow us to calculate the joint probability function as

f(x1, , . . . , xn) =
n∏

i=1

f(xi |pa (xi)). (1)
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Figure 1: An example BN over the nodes {X1, . . . , X5}. Only the qualitative part of the BN is
shown.

1.2 Bayesian Networks in reliability

BNs originated in the field of Artificial Intelligence, where it was used as a robust and efficient
framework for reasoning with uncertain knowledge. The history of BNs in reliability can (at
least) be traced back to Barlow (1988) and Almond (1992); the first real attempt to merge the
efforts of the two communities is probably the work of Almond (1992), where he proposes the use
of the Graphical-Belief tool for calculating reliability measures concerning a low pressure
coolant injection system for a nuclear reactor (a problem originally addressed by Martz and
Waller (1990)).

BNs constitute a modelling framework which is particularly easy to use in interaction with
domain experts, also in the reliability field (Sigurdsson et al. 2001). BNs have found applications
in domains like, e.g., software reliability (Fenton et al. 1998), fault finding systems (Jensen et al.
2001), and general reliability modelling (Bobbio et al. 2001), see Langseth and Portinale (2007)
for an overview.

2 Why BNs are well-suited for reliability analysis

Some of the main reasons why Bayesian networks have become widely used are (in the view of
the author):

Efficient calculation scheme: Efficient algorithms for calculating arbitrary marginal distri-
butions, say, f(xi, xj , xk) as well as conditional distributions, say, f(xi, xj |xk, x`), make
BNs well suited for modelling complex systems. Models containing thousands of variables
are not uncommon.

Intuitive representation: The qualitative part (the graph) has an intuitive interpretation as
a model of causal influence. Although this interpretation is not necessarily entirely correct,
it is helpful when the BN structure is to be elicited from experts. Furthermore, it can also
be defended if some additional assumptions are made (Pearl 2000).

Model fitting: Methods for estimating the quantitative part of the BN from data date back to
the work of Spiegelhalter and Lauritzen (1990), see also Lauritzen (1995). A method for
estimating the qualitative part from data was pioneered by Cooper and Herskovits (1992),
and is still an active research area.

Compact representation: Through its factorized representation (Eq. 1), the BN attempts to
represent the multi-dimensional distribution in a cost-efficient manner. The parametriza-



tion is however not optimized; it is merely defined to be sufficient to encode any distri-
bution compatible with the conditional independence statements encoded in the graph.
Many researchers, including Heckerman and Breese (1994) and Boutilier et al. (1996),
have explored even more cost-efficient representations.

Decision support: One of the most intriguing properties of the BN framework is that it can
easily be extended to represent decisions using so-called influence diagrams. The basis
for the representation is utilities, which are quantified measures for preference. That is, a
real number is attached to each possible scenario in question. Exploiting the probability
updating of the BN framework, it is easy to calculate the expected utility for each decision
option in a domain. The result is an optimal policy, which for any state of the environment
selects a decision of maximal expected utility.

These features have made BNs well-suited for a number of applications amongst reliability
analysts. In this talk I will exemplify BN applications by mentioning two projects from my own
research:

Generating an efficient repair strategy for a failed system (a.k.a. troubleshooting), is a typical
part of a system analysis, and we usually see Vesely&Fussell’s importance measure (Vesely 1981)
used to generate the inspection sequence. However, the modelling flexibility of BNs enables us to
model the troubleshooting task in greater detail than what is permitted by traditional modelling
tools. Langseth and Jensen (2003) exploit this to model non-perfect repair actions, and include
troubleshooting steps that do not aim at solving the problem, but merely are performed to
capture information about the system, and thereby ease the identification and repair of the
fault. The commercial system Dezide (available from dezide.com) is based on this technology.

Another relevant area for BNs is on-line monitoring of complex systems, a problem that has
traditionally been tackled using control-charts. In a recent project we have extended ideas by
Smyth (1994), and used dynamic BNs (BNs, which explicitly model the dynamic nature of the
problem) to monitor a system consisting of approximately 70 sensors sampled with a frequency
as high as 1 Hz.

3 Challenges and open problems

3.1 Building models: Knowledge acquisition

Building BNs from expert input can be both difficult and time consuming. It is typically
an assignment given to a group of specialists; a BN expert guides the model building, asks
relevant questions, and explains the assumptions that are encoded in the model to the rest of
the group. The domain experts, on the other hand, supply their knowledge in a structured
fashion. Model building will proceed through a number of phases: i) Decide what to model,
ii) Defining variables, iii) Determining the qualitative part, iv) Quantifying the conditional
distributions, v) Verification. It is particularly Step iv), defining the quantitative part, which
is troublesome. Here, one must select distributional families for all variables, and fix parameters
to specify the distributions. That is, we must (i) select parametric families for each f(xi |pa (xi)),
and (ii) determine values for all parameters of each conditional distribution function. A premise
for this to work, is that domain experts are willing and able to quantify their knowledge in the



language of conditional probabilities. If this is not the case, alternative statistical models (like
vines (Bedford and Cooke 2002)) should be considered.

Lately, some tools that are aimed at guiding the model-building process have emerged. These
tools attempt to enable domain experts to build a BN without interacting with a BN expert. For
instance, Skaanning (2000) describes a system that can be used to build troubleshooter systems
efficiently.

3.2 Open problems

A characteristic feature of many problems modelled by BNs is that all variables are discrete (e.g.,
the variables’ states are either ‘failed’ or ‘operating’). The preference for discrete variables
in the BN community is mainly due to the technicalities of the calculation scheme. We note
that the BNs’ applicability in reliability analysis would be enormously limited if one would only
consider discrete variables, and techniques to help embrace models containing both continuous
as well as discrete variables, so-called hybrid BNs, are therefore sought-after. Overviews of the
current usage of BNs show that this is the “missing ingredient” for BNs to become even more
popular in the reliability community. There are several different approaches to model hybrid
domains in BNs, and still be able to maintain the use of an efficient calculation scheme:

The simplest approach to continuous variables is to simply discretize them, and thereby
translate the hybrid domain into a discrete one. Hence, a random variable T modelling a
lifetime distribution with T ∈ [0,∞), would be recoded into a new variable, say T ′;T ′ ∈
{Low, Medium, High}. The granularity of the model is controlled by choosing a ‘good’ num-
ber of states for the discrete variable; larger number of states will improve model expressibility,
but at the expense of computational efficiency. Attempts to automatically choose the number
of states have been developed, see, e.g., Fenton et al. (2007).

Moral et al. (2001) developed a framework for approximating any hybrid distribution ar-
bitrarily well by employing mixtures of truncated exponential (MTE) distributions. They show
how the BN framework’s efficient calculation scheme (Shafer and Shenoy 1990) can be extended
to handle the MTE distributions. The Elvira tool (Acid et al. 2002) implements these ideas.

A class of hybrid distributions called conditional Gaussian (CG) distributions (Lauritzen and
Wermuth 1989) are characterized by i) all continuous variables follows a Gaussian distribution,
and ii) it is not possible for a continuous variable to be the parent of any discrete variable.
If a hybrid model is – or can be transformed into – a CG model, exact calculations using the
standard scheme can be performed.

Markov Chain Monte Carlo (Gilks et al. 1996) is a sampling scheme for approximating any
distribution by Monte Carlo simulation. Of particular interest for the BN community is BUGS

(Gilks et al. 1994), which is a modelling language that takes as its input a BN model, and
estimates any posterior probability from this model using sampling.

The variational methods (Rustagi 1976) offer approximation procedures that provide bounds
on the probabilities of interest. They work by changing the ‘difficult’ distributions into a simpler
ones by expanding the distributions to include additional parameters, known as variational
parameters; see, e.g., the VIBES tool (Winn 2003).

In the talk I will briefly summarize these attempts to handling hybrid BNs, and consider
some of them in more detail.
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