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Preface

The computer world of today becomes increasingly distributed causing appli-
cations to rely on remote servers. Thus, the probability of a partial failure of
the system increases. This might cause unavailability of a service and incon-
sistencies can arise. Depending on the service and system affected, this might
cause anything from a slight inconvenience for a single user to bankrupting a
large company. Therefore, such failures should be masked to keep the system
available and consistent.

Transactions and replication are both techniques to make a system fault
tolerant. The first is designed to protect the data from inconsistencies, while
the latter protects the processing, ensuring availability. A complete integration
of the two yields a consistent and available system which masks failures.

Operations like a random number generator cause the execution to be non-
deterministic. These operations cannot be redone just by executing the same
code again. Thus, special handling is needed when servers with non-deterministic
execution fails.

This document presents a framework for the integration of transactions and
replication, while supporting non-deterministic execution. An implementation
of the framework on top of Jini and Jgroup/ARM is outlined and test results
are presented and discussed.

The thesis is submitted to the Department of Computer and Information
Science (IDI) at the University of Science and Technology (NTNU) as partial
fulfillment of the degree “Sivilingenigr” (MSc). The work has been carried out
at the Database Systems Group.
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Abstract

This thesis presents a framework of a passively replicated transaction manager.
By integrating transactions and replication, two well known fault tolerance tech-
niques, the framework provides high availability for transactional systems and
better support for non-deterministic execution for replicated systems. A proto-
type Java implementation of the framework, based on Jgroup/ARM and Jini,
has been developed and performance tests have been executed. The results indi-
cate that the response time for a simple credit-debit transaction heavily depends
on the degree of replication for both servers and the transaction manager. E.g. a
system with two replicas of the transaction manager and the servers quadruples
the response time compared to the nonreplicated case. Thus, the performance
penalty of replication should be weighed against the increased availability on a
per application basis.
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Chapter 1

Background and Context

The topic of this thesis is fault tolerance and high availability for distributed
systems. The focus is on replication of the transaction manager while supporting
non-deterministic execution. The motivation for choosing this topic and the
methods used to approach it and the organization of the thesis is presented in
the following sections.

1.1 Motivation

Fault-tolerance is an important property for real-time and high availability ap-
plications. By moving from a centralized to a distributed system, the probability
for a total system failure decreases, while the probability for a partial failure
increases. A partial failure that is not dealt with correctly could jeopardize both
the consistency and the availability of the system.

Unavailability can cause great damage to anything from a single user to
a company and possibly millions of users of the company’s services. If, for
instance, a telecommunication or power grid system becomes unavailable, the
costs could bankrupt the company. Applications that are less critical for the
society could also be harmed by unavailability. If a website is unavailable,
potential and existing customers will probably use the competitor’s site instead.
This may lead to loss of revenue.

Inconsistency in a system can also lead to major problems. For instance, an
inconsistency in a banking system could lead to an incorrect withdrawal of an
arbitrary amount of money, and a webshop company might send out the wrong
package, maybe to the wrong person, or the customer might not be charged for
it.

Two concepts to deal with unavailability and inconsistency, called transac-
tions [GR93] and replication [HBH96], have been proposed in the literature.

A (correctly written) transaction obeys the ACID-properties (atomicity, con-
sistency, isolation and durability), and therefore guarantees a consistent execu-
tion of the operations contained in it. Atomicity, often called the all-or-nothing
property because it ensures that either all or none of the operations contained in
the transaction is performed, is enforced by a transaction manager (TM) using
an atomic commitment protocol (normally 2PC). Hence, transactions can be
used to avoid jeopardizing the consistency of the system by aborting (rollback)
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the changes made by a single transaction.

Replication provides availability by making sure there are more than one
server to provide any given service. As such, replication can be used to ensure
the availability of the system by rolling forward the execution to an available
server.

Fault tolerance is needed both for protecting the data and for protecting
the processing. Transactions are often used as a way to protect data, while
replication is used for the protection of processing. Together, these two provide
availability and consistency for a system. If these two mechanisms are integrated
rather than being kept as separate concepts, two additional properties can be
provided as well[FN02]: First, a higher level of consistency for replicated systems
is achieved due to better support for non-deterministic execution and, second, a
higher level of availability and better failure masking for transaction processing
systems.

In a fault tolerant system, no single point of failure should exist. Any com-
ponent that is a single point of failure will, in case it fails, render the entire
system unavailable. Therefore, not only the application servers, but all sys-
tem components, particularly the transaction manager, need to be replicated to
provide system-wide availability.

This thesis will describe the changes needed to make a transaction manager
fault-tolerant by replication.

1.2 Approach

The topic is approached by designing and implementing a framework of a pas-
sively replicated transaction manager. A full-fledged transaction manager is
a complex system component and implementing replication is not straightfor-
ward. In addition, empirically test have shown that reuse of software can result
in shorter development time, better productivity and less problems [Moh04].
Therefore, the implementational part of this thesis is based on existing toolkits
for replication (Jgroup/ARM) and transactions (Jini)

Jgroup/ARM![Mon00] is an object group system written entirely in Java
[Sun05]. Tt was developed to integrate group technology with distributed ob-
jects. An object group is a replicated object. Clients can invoke the object
group as if it was just a single object. The replication is transparent to the in-
voker. Jgroup is already integrated with Jini? [ASW01] by a replicated registry
service [MDBO1] and an actively® replicated transaction manager [Mol04].

By using the existing libraries and source code for Jgroup and Jini, the imple-
mentation part is reduced to a manageable problem within the given timeframe.

The approach used in this thesis is first to present the central concepts in
Chapter 2. Then a state-of-the-art survey, which establishes a foundation for
this work, is given in Chapter 3. The environment for the implementational
part of the thesis is presented in Chapter 4, and an introduction to replicated
invocations and the problems they cause is given in Chapter 5. How to combine
transactions and replication in the context of Jgroup is discussed in Chapter
6. Chapter 7 describes the implementation of the passive transaction manager,

LJgroup/ARM is licensed under GNU Lesser General Public License (LGPL) [GNU]
2Jini is licensed under Apache License, Version 2.0 (ALv2) [ALv]
3The difference between passive and active replication is explained in Section 2.2.
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while Chapter 8 presents some test cases with results executed on the imple-
mented system. The results of the tests are discussed in Chapter 9. Finally,
Chapter 10 concludes the thesis and gives direction for further research.






Chapter 2

Concepts

This chapter presents the most important concepts regarding software-based
fault-tolerance. Introductions to transactions, replication, and liveness and
safety are given here.

2.1 Transactions

Transactions were developed in the context of database applications to provide
a structured way to deal with failures. A transaction is a collection of operations
or actions with the ACID properties [GR93, BHGS6]:

e Atomicity - After the completion of a transaction all operations of the
transaction must have executed successfully or none of them must appear
to have executed. This is also known as the all-or-nothing property of
transactions or the everyone-or-none property for the distributed systems.

e Consistency - The sum of the operations in a transaction must transform
the applications from one consistent state to another consistent state.

e Isolation - The effects of at transaction must not be visible to other
transactions before it has committed.

e Durability - The effects of a successfully completed transaction must be
permanent once the transaction has committed.

If a failure happens while a transaction is executing, the transaction is
aborted, and all of the state changes caused by the transaction are undone.
This rollback of the transaction is the most common implementation of the
atomicity property, and thus transactions are a safety-focused mechanism: If a
failure occurs the state is rolled back to a previously consistent state.

A transaction manager is responsible for coordinating a protocol to ensure
the atomic commitment of a distributed transaction. The protocol is usually
the two-phase commit protocol (2PC) [GR93, BHG86], but other protocols also
exist, e.g. 3PC [Ske81], FCWFA and FAWFC [DGP04], LLNBCS [JPPMAAO01],
and ACP-SB and ACP-UTRB(1-3) [BT93].

Generally, an atomic commitment protocol gathers votes from all partici-
pants of a transaction and then aborts or commits the entire transaction. Since



8 2.2. REPLICATION

2PC is a well documented protocol [GR93, BHG86] and there are three versions
of it [MLOB86]; presumed abort, presumed commit and presumed nothing, only a
short outline of the one used in the implementation, presumed abort (2PC-PA),
is given here.

As the name indicates, 2PC-PA uses two phases. The first phase is the
voting phase. First, the coordinator requests and receives the votes from the
participants joined in the transaction. Each participant persistently saves its
vote before replying. If all the votes are positive, the transaction is decided to
commit, otherwise the decision is to abort. A decision to commit is persistently
saved, while a decision to abort can be forgotten. The second phase sends the
outcome of the transaction to the participants, which persistently saves it if it
is commit, then acknowledges it back to the transaction manager.

2.2 Replication

In a distributed environment any process may fail at any given time. A single
point of failure is a component that can jeopardize the availability of the system
if it fails. Examples of such components include routers, communication lines,
CPUs, disks, etc. If, for instance, a process executing an important service fails,
the entire system might be rendered unavailable. By introducing redundancy
by replicating the components, the system can stay operational even in the case
of a process failure. In this way, all single points of failure can be eliminated.
In this section and in the rest of this thesis, only replication of processing is
discussed.

Replication of servers may seem straightforward, but to ensure both consis-
tency and availability of the system, special care must be taken. For instance, a
protocol to manage the replicated server group is needed. Also, the replicated
invocation problem must be handled. A replicated invocation is an invocation
from a replicated server to another, possibly replicated, server. Depending on
the kind of replication (see below) used, both the group management facilities
needed and the replicated invocation problem change.

There are two main types of replication; active [Sch93] and passive [BMST93].
For an actively replicated server group an invocation from the client (group) is
multicast to all of the replicas, and each of them perform the same task and reply
to the client. This is shown in Figure 2.1. Group management and communi-
cation is required to ensure that all of the servers see the same set of messages
and thus stay consistent. For instance, heartbeat messages are used to create a
view of operational servers.

A passively replicated server group has a leader (primary server) that receives
and processes invocations. The primary updates the backups periodically or
at certain events, for instance after each completed invocation as illustrated
in Figure 2.2. The process of updating backups is called checkpointing. The
backups process these updates and in the case of a primary failure, the backups
elect a new primary to take over the processing. This election is carried out by
a group management protocol.

Other types of replication, e.g. semi-active [VBBT91] and semi-passive
[DSS98], also exist. Défago and Schiper [DS02] gives a more thorough pre-
sentation of these replication techniques.
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Figure 2.2: Passive replication
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2.2.1 Replica Determinism

Some replication techniques, like active replication, require all replicas to behave
identical. If, for instance, there are two replicas of a server group that give
diverging replies to a client, it has no way to know which result is the correct
one. Also, if the internal state-changes of the server replicas differ, it will lead
to inconsistencies that may later spread to other parts of the system. Therefore,
all correct replicas must agree to the same result. This can be done by making
the execution of the replicas deterministic.

Schneider [Sch90] defines replica determinism as follows: “A replica group
is deterministic if, in the absence of faults, given the same initial state for each
replica and the same set of input messages, each replica in the group produces
the same ordered set of output messages.” Poledna [Pol93] argues that this
definition is too restrictive, as it is does not cover all replication techniques and
it does not capture the timing requirements of real-time systems. For this thesis,
however, the above definition by Schneider suffices.

There exist many sources that can render the execution non-deterministic.
The most obvious one is a mathematical random-function, but more subtle
sources are also at work. A timeout is one example: Say, for instance, that a
server group waits for a reply from another server and the reply is received close
to the expiration of the timeout. Some servers might decide that it came just in
time, while others might decide it came too late. Even with global coordination
of the timeout, their respective decisions can diverge because of tiny differences
in the processing speed or network delay. Other sources of non-determinism
include inconsistent inputs from analog sensors, multithreading, inconsistent or-
der of requests and non-deterministic programming language specific constructs
[Pol93].

2.3 Liveness and Safety

Both liveness and safety are properties needed to make a system available and
consistent. The first property causes a system to eventually do something good
(e.g. the eventual completion of an operation and the delivery of a reply),
while the latter causes a system to do nothing wrong (i.e. not leaving it in an
inconsistent state) [AS85].

Transactions are a rollback mechanism. Faults are tolerated by undoing the
operations that lead to the failure, keeping the data consistent. On the other
hand, replication is a roll-forward mechanism. Faults are tolerated by rolling
forward and continuing the process execution on another replica. Thus, trans-
actions and replication are safety and liveness focused concepts, respectively,
[FN02] and they are both important aspects of a fault-tolerant system.



Chapter 3

State of the Art Survey

Many projects that deals with replication and transactions, and some that deals
with the combination of the two exists. In this chapter, the most influential
object group projects and integration techniques are presented.

3.1 Object Groups

Over the last decades, many projects have introduced redundancy to achieve
fault tolerance for distributed applications. Most object groups research efforts
derive from Java RMI [Sun99] and the CORBA specification [OMGO04al, and are
based on the group communication paradigm [Bir93]. First, an introduction to
CORBA and CORBA related object groups are presented, followed by projects
dealing with JAVA RMI object groups.

3.1.1 CORBA Based Object Groups

The Common Object Request Broker Architecture (CORBA) is a specification
of a distributed system [T'SO1, chapter 9]. It has been made by the Object
Management Group (OMG)! and was designed to overcome interoperability
problems regarding the use of different operating systems and applications in a
single system. The current release is version 3.

A basic overview of the architecture of CORBA is shown in Figure 3.1. The
core of this model is the Object Request Broker (ORB). It enables the com-
munication between clients and objects, and makes the distributed and hetero-
geneous nature of the system transparent to the application programmers and
users. The Common Object Services are the most widely used services and
include services for naming, concurrency control, events, life cycling, recovery,
persistence, security, etc.

Horizontal facilities are high-level services not related to any specific appli-
cation domain. Examples include user interfaces and information as well as
system and task management. The vertical facilities are high-level services that
are targeted towards specific application domains such as banking and manu-
facturing.

lwww.omg.org
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Aoplicati Vertical Horizontal Common
E_P "ia ion (domain spesific) (general purpose) Object
objects facilities facilities Services

Object Request Broker

Figure 3.1: Overview of CORBA [T'SO1]

CORBA related projects include Eternal [Nar99], Electra [Maf95], DOORS
[CHY 198, GNSYO00],, Newtop [MSEL99], OGS [FGS98], AQuA [RBCT03] and
the adopted OMG standard FT-CORBA [OMGO04b]. Meling et al. [MMBHO02]
classifies the projects into three categories relative to the placement of the object
group support; the integration approach, the interception approach and the ser-
vice approach. In the first approach the support for object groups is integrated
into the ORB. The ORB is then responsible for multicasting an invocation to
the object group. Electra followed this approach. Eternal is based on the second
approach, which intercepts requests and replies at the client and server by the
OS. The messages are then sent to the correct replicas. The last approach im-
plements group communication as a separate horizontal service, and can thus be
used in any CORBA implementation. OGS, DOORS, Newtop and FT-CORBA
are examples of this approach.

3.1.2 Java RMI Based Object Groups

There are several Java RMI based projects that offer object groups. Filterfresh
[BCH 98] supports logical object groups that allow the continuation of requests
on a backup replica. However, it lacks client to server invocation with multicast
semantics and group internal use of RMI. Another toolkit for reliable group
communication is JavaGroups [Ban98|. It supports multicast, but its imple-
mentation does not provide transparent RMI for the client. Aroma [Nar01] is
the Java RMI version of Eternal, thus it is dependent on low-level OS-specific
interception and group communication mechanisms. Also, there is an extension
to NinjaRMI [LMW] that provides basic one-to-many RMI, but nothing more.

Jgroup/ARM [Mon00, MMBHO2] is implemented entirely in Java and does
not rely on any underlying toolkits or special operating systems. All communi-
cation is done through group method invocations using Java RMI, and it is the
only system that is fully partition-aware and provides automatic management
of replicas [MHO1]. The implementation presented in Chapter 7 in this thesis is
based on Jgroup.

3.2 Integration of Replication and Transactions
Replication and transactions have historically been two separate techniques for

achieving fault-tolerance. FT-CORBA [OMGO04b] is an example of system treat-
ing them separately. A distributed transaction system can profit from using
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process groups [LS00], in particular, stronger consistency and higher availabil-
ity can be achieved if the techniques are integrated [FN02]. This is discussed in
more detail in Chapter 6.

Schiper and Raynal [SR96] presents an approach where transactions are
implemented with group communication primitives. All operations of a trans-
action are put into one message, which is sent to all process groups participating
in the transaction. Because of the total order and atomic delivery [TS01, pp.
389-391] provided by the group communication system, the transaction will
be atomic and serializable, and the replicated nature of the process group will
ensure durability. However, this approach assumes that process groups will al-
ways be able to complete the operations contained in the message. This is an
unreasonable constraint since a process group might be unable to execute all
operations because of internal constraints. For example, a banking account may
not be overdrawn. In a normal transaction processing system this will cause the
process group to vote abort, but since no abort mechanism exists it may result
in an inconsistent system state.

Little and Shrivastava [L.S00] study two systems, one with transactions and
no group communication, and one with group communication and no transac-
tions. Their conclusion is that group communication can be useful for transac-
tions, especially for supporting fast failover and active replication.

Other systems that support transactions in a replicated environment also
exist. GroupTransactions [PMJPAO1] allows transactional servers to be pro-
cess groups, and thus provides an integration of the concepts. Circus [Coo85]
extends the replicated environment with support for multi-threaded servers
through a novel commit and synchronization protocol. Zhao et al. [ZMMS02]
replicate the transaction coordinators, which leads to a non-blocking 2PC pro-
tocol, a highly desirable property since it ensures liveness. All of these systems
are actively replicated which requires the servers to be deterministic.

Systems that support non-deterministic execution must be able to control its
effects. ITRA [DGO1] is an approach that handles them by replicating the result
of each non-deterministic operation to the backups. Though ITRA claims to
support transactions, the exact integration is not presented. Frglund and Guer-
raoui [FG99] present a complete integration of replication and transactions for
three-tier applications. However, it supports only stateless middle-tier servers,
forcing all state to be stored in the end-tier databases.

Pleisch et al. [PKS03a, PKS03b] describes two schemes to handle non-
determinism; one optimistic and one pessimistic. The first allows a subtransac-
tion to be committed before its parent, while the latter forces the subtransaction
to wait for the commit of the parent. By sending undo information to the back-
ups before invoking a server, orphan subtransactions can be terminated in the
pessimistic case, and compensated in the optimistic case. A CORBA related
approach [FNO02] avoids the need for undo information by using a centralized
transaction manager and nested transactions. If a parent transaction cannot be
completed, the transaction manager aborts all subtransactions. These systems
are presented in more detail in Section 5.2.2.

The concept of process pairs [GR93] was developed in the context of databases
and combined with transactions to achieve highly available and highly reliable
processes. A process pair is the equivalent of a passively replicated object group.
A primary executes requests from the clients and sends state updates to the
backups. Heartbeat messages are used to detect a failed primary. When that
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happens, a protocol to agree on a new primary is executed. This approach
assumes deterministic execution.
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Chapter 4

Environment

This chapter presents the layout of the implementation environment. First, an
overview of the Jini architecture and its most central services related to this the-
sis and Jini Extensible Remote Interface (JERI) is provided. The architecture
and the central concepts of the Jgroup/ARM system is then presented

4.1 Overview of Jini

Jini technology [ASWT01] is an infrastructure that allows services and devices
to cooperate in a distributed environment. It provides a way for clients to find
and access services as objects.

Each service publishes a Java object which implements a service. When a
client finds the object of an implemented service API that it wishes to use,
it downloads any code necessary to communicate with the service. Thus, the
interaction can be provided by any distributed network technology such as Java
RMI [Sun99], CORBA [OMGO04a] and SOAP [Con03].

The Jini architecture can be split into three categories; infrastructure, pro-
gramming model and services. Figure 4.1 shows this segmentation. The in-
frastructure enables the distributed system to be built, while the services are

Programmin .
Infrastructure sI’VIodeI ng Services
Java VM Java APIs INDI .
Base| RMI JavaBeans™ E_nsterprlse Beans
Java | Java Security J
Java | Discovery/join Leasing Printing -
+ | Distributed Security | Transactions TransactlonTI\I\//IIanag.er
Jini Lookup Events JavaSpaces '"'Service

Figure 4.1: Jini architecture segmentation [Inc03a]
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the top-level entities that constitute the system. The programming model in-
between is the interfaces that enable reliable services to be built.

To facilitate different needs for fault tolerance and persistency, all services
in Jini can be run in three different failure modes, set for each service in the
Jini configuration files:

e Transient - The state of the service is only kept in main memory. Thus,
if it fails, the state of the system is lost.

e Persistent, non-activatable - The state of the service is saved to per-
sistent storage, but after a crash failure, it needs to be manually restarted.

e Persistent, activatable - The state of the service is saved to persistent
storage, and after a crash failure, it is automatically restarted with the
state before the crash.

The core services, which are relevant for this thesis, will be described in the
subsequent sections.

4.1.1 The Lookup Service

Services in Jini are dynamically registered in a lookup service [Inc03b], called
Reggie. Reggie runs a discovery protocol to find services that has joined the
network. When a service is found, it is joined in the lookup service by a join
protocol. Each service is registered with a proxy and possibly some attributes
describing the properties of the service. Whenever a client asks Reggie for a
certain service, the proxy is returned to the client if found. The client can then
access the service through that proxy.

Each service has a 128-bit identifier that uniquely identifies it in the system.
It can be generated dynamically when the service is registered with Reggie, or
statically by the vendor at deployment.

4.1.2 Jini Transaction Service

The interfaces that constitute the programming model include interfaces for
transactions. Jini comes with an implemented transaction service named Ma-
halo [Inc03b]. It implements the methods necessary to create transactions, to
join participants and to terminate transactions. The transaction outcome is
determined by a two-phase commit protocol.

Unlike traditional transaction processing (TP) systems, Mahalo has no TP
monitor [GR93] that controls the transaction semantics. It is left to each par-
ticipant of the transaction to implement the semantics in the best possible way
for that kind of participant. This means that the association of a request with
a transaction is done by the participants, as well as all authentication, autho-
rization, scheduling and recovery. This allows the all-or-nothing property to be
expanded beyond the classical database system.

When a client needs a new transaction, the TransactionFactory object in
the client invokes the transaction manager to get a unique transaction identifier.
The identifier is used to create a Transaction object, as shown in Figure 4.2.
Other services join the transaction when they are invoked by the client with
the Transaction object as an argument. They become participants of the
transaction.
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Figure 4.2: Transaction creation and use [Inc03b]
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Figure 4.3: Successful transaction termination

When all participants have completed their requests, it is up to the client
to initiate the termination protocol. The protocol used in Jini 2.0 is the two
phase commit protocol (2PC). Figure 4.3 shows a successful termination of
a transaction using 2PC. The client sends a commit request containing the
transaction identifier to the manager. The manager then starts the voting phase,
asking each participant if they are able to commit the transaction. This is shown
as messages 2 and 3 in the figure. Messages 4 and 5 are the affirmative replies
from both participants. Since all participants have voted yes, the manager stores
the decision to commit persistently, and tells all participants to commit. After
completion, the manager reports the outcome of the transaction to the client.
Ozsu and Valduriez [OV99] and CGray and Reuter [GR93] presents more details,
including failure handling, regarding the termination of transactions using 2PC.

Jini also supports nested transactions, but this feature has not being used
in the thesis, and will thus not be discussed any further.

Transaction Manager

An implementation of a Jini transaction manager must implement the Jini
TransactionManager interface and has three main responsibilities:

e It creates the transaction identifier along with a lease-time, which the
TransactionFactory uses to create the Transaction semantic object.

e It keeps track of the participants that have joined a transaction.
e It is responsible for terminating the transaction, i.e. to collect the votes

from the participants and decide the outcome as a part of the two-phase
protocol.
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Transaction Participants

A transaction participant is a service (usually an application program) that must
support the ACID properties of transactions. Consequently, it must be able to
rollback any changes the operations of the transaction might have performed.
When an operation with a new semantic Transaction object arrives, it must
join the transaction by calling the join method of the transaction manager. All
transaction participants in Jini must implement the TransactionParticipant
interface, and thus support the three methods the transaction manager may
invoke on them as a part of 2PC: prepare, abort and commit.

Transaction Clients

A client for a Jini transaction initiates the transaction by telling the Transac-—
tionFactory to create a new transaction. As noted in Section 2.1, a transaction
is used to group a number of operations together to form a unit, to ensure that
either all or none of the operations are performed. The client invokes these
operations on Jini services. To keep track of the semantics of the transaction
the Transaction semantics object is sent with each invocation that is a part of
the transaction.

The client may at any time invoke the abort method of the transaction
manager to rollback the changes made by the transaction so far. Normally, if
all goes well, the client will initiate 2PC by invoking the commit method when
all operations have been performed. Clients may also join the transaction as a
participant and thus take part of 2PC. A client can be either a user application
or a service that makes use of other services.

4.1.3 Jini Extensible Remote Invocation

Java RMI [Sun99] allows remote method invocation to be syntactically equal to
invoking a local method, while acknowledging the semantic differences. How-
ever, it suffers from two major shortcomings [Som03]:

No security mechanisms. As RMI uses mobile code, and mobile code may
be malicious, it is suited for trusted local area networks (LAN) only. To
extend it to wide area networks (WAN) and over the Internet, security
mechanisms are required.

No easy configuration. There is no way to configure a Java RMI implemen-
tation. A configuration API is needed.

Jini Extensible Remote Invocation (JERI) was made by Sun developers to
cover RMI’s shortcomings. By using JERI the application developer can choose
any Java RMI implementation, e.g. SOAP, IIOP, JERI or JRMP. This allows for
better interoperability with other programming languages. It also eliminates the
need for compile time generation of proxies and has better distributed garbage
collection [New04].

JERI implements a new layerstack that facilitates the flexibility of the pro-
tocol, as shown in Figure 4.4. The invocation layer marshals and unmarshals
the remote invocation’s objects and parameters, while the object identification
layer tracks and manages several aspects, such as distributed garbage collection,
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Figure 4.4: The stack of layers used in JERI [Som03]

of exported objects. Finally, the transport layer is responsible for the protocol
used for transporting the invocation (http, tep, ssl, etc.).

4.2 Overview of Jgroup/ARM

Fault tolerance and high availability for object-oriented systems usually works
by replicating an object into an object group and masking the replication. The
system distributes invocations on the object group according to the replication
scheme (passive, active, etc.). Jgroup [Mon00] is based on the object group
paradigm and is implemented entirely in Java. It executes client invocations
on the object group through an External Group Method Invocation (EGMI)
module, thus making the replication transparent to the client.

Jgroup extends the object group paradigm with the following main compo-
nents:

e A Partition-aware Group Management Service (PGMS)
e A State Merging Service (SMS)
e A Group Method Invocation Service (GMIS)

The PGMS keeps track of the group membership of servers. It provides a
consistent view of the members of the group to each of its members by informing
them of changes in the views. The changes may be due to failures in the system,
installation of new members or removal of existing ones. As indicated by the
name, the PGMS supports partitions and thus multiple concurrent views.

The partitioned server state can be recombined by the SMS. It consists of
two methods, one for retrieving the state, and one for merging the received state
with the existing one. As such, the SMS provides a way for servers to install a
common state after the partitioning or initializing of a server.

Reliable communication is provided by the GMIS. It is the responsibility of
GMIS to execute methods on the servers according to the replication policy of
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Figure 4.6: The Jgroup architecture [Mon00]

each method. Clients can only see the client-side group proxy of the remote
server, and cannot distinguish a GMI interaction from a local invocation. The
GMIS treats invocations between servers different from invocations between
clients and servers. This is elaborated on in Section 4.2.5

Architecturally, Jgroup/ARM consists of two main components; the group
manager and the daemon (see Figure 4.6). These are presented in the following
sections, along with the autonomous replication management framework, the
group enabled registry and group method invocations.

4.2.1 The Group Manager

The interaction between the Jgroup/ARM core services and the application
objects is controlled by the GroupManager [Mon00]. It is based on a stack of
layers, each providing a service to the application. As can be seen in Figure 4.6,
each server, S, has a GroupManager associated with it that keeps control over
the services needed by the group.

4.2.2 The Daemon

The Daemon provides the membership and the multicast services. As indicated
in Figure 4.6, more than one GroupManager can connect to the same Daemon
to make use of its services. Interactions between the GroupManager and the
Daemon are executed as Java RMI invocations.
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4.2.3 The Autonomous Replication Framework

Jgroup includes an Autonomous Replication Framework (ARM), which is re-
sponsible for deploying and operating dependable services within a predefined
environment [MHO01, MMBHO02]. The environment is the nodes where replicas
of the services can be hosted. It distributes and replicates the servers according
to rules specified by distribution and replication policies. For instance, the level
of redundancy offered by a service can be specified. If the current replica count
drops below this level, ARM automatically initializes a new replica of the server
within the environment.

4.2.4 Greg: Jini Group-Enabled Lookup Service

As mentioned in Section 4.1.1, Jini comes with a lookup service called Reggie.
However, it does not handle replicated services. Montresor, Davoli and Babaoglu
[MDBO1] extended Reggie to support object groups. The group-enabled service
is called Greg.

Greg uses the same protocol as Reggie to discover services and register the
proxy. But instead of having one static proxy per service, Greg uses a dynamic
group prozxy that includes all replicas of the service. When a new service replica
is found, the existing group proxy is not overwritten, just modified. Thus, when
a client does a lookup on the service, a group proxy containing information
about all replicas is returned. The group proxy is then used to contact the
service according to the given invocation semantics.

4.2.5 External and Internal Group Method Invocations

All communication in Jgroup/ARM is provided by group method invocations.
This allows for a uniform treatment of communication. Jgroup/ARM distin-
guishes two different types of group method invocations. A client communicates
with the server group through the External Group Method Invocation (EGMI)
facility. This makes the server replication transparent to the client. On the
server side an Internal Group Method Invocation (IGMI) facility exists to aid
the coordination of the replicas’ global actions.
The rest of this section describes IGMI and EGMI in more detail.

Internal Group Method Invocation

An IGMI returns an array of results, one from each server in the group. In
case of a failure to complete it returns one of the exceptions associated with the
method invocation. All IGMI methods for a group are declared in an interface.
The IGMI service is retrieved by a call to the GroupManager and can then be
accessed like traditional remote method invocation.

External Group Method Invocation

The JERI EGMI layer supports EGMI. It is a modified version of Jini ERI,
which is presented in Section 4.1.3. It is extended to support group commu-
nication to be able to perform group invocations. As for IGMI, the methods
that can be performed on the group must be declared in an interface An EGMI
service is retrieved by a call to the registry like explained in Section 4.1.1, but a
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group enabled registry as the one presented in 4.2.4 is needed to support group
invocations.
Currently, there are four different invocation semantics for EGMI. These are:

e Multicast. An invocation on an object group is invoked on all replicas in
the group.

e Leadercast. An invocation on an object group is only invoked on the leader
replica of the group.

e Anycast. An invocation on an object group is invoked on a random replica
of the group.

e Atomic. An invocation on an object group is invoked with total-ordering
[BJ8T].

The semantics apply not on a per object basis, but on a per method ba-
sis. This allows for greater flexibility as various methods may need different
semantics. For instance, a read-one-write-all protocol [TS01] could easily be
implemented by using anycast for read operations and multicast for write oper-
ations.

The type of semantics for each method is specified by using annotations!.
To specify that a method should be invoked with leadercast, multicast or atomic
semantics the method declaration is prefixed with @Leadercast, @Multicast or
@Atomic, respectively. If none are given, anycast is used.

For a client application there is no difference between an EGMI and a tra-
ditional Java RMI. This provides complete transparency of server replication.

Lhttp://java.sun.com/j2se/1.5.0 /docs/guide/language /annotations.html
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Replicated Invocations

This chapter starts by presenting replicated invocations and the problems they
pose to the consistency of a replicated system. General solutions to these prob-
lems are then discussed

The problem description is heavily based on a state of the art report on
highly available applications by the author [KHO04].

5.1 Problem Description

A replicated invocation, also called chained invocation, happens when a repli-
cated server invokes another server. The invoked server can be replicated, but
it does not have to be. The resulting state-changes and result of such an invo-
cation must be identical to an invocation not involving replicated servers. As
explained in the following sections, the problem to solve depends on whether
the invoking replicated server is deterministic or not.

5.1.1 The Duplicate Invocation Problem

Consider an actively replicated server A and a server B that may or may not be
replicated. Whenever A invokes an operation on B, each of A’s replicas sends
a request to B. Since an actively replicated server must be deterministic (see
Section 2.2.1), all of these requests are identical. If the request is idempotent,
meaning that multiple invocations have the same end-effect as a single invoca-
tion, there is no problem. Since requests usually are non-idempotent, however,
a mechanism to detect and handle duplicate requests is needed. This is called
the duplicate invocation problem.

Figure 5.1 shows an example of the duplicate invocation problem for two
actively replicated servers A and B. The client sends a request to each replica
of server A, ag and ai. ag and a; both process the request and issue a new
request to the replicas of server B, by and by. by and by will both receive two
separate, but identical requests. The duplicate requests that must be handled
are shown as light-grey arrows. As can be seen, there are also duplicate replies
that must be taken care of. Fortunately, these can be dealt with by exactly the
same mechanisms as the duplicate requests.
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Figure 5.1: An example of a duplicate invocation

Passive, semi-passive and semi-active replication support both deterministic
and non-deterministic execution. If the server is deterministic, the problem is
the same as for actively replicated servers. To see why, consider the following
scenario: A primary replica sends a request to another server and then crashes.
Once one of the backups has become the new primary it must resend the last
request. To the invoked server, this is a duplicate request. Although this exam-
ple illustrates a passively replicated server, a similar argument can be made for
semi-passive replication.

Semi-active replication can treat the communication with another server in
two different ways. First, the creation of the request could be treated as a
non-deterministic operation. This would make the invocations identical, giving
the illusion that the execution is deterministic, thus the duplicate invocation
problem would arise. Second, the actual sending of the request could be treated
as a non-deterministic operation and consequently only the leader would execute
it. This would make the non-deterministic nature of semi-active replication
opaque, as a failure of the leader could lead to a non-identical request being
sent. This case is discussed in the following section.

5.1.2 The Orphan Invocation Problem

A non-deterministic passively replicated server will normally behave as shown in
Figure 5.2. The primary of server C receives a request, processes it and invokes
a second server D. When a reply is received, the primary updates the backups
and returns a reply.

Unfortunately, a serious problem appears if the primary crashes [PKS03Db,
PKSO03a]. To see why, consider Figure 5.3. If the primary of C' sends a request to
D and subsequently fails, one of the backups must become the primary. Because
of the non-deterministic execution, there is no guarantee that the new primary
will send an identical request to C. In fact, it may not invoke D at all, but
rather a different server F, or it may not send the request (at all).
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Figure 5.4: Pre-filtering and symmetric proxies [MGG95b]

If D processed the request received from the failed, old primary, it is cur-
rently in an inconsistent state. Even worse; a subsequent invocation of D can
lead to a reply that leaks the inconsistency to the rest of the system. This be-
havior is not acceptable. The request leading to the inconsistencies is called an
orphan request, and the problem that needs to be solved is the orphan invocation
problem.

5.2 How to Handle Replicated Invocations

This section will give a short outline of how the difficulties associated with
replicated invocations can be handled.

5.2.1 Duplicate Invocation Problem

The duplicate invocation problem is easily addressed: A timestamp for each
outgoing message is generated. Since the servers are deterministic, all repli-
cas produce identical timestamps and the server can easily filter duplicates by
comparing them. The duplicate invocation by the two replicas of server A,
shown as white arrows in Figure 5.1, will typically be filtered when they arrive
at the (two) replicas of server B. Duplicate replies are also easily removed.
Pre-filtering [MGG95a] at both the invoker and the invokee as shown in Figure
5.4 [MGGY95b] can improve the scalability and performance. In the presence of
failures, however, post-filtering at the invoker is also needed.

5.2.2 Orphan Invocation Problem

Handling the orphan invocation problem is less straightforward. The system
must ensure that no orphans are allowed to cause inconsistencies. This can
generally be done in three different ways in a replicated environment: Send
undo information to backups, broadcast a new view, or use nested transactions.
Chapter 6 suggests a fourth solution.

The (first) approach that sends undo information to the backups is explained
in depth by Pleisch, Kupsys and Schiper [PKS03a]. It is based on a system
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with no central transaction manager, but rather independent subtransactions
that are terminated for each completed invocation. It differentiates between
two types of subtransactions; optimistic and pessimistic. In the optimistic case,
a subtransaction is committed as soon as it is finished, thus releasing all locks.
It (optimistically) hopes that everything will work out. If something fails, the
subtransaction must be compensated to restore the consistency of the system.
In the pessimistic case, a subtransaction is not committed until its parent trans-
action commits. Thus, all locks are held indefinitely if the server executing the
parent transaction fails. The solution for both cases is to send undo informa-
tion to the backups before the invocation is sent. Thus, if the primary fails, the
backup will be able to terminate unterminated pessimistic subtransactions and
compensate terminated optimistic subtransactions.

The (second) approach that broadcasts a new view is a version of the orphan
detection mechanism called reincarnation [TS01, pp. 380-381]. In the original
approach, every client is given an epoch number that is sequentially increasing.
Every time a client reboots, its epoch number is increased and broadcasted.
When a server receives an epoch broadcast, all currently executing invocations
from that client is aborted. Servers that do not receive the new view are notified
when they reply to the client with an outdated client epoch number. For the
replicated case, a new epoch begins when the leader of a group fails, and a new
leader is appointed. This is the same as a view change [T'S01, pp. 387-388] where
the old leader is not in the new view. Thus, the new leader can broadcast the new
view identifier, which can be used instead of an epoch number to kill off orphans.
However, extending this to a partitonable environment is not straightforward,
since partitioned concurrent views may exist.

The (last) approach [FNO02] uses nested transactions and a central transac-
tion manager. When a client sends an invocation to a server, a transaction is
started. Each remote invocation from that server is treated as a subtransaction.
If the parent transaction fails, the transaction manager rolls back all its orphan
subtransactions. Consider Figure 5.5. Server C receives a request from the
client, starts a transaction and sends an invocation to server D. A subtrans-
action is started, and upon completion it updates the backup. Then replica 1
of server C fails. Since the transaction manager is able to detect this as a part
of its atomic commitment protocol, the rollback of the subtransaction at server
D is initiated. The client then resends the request. This is done automatically,
and is therefore transparent to the user. The figure also shows how the system
is able to handle a failure at the leader replica of server D by failover to the
backup.
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Figure 5.5: Two failures at two different and passively replicated servers using
nested transactions



Chapter 6

Replicated Transactions

Transactions and replication are techniques to make a system fault tolerant, as
outlined in Chapter 2. While the former yields consistency and safety, the latter
provides availability and liveness. All of these are highly desirable properties. If
the techniques are combined to work together instead of being provided as two
separate services two additional properties can be achieved [FN02]:

e A “stronger consistency to replicated systems by supporting non-determ-
inistic operation”, and

e a “higher availability and failure transparency to transactional systems”.

The former allows stronger consistency and non-deterministic execution be-
cause orphan requests can be rolled back in transactional systems. The latter
provides higher availability and failure masking because replication allows the
execution to be rolled forward to another replica. If exactly-once execution se-
mantics is added on top of these, an available, consistent and failure-masking
system that supports non-deterministic execution emerges.

The next sections show how the components involved in a transaction can
be replicated. The replication of the transaction manager in a consistent way is
explained in Section 6.1, and how to replicate the transaction participants and
handling replicated invocations within a transaction are presented in Section
6.2

6.1 Replicating the Transaction Manager

Section 2.2 discussed why all single points of failure should be avoided. This is
especially important for the transaction manager (TM) because it is a central
component involved in distributed transactions. If the TM becomes unavail-
able, the entire transactional system is rendered unavailable. This means that
no transactions can be executed, and since the most widely used atomic com-
mitment protocol, two-phase commit (2PC), may block if the TM becomes
unavailable, it is imperative that the TM is replicated.

The most important job of the TM is to make the decision to unilaterally
abort or commit each transaction. Such a highly critical decision does not fa-
vor active replication, since every replica will have to behave deterministically.
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In reality, TMs are not deterministic. In particular, timeouts introduces non-
determinism since it cannot be guaranteed that all replicas timeout at exactly
the same time [Pol93]. Also, active replication does not scale well, since execut-
ing the same processes on every replica wastes a lot of resources.

A TM that supports 2PC must be able to persistently store the decision to
commit or abort the transaction as the final part of the prepare phase [GR93,
BHGS6]. In a distributed and non-replicated environment the decision is made
persistent by force-writing a record to the log. In a replicated environment
the transmission time is shorter than the time needed to write to the disk. A
solution where the prepare decision is persisted by sending it to the backups is
therefore both faster and preferred. In addition, it also gives better availability
since the prepared transactions can be committed by the backup in case of a
primary failure. If a local log was used, the transactions that are currently
prepared may be blocked until the TM has recovered.

The decision to commit a transaction is also sent to the backups. This is
done instead of the lazy write to the log in the normal non-replicated 2PC.
Hence, the replicated nature of the TM is used to provide both availability and
persistency of the decision.

6.2 Replicating the Transaction Participants

The transaction participants should also be replicated for the same reason as
any other component of the distributed system; to avoid single points of failure.
When replicated, they must be able to handle the problems occurring because of
replicated invocations. As seen in Chapter 5, the actual problem and solution is
dependent on whether the server is deterministic or not. When participating in a
distributed transaction where passive replication is used, however, the problem
is also dependent of whether the prepare request from the TM is allowed to
failover or not.

A failover applies to passive replication and happens when the primary fails
and an invocation is sent to the new primary instead. Figure 6.1 shows an
example of a failover for a prepare request. First, the client tells the TM to
commit a transaction. The TM then initiates the voting phase, and sends a
prepare request to all primary servers that have joined the transaction. In this
case, this is servers Al and B1l. The first has already failed, or fails while
processing the request. The TM then resends the request to the new primary;
A2. This is the failover. Then servers A2 and B1 replies with their votes,
and the TM can continue the 2PC protocol, making its decision based on the
received votes. The small arrow (3) shown in the figure is the mechanism that
makes the commit decision persistent (durable) before replying to the TM.

Figure 6.2 illustrates what happens when there is no failover of the prepare
request. When the TM does not get a reply from the failed leader, Al, it
eventually times out and aborts the transaction (as indicated by Arrow 5).

With two independent binary variables there are four different designs that
have to be analyzed:

e 1: Deterministic execution and failover for all requests.

e 2: Deterministic execution and no prepare request failover.
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Figure 6.1: A failure of a primary, and the consequent failover
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Figure 6.2: A failure of a primary, without the failover

e 3: Nondeterministic execution and failover for all requests.

e 4: Nondeterministic execution and no prepare request failover.

Depending on which of the cases above is chosen the problems to be solved
differs: In the first scenario, the server replicas must be able to do duplicate
detection and filtering as usual for deterministic systems.

The second design choice only makes sense if the group is passively replicated.
However, it is not a particularly good one for that case either. Consider Figure
6.3: If replica A1 fails some time after sending message 7, but before the prepare
phase of the transaction, the transaction will eventually timeout, be aborted and
(probably) be restarted. This abortion might be unnecessary and it happens
without any gain. If the prepare request was allowed to failover instead, the
transaction would have been able to complete as long as a checkpoint was taken
between the completion of the request from the client and the failure of Al.
Then, A2 will have knowledge of the transaction and be able to complete the
commit protocol. By checkpointing every time the server replies to a request,
it can be guaranteed that the backup will be able to complete every transaction
that the primary has joined.

As the two last choices both support nondeterministic execution they are
in danger of creating orphan requests as seen in Section 5.1.2. For the third
case, the problem will be the same as explained there, and the solutions are the
same as presented in Section 5.2.2. This is illustrated by Figure 6.4: If replica
Al fails before updating the backup, A2, and replying to the client, the client
will resend the request doStuffi. The execution of doStuff2 will then be an
orphan request at server B. This is due to the fact that the TM will get a reply
from A2 in the prepare phase, and the failure of A2 will therefore go unnoticed.
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Figure 6.3: The creation and join phase of a transaction
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Figure 6.4: An unhandled orphan request

The transaction mechanisms described here cannot handle this situation alone.

The last case will be able to handle orphan requests. To see why, consider
Figure 6.4 again. It shows the orphan request that is generated by the execution
of doStuff2 at server B and the subsequent failure of replica A1. When the
client resends the original request to replica A2 in message 8, the system will
have no knowledge of the orphan request, and it will continue towards trans-
action completion by joining A with A2 as the primary in the transaction, as
though it was an original request in the failure free case. However, when the TM
reaches its voting phase, replica Al, which is the primary of the first join, will
not be able to vote. Thus, the voting phase will timeout, and the transaction,
along with the orphan request, will be correctly aborted, as shown in Figure
6.2.

There is an obvious tradeoff between allowing the prepare request to failover
or not. The first makes it harder to handle replicated invocations, while a
failure of one participant in the latter causes the entire transaction to abort.
Also, for the fourth and last case, the waste of resources might be substantial,
because a transaction that is doomed to be aborted, is allowed to continue.
However, by allowing the TM to break replication transparency and hence be
able to remove the automatic failover for a replicated group, it provides a way
for orphan requests to be handled correctly. There is no need for difficult and
novel techniques such as those presented in Section 5.2.2.
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6.3 Concurrency Control

Transactions that execute concurrently can interfere with one another and cause
inconsistencies even though all of them executing serially is correct [BHGS86].
Therefore, the result of a parallel execution must be equivalent to the result of
a serial execution. The transaction history must be serializable. There exists
many techniques for achieving this [BHGS86]; two phase locking (2PL), times-
tamp ordering, serialization graph testing, certifiers and combinations of them.
Since 2PL is the most common of these, it is presented in more detail below.

As the name indicates 2PL consists of two phases; one in which locks are set
and one where locks are released. By never setting a lock after a lock has been
released, the execution is guaranteed to be serial. There exist three different
variations of 2PL: Basic, Conservative and Strict. The first suffers from possible
deadlocks. If a transaction A holds a lock for object x and transaction B holds a
lock for object ¥, and both transactions wants to set a lock for the other object,
a deadlock has occurred.

Conservative 2PL avoids deadlocks by setting all locks at the start of the
transaction. Thus, a transaction cannot request new locks after it has started
processing, and deadlocks cannot occur.

The latter, Strict 2PL, is the variant most widely in use. It waits until the
transaction commits to release any of its locks. Thus, a transaction will not
read or write data written by an aborted transaction. This ensures that the
histories are strict, which includes the highly desirable properties; recoverable
and avoid cascading aborts.

In a distributed environment, global serialization is needed. However, by
using Strict 2PL, each local site (or in this case; object group) knows that it can
release the locks held by a transaction after it has received a commit message
from the transaction manager. The rest of the thesis therefore assumes that
serializability is ensured by Strict 2PL.

6.4 Ensuring Transaction Termination

When the TM is passively replicated as presented in this chapter, a transac-
tion might be unable to terminate, and might block other transactions from
completing. Consider the following case: A transaction has been created and
all (or some) of the participants have joined it. Then the primary TM fails
before the prepare phase has completed. This will leave the new primary with
no knowledge of the transaction. When the client asks the TM to commit it,
the TM will reply that the transaction is unknown, and the client will assume
that it has aborted. However, the transaction participants will still hold their
locks on the items accessed by the transaction. Without proper termination of
these transactions the locks could be held forever, blocking other transactions
from completing.

The locks held by a failed transaction can be removed by the client, if it
keeps control of the participants accessed by each transaction. Thus, when
the client gets a reply from the TM that the transaction it tried to commit
is unknown, the client can contact the participants telling them to abort the
transaction. Because of possible replicated invocations each participant must
be able to tell which other participants it has caused to joined the transaction,
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and so on. However, if one of the participants also fails, the participants used
by that participant do not get the abort message.

A better way to remove the locks is to use a timeout. Each participant can
periodically poll the TM to get the status of each active transaction. If the TM
replies that the transaction is unknown, the transaction can be safely aborted.
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Chapter 7

Implementation Issues

This chapter looks at the changes and additions to Mahalo needed to imple-
ment a passive replicated transaction manager. First, the package structure of
Mabhalo is presented, then the PassiveGroupMahalo (PGM), which is the trans-
action manager object being replicated, and the GroupTxnManagerTransaction
(GTMT), which holds the state of the transaction, are explained in detail.

7.1 Overview

There already exists a replicated version of Mahalo—Gahalo [Mol04]. However,
Gahalo is actively replicated, and as discussed in Section 6.1, a transaction
manager should not be actively replicated, because of possible non-determinism.
Also, active replication does not scale very well. Thus, a passive replicated TM
is needed. The rest of this chapter gives a detailed explanation of the implemen-
tation of pGahalo - the passively replicated transaction manager. It is based on
Moland’s work [Mol04] on Gahalo, but extends it by allowing non-deterministic
execution and controlling the replicated invocation related problems.

Before going into the technical details of the implementation in Section 7.3,
an informal description of the life of a transaction in pGahalo is given in Section
7.2.

7.2 Informal Description

pGahalo is responsible for three different phases of the transaction: Its creation,
the joining of transaction participants and its completion. These phases are
presented in the following subsections.

7.2.1 Transaction Creation

Externally, transaction creation is almost done in the same way as under nor-
mal Mahalo (shown in Figure 4.2). The only external difference is that the
TransactionFactory invokes pGahalo using leadercast semantics (see Section
4.2.5).

When pGahalo receives a request to create a new transaction, as shown in
Figure 7.1, it forwards it to the GroupTxnManagerImpl (GTMI). It is responsible
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Figure 7.1: The creation of a new transaction in pGahalo
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Figure 7.2: The join of a participant in a transaction in pGahalo

for creating a new transaction identificator and a new GTMT object, which is
the object containing the state of the transaction. The new object is then
stored in a hashmap, where the transaction identificator is used as a key. Then
an object with the identificator and the information about the lease is returned
to the factory and client through PGM.

7.2.2 Joining the Participants

As for transaction creation, the leadercast invocation on the TM is the only
external difference between pGahalo and Mahalo when joining the participants
(see Figure 4.2). The more detailed Figure 7.2 shows how pGahalo joins a par-
ticipant in a transaction. PGM receives a join-request from a participant, which
contains the identificator of the transaction and a proxy for the participant. It is
passed on to the GTMI, which retrieves the correct GTMT from the hashmap
using the identificator. The participant proxy is sent to the found GTMT,
which makes a new ParticipantHandle and adds it to its list of handles. The
execution then returns to the invoking server.

In this prototype implementation of the transaction participants no concur-
rency control, as explained in Section 6.3, is implemented. The banks simply
execute their operations in the order they are received.

7.2.3 Transaction Completion

Both Mahalo and pGahalo uses the two phase commit presumed abort proto-
col (2PC-PA) [MLOS6] to atomically terminate transactions. The reasons for
choosing this protocol over the two other variants of 2PC, presumed commit and
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presumed nothing, are twofold. First, it is very easily fitted to the replicated
nature of pGahalo. If the primary fails and the backup knows nothing about the
transaction, the participant can safely abort the transaction. Second, because
of how Mahalo is implemented, it is easier and faster to implement 2PC-PA
than the others.

There are limitations for this implementation of 2PC-PA. These are caused
by shortage of time and a main goal to construct a prototype system to demon-
strate, test and give an indication of the performance. The implementation
assumes that there will always be at least one working replica of the transaction
manager. The outcome of each transaction is made persistent by replication,
not by logging. However, if all replicas fail, there is no log from which to do
recovery. Similarly, if all replicas of a transaction participant fail, its state will
be lost. However, all running transactions will still be able to terminate.

No optimization of the commit protocol has been implemented. For instance,
it is not possible for a participant to give a read vote, which would exclude it from
the second phase of 2PC, and 2PC is performed separate from the operations
of the transactions. In particular, there is no piggybacking of prepare and
commit messages on the transaction invocations. In addition, all messages are
synchronous. Therefore, the client will not receive any early commit messages.

Figure 4.3 shows how a successful commit of a transaction works. For pGa-
halo it starts by receiving a commit request, which is forwarded to the GTMI.
It retrieves the correct GTMT from the hashmap based on the identificator that
came with the request. For each participant in the list of ParticipantHandles,
a PrepareJob is scheduled and executed. If all returned yes-votes, GTMT mul-
ticasts a message to all PGMs, hence persistently storing the decision to commit.
The message is sent using an internal group method invocation (IGMI, explained
in Section 4.2.5. The backups of the PGM are shown as grey lines the figure.

After receiving confirmation from the backups saying that they are aware
of the decision to commit, GTMT initiates a CommitJob for each participant.
When they are finished, GTMT sends the information to all PGM, telling them
that the transaction has completed. Thus, the transaction (the GTMT object)
can be removed from the map of transactions, and the client can be notified of
its successful completion.

If the result of one or more PrepareJobs is a no-vote, then the GTMT invokes
the abort () method of GTMI (see Figure 7.4. After the abort has finished as
explained next, a CannotCommitException is thrown back to the client, which
would have to handle it in a suitable way.

A transaction abort can be initiated by one of the participants voting no in
the prepare phase as seen in Figure 7.4, or if, for some reason, the client decides
to abort it. The PGM then receives an abort request that is forwarded to the
GTMI object as shown in Figure 7.5. It retrieves the correct GTMT object
from the transaction hashmap and calls its abort () method. Then, for each
participant that has joined the transaction, an AbortJob is started. After all
jobs have completed the GTMI removes the transaction from the hashmap and
returns. There is no need to notify the backups, since the 2PC-PA protocol is
used.
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Figure 7.3: A transaction commit in pGahalo
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Figure 7.5: A client initiated transaction abort in pGahalo

7.3 Technical Details

The next subsections first present the package structure of Jini. Second, the
changes needed to deny failover for the prepare request are explained. Then,
the details on how pGahalo and the passively replicated transaction managers
were implemented are given, and finally, the implementation of a bank that can
participate in transactions is outlined.

7.3.1 Package Structure

All packages in Jini 2.0 are either on the form net.a.b.c or com.a.b.c. All
the net-packages are public, while the com-packages are private.
The main package structure of Mahalo is as follows:

e com.sun.jini.mahalo: The core implementation of Mahalo

e com.sun.jini.mahalo.log: The implementation of the logger used in
Mahalo

e net.jini.core.transaction: Support classes (transaction factory and
exceptions) for Mahalo

e net.jini.core.transaction.server: The external and public inter-
faces implemented by the classes in com.sun. jini.mahalo.

7.3.2 Adding support for bypassing failover

To be able to support nondeterministic execution for the transaction partici-
pants, the failover of the prepare request must be denied as explained in 6.2.
The leadercast semantics in Jgroup/ARM is designed to failover to the new
primary. This failover mechanism needs to be bypassed when needed.

First, the changes visible to the application programmer are explained, then
the changes to the internals of Jgroup/ARM needed to accommodate the se-
mantics of the addition to the Leadercast interface are presented. Two things
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@Documented
O@Retention(RetentionPolicy. RUNTIME)
Q@Target(Element Type. METHOD)
public Qinterface Leadercast {
boolean failover() default true;

}

Figure 7.6: The Leadercast annotation interface

are needed to make it a general feature that is available for an application
programmer using Jgroup/ARM:

e A way to mark a method that should not failover.

e The actual implementation that makes the bypass possible.

To provide the application programmer with a way to mark the methods
that should not failover, the Leadercast annotation type was changed. The
boolean return type failover was added, seen at Line 5 in Figure 7.6. A
method that needs to make sure that only the primary receives an invocation,
despite of failures, only needs to prefix the method with @Leadercast (failover
= false). The default value is true, hence if only @Leadercast is specified
normal failover will occur.

In Jgroup/ARM the GroupInvocationHandler (GIH) is responsible for per-
forming the external group method invocations on the client side. A GroupEnd-
Point (GEP) holds the references to all endpoints of a group proxy, and it is also
responsible for updating the list of endpoints by contacting the registry if an
invocation should fail. When a new external group method invocation (EGMI)
is executed, the GIH contacts the GEP, which is responsible for selecting the
endpoint depending on the invocation semantics of the invoked remote method.
For instance, if the method is invoked with leadercast semantics, only the leader
is chosen,